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Preface

Welcome to SAFECOMP 2005, held in Fredrikstad, Norway. Since its establish-
ment SAFECOMP, the series of conferences on Computer Safety, Reliability and
Security, has contributed to the progress of the state of the art in dependable
applications of computer systems. SAFECOMP provides ample opportunity to
exchange insights and experiences in emerging methods and practical experience
across the borders of different disciplines. Previous SAFECOMPs have year after
year registered new multidisciplinary trends on dependability of computer-based
systems.

SAFECOMP 2005 focused on dependability of critical computer applications
and was a platform for knowledge and technology transfer between academia,
industry and research institutions. Papers were invited on all aspects of depen-
dability and survivability of critical computer-based systems in various branches
and infrastructures. Due to the increasing awareness and importance of security
issues of critical computer-based systems, SAFECOMP 2005 emphasized work
in this area. Nowadays practical experience points out the need for multidisci-
plinary approaches to deal with the nature of critical complex settings.

The SAFECOMP 2005 program consisted of 30 papers selected from 84 sub-
missions. The 30 papers represented scientists from 14 different countries ack-
nowledging the world-wide interest of SAFECOMP and the addressed topics.
The SAFECOMP program was supplemented by keynote talks enhancing the
technical and scientific merit of the conference, a number of co-located activi-
ties, meetings and tutorials, and a technical visit to the research environment in
Halden which organized the conference.

We would like to thank the International Program Committee, the external
reviewers, the keynote speakers, and the authors for their work in support of
SAFECOMP 2005. We would also like to thank the conference staff at the In-
stitute of Energy Technology and @stfold University College. We really enjoyed
the work, and we hope you appreciated the care we put into organizing the con-
ference. Finally, we would like to extend to you the invitation to attend and
contribute to SAFECOMP 2006 in Gdansk, Poland (www.safecomp.org).

July 2005 Gustav Dahll
Bjgrn Axel Gran
Rune Winther
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CMMI RAMS Extension Based
on CENELEC Railway Standard

Jose Antonio Fonseca and Jorge Rady de Almeida Junior

Computational and Digital Systems Engineering Department,
Polytechnic School, University of Séo Paulo, Brazil

Abstract. Railway systems are also dependable systems and, considering their
importance, it is vital to assure the application of adequate design techniques.
So, this work presents a RAMS (Reliability, Availability, Maintainability and
Safety) extension for CMMI SE-SW version 1.1 "Capability Maturity Model®
Integration” developed by SEI (Software Engineering Institute), based on
CENELEC 50126, 50128 and 50129 standards developed to normalize RAMS
aspects of railway control systems in European Community. This extension is
based on the inclusion of four new Process Areas into the CMMI SE-SW,
increasing its actual number from 22 to 26, without changes in the CMMI
model basic structure. The objective of this extension is to obtain a support tool
for design process applicable to enterprises that develop railway systems and
are adopting CMMI or migrating from other CMM models.

1 Introduction

This work represents an attempt to join two very important tendencies that are being
verified by the maturity models use and the railway applications design.
Considering the great capacity of CMM models to assist innumerous application
areas, the first trend can be observed through an increase in the use of maturity
models by industrial community. The focus of such models is represented by CMMI
(Capability Maturity Model Integration). The second trend is composed by
integration efforts to create a consensus about RAMS (Reliability, Availability,
Maintainability and Safety) criteria for railways applications between the European
Union members that is represented by CENELEC standards.

This work has also a very closely relationship with others efforts to incorporate
new specifics aspects to CMMI, such as the job sponsored by FAA (Federal
Aviation Administration) to include Safety and Security requirements in iCMM and
CMMI and the task headed by Australian Government’s Defense Material
Organization (DMO) in the creation of +Safe, a safety extension to CMMI.

The section 2 presents a brief description about the CMMI model, while section
3 presents the mains aspects of the CENELEC Standards. Section 4 contains the
proposed extension of RAMS extension for CMMI model. Finally, section 5
presents the mains conclusions of this paper.

R. Winther, B.A. Gran, and G. Dahll (Eds.): SAFECOMP 2005, LNCS 3688, pp. 1-[12} 2005.
© Springer-Verlag Berlin Heidelberg 2005
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2 The CMMI Model

The extensive use of the SW-CMM [9] (Capability Maturity Model for Software) by the
organizations promoted the creation of similar models to address other areas not directly
related with software development. Considering such aspect, many other models have
arisen to support production systems, subcontracting areas, etc. But, all of these models
were not created in order to facilitate integration among them, generating problems with
their simultaneous implementation in an organization.

This fact has revealed the need of creating an integrated model, aiming a uniform
view, besides the elimination of existing redundancies among the various maturity
models. We can say that the CMMI is a result of a great integration work, and that it
was elaborated to allow a convergence of the main existing maturity models. The
CMMI structure also allows integration of new areas, which reinforces its integration
capacity.

The CMMI SE/SW (Capability Maturity Model for Systems and Software
Engineering) model V1.1 [5] consists of 22 Process Areas. A Process Area is a group
of related practices that, when accomplished together, means that a set of important
objectives were achieved, obtaining a significant improvement in such area.

All the CMMI Process Areas are common to the stage representation and the
continuous representation. In the stage representation, the Process Areas are organized
through maturity levels. Considering one level, all of its Process Areas are in the same
maturity level. In the continuous representation, the maturity of a Process Area is called
capability level and each Process Area can be in any of the six capability levels
existents, independently of any other Process Area.

Thus, the name “maturity level” refers to a pre-defined group of Process Areas,
which are in the same maturity level, whereas “capability level” refers only to an
individual Process Area.

The continuous representation allows that one organization can choose the more
adequate improvement sequence to its business goals, making possible a reduction of
the risk areas.

The stage representation also offers a series of improvements, starting from basic
management practices and going through a predefined plan of successive levels where
each level is the basis for the next one.

To completely satisfy a Process Area, both generic and specific goals must be
accomplished. Specific goals are applied to a Process Area and refer to single
characteristics, which describe what has to be done to satisfy a Process Area.

The specific goals are supported by specific practices which are activities considered
important to achieve a specific goal. The specific practices describe the activities, which
must be accomplished in order to reach a specific goal of a Process Area.

Generic goals are called “generic” because a single goal can appear in multiple
Process Areas. Considering the staged representation, every Process Area has a single
specific goal. Generic goals are supported by common practices.

The CMMI continuous representation allows one organization to keep its capacity
on the improvement of a single Process Area, or on multiple specific Process Areas.
Each Process Area has its own specific goals associated similarly to the staged
representation. Each capability level (from O to 5) has a common goal and many
common practices.
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The staged representation does not have requirements for the first maturity level;
whereas, in the continuous representation there are specific and generic goals to be
accomplished in order to achieve capability level 1. This has increased the granularity
of the capability (process maturity), in such way that the organizations show early
progress. This can be important in organizations that are under pressure to present
immediate results.

The 22 Process Areas are divided into four categories, according to figure 1. In the
activity of selecting a Process Area or a single category, an organization can focus its
improvement efforts in such area. Each one of the 22 Process Areas can be
characterized individually by the CMMI as having a maturity level from O through 5,
as follows:

Capability Level 0 - Incomplete
An incomplete process is a partially accomplished or a non-accomplished process,
that is, at least one of the specific goals of the Process Area is not achieved.

Capability Level 1 — Executed

At this level, processes achieve the specific goals of the correspondent Process Area.
The process supports the necessary work to generate the required products from the
inputs, which are correctly identified during the process. The difference between an
incomplete process and an executed process is that an executed process achieves all
the specific goals of the Process Area.

Capability Level 2 — Managed

A managed process consists in an executed process (capacity level 1), which is also
planned and executed, according to a plan, which embraces qualified people, adequate
resources and appropriate participants. The process is monitored, controlled, revised
and evaluated according to its process description adherence and it can be instantiated
to a design, group or organizational function. The process management comprises the
Process Area institutionalization and the accomplishment of other specific objectives
defined for the process, such as cost, time schedule and quality goals.

Capability Level 3 — Defined

A defined process is a managed process (capacity level 2), which includes a group of
default processes according to the organization objectives, its metrics, and other
information on process improvement.

Capability Level 4 — Quantitatively Managed

A quantitatively managed process is a defined process (capacity level 3), which is
controlled through the use of statistics and other quantitative techniques. The
quantitative objectives of quality and process performance are established and used as
a criterion in the process management. The quality and process performance are
transformed into statistics expressions and managed through the process lifecycle.

Capability Level 5 — Optimized

An optimized process is a quantitatively managed process (capacity level 4), which is
modified and adapted to achieve the business and relevant goals in a specific moment.
An optimized process is focused on the continuous improvement of the process
performance through the use of technological improvement and innovative
technologies.



4 J.A. Fonseca and J.R. de Almeida Jdnior

CMMI
Categories | Categories
—|  Process — | Project — Engineering | —{  Support
Management Management
Process Areas Process Areas Process Areas Process Areas
Organizational Project Requirements N Configuration V
Y ™ Process Focus ™ Planning (PP) % Management Management
(OPF) (RM) (CM)
Organizational Project Requirements Process and
> Process Definition [ — Monitoring and | |y Development It  Product Q&A
(OPD) Control (PMC) (RD) (PPQA)
Organizational Supplier Technical Measurement and
> Training > Agreement —» Solution (TS) > Analysis
(OTR) Management (SAM) (MA)
Organizational Integrated Project Product Decision Analysis
[—) Process Performance [ —  Management —» Integration ¥ and Resolution
(OFP) (IPM) (PD) (DAR)
Organizational Risk Verification Causal Analysis
Lp{ Innovation and ® Management —r (VER) —» and Resolution
Resolutions (OIR) (RKM) (CAR)
Quantitative Validation
L] Project Management —r (VAL)
(QPM)

Fig. 1. CMMI Continuous Representation Process Areas

3 The CENELEC Standards

Since the first steps towards a single market of railway transport services in the
European Union, it became evident the existence of different regulations in the
safety issue.

The main reason for this situation can be explained by the fact that local national
operators, which have all the responsibility for the systems operation inside their
territories, perform the railway transport management of these countries. However,
considering the increasingly integration of the European railway systems, the safety
aspect should be considered in the most general ambit of the European Union [1].

At present, the railway industry is observing a process of developing appropriate
safety standards that can control the new devices created by the technology
development, seeking to ensure the adequate safety level for the systems. Railway
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suppliers are looking for standards that can aid them to show evidences about the
safety of their products. Railway owner/operators are also insecure about what they
can expect from suppliers, in order to make them feel more comfortable in accepting a
product [6], [7].

The European Union, through the European Committee for Electrotechnical
Standardization (CENELEC), has been developing standards for the safety issues
regulation for railway application [1]. All the European Union members desire to turn
possible the interoperability among the several existing systems, through the adoption
of such standards.

The main focus of the CENELEC standards is composed by a systematic hazard
identification followed by a risk reduction at an acceptable level. Considering the
necessary risk reduction, CENELEC standards “recommend” techniques and methods
that permit to demonstrate that the required RAMS targets levels are satisfied.

CENELEC standards consider the critical systems design according to the focus
shown in the figure 2. Some of the activities presented in that figure are described in a
simplified way.

The philosophy adopted by CENELEC Standards is based in systematic hazard
identification [8]. For each identified hazard there must be, at least, one requirement
to eliminate or mitigate the risk associated to that hazard.

Since the initial railway design phases, all RAMS related activities are made in
agreement with CENELEC standards, considering also the SIL (Safety Integrity
Level) required for the application, as defined by the operator [6] or by the supplier,
according to a National Safety Regulatory Office. This phase product is a Safety Plan
report that defines all design activities, including audits, responsibilities, roles and
design schedules.

The Hazard Identification and risk reduction are activities performed during all the
design lifecycle. In early phases, it is made a Preliminary Hazard Analyses (PHA),
whose objective is to define a basic set of safety requirements that must be detailed in
posterior phases. This activity must consider the Hazard Log contents. This
Hazard Log is constantly updated along the system design development with new
identified hazards.

The requirements identified in previous phases are refined in the design phase,
where the solutions needed to satisfy the identified requirements are developed. The
CENELEC Standards describes the main activities needed to demonstrate that the
RAMS principles were correctly applied during each development phase, always
considering the selected SIL [2], [3], [4].

For CENELEC, the SIL define the depth which the design should be analyzed, the
necessary evidences to demonstrate that all specified requirements are satisfied and
define the hierarchical constrains and the required personal skills to the design
development.

Audits are performed during system development, whose function is to verify the
compliance with directives contained in Plans for Quality Assurance, for
Configuration Management, for Safety and others. A report is generated for each
audit aspect, in order to demonstrate the design status.
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Process definition, planning,
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Fig. 2. CENELEC Basic Process

The set of evidences collected during system development and design deliverables
are used to elaborate a Safety Case, also known as Technical Safety Report (TSR). A
TSR is a dossier that demonstrates that RAMS requirements were correctly captured,
satisfied and traceable.

4 The RAMS Extension for CMMI

As previously mentioned, both CMMI model and CENELEC standards propose
concept unification in their application areas. But, organizations that are developing
safety-critical systems need to consider the concepts established in those two
frameworks in an integrated way, which is very difficult, considering that the their
structures does not consider such kind of integration.

The main problem in using both CMMI and CENELEC in the same application is
that CMMI does not attend the RAMS aspects. This fact makes necessary to apply
another specific standard, in order to supply such RAMS aspects. However,
CENELEC does not provide, itself, an evaluation system and a guide to its
implementation, like CMMI. On the other hand, the simultaneous application of the
CMMI and CENELEC standards, in a separate way, without a previous
harmonization, can generate problems such overlaps, different interpretations and
misunderstandings.

Thus, the proposal of this work is to make the unification of these two frameworks
into a single structure, flexible enough to support the necessary adaptations.



CMMI RAMS Extension Based on CENELEC Railway Standard 7

CMMI
Categories Categories
Process Project Engineering Support
Management Management
cmmi -se/sw [ | OPF.0PD, | PP,PMC, | RM, RD,TS, | cm, PPQA,
Standard OTR,OPP, SAM,IPM P, MA, DAR,
Process OIR RKM,QPM VER, VAL CAR
‘ Areas T T T T J
RAMS
CENELEC Additional RAMS RAMS Assurance
Process Areas Management Engineering
‘ RAMS EOM ‘

Fig. 3. RAMS Extension Structure

This paper proposes the addition of RAMS into the CMMI structure, without
modifying its fundamental structure, which is widely accepted. So, the CENELEC
standard arrangement is modified to attend the CMMI language. If we have tried the
inverse solution, that is, incorporate CMMI into CENELEC standards, there would be a
problem related to the great quantity of practices to be inserted into the CENELEC
standards, in order to cover all the CMMI aspects. This happens because CENELEC
standards are specific in their area and CMMI is a common model for systems. A
second problem would be the generation of unnecessary redundancies and the need of
generating a mapping between the model and the standard.

We believe that the introduction of the CENELEC concepts into CMMI will be more
natural for the most organizations, reducing implementation costs and time, when
considering the application of these concepts in a separate way.

Primarily the RAMS extension was implemented in CMMI SE-SW continuous
representation (presented in figure 1), because we believe that continuous representation
provide the necessary flexibility according to organizations needs, schedules and
budget, although staged representation can also be used.

To satisfy CENELEC Standards, besides the inclusion of new RAMS Process Areas,
it is necessary to implement the existent areas of CMMI. Note that these Process Areas
are distributed in levels 2 and 3 of the staged representation. Therefore it is necessary to
implement the level 3 for these representations to satisfy CENELEC standards. In
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addition, some Process Areas of CMMI, above mentioned, exceed CENELEC
requirements, but this fact contribute with CENELEC process improvement.

The new Process Areas are included in CMMI SE-SW continuous representation as
show in figure 3. As shown, the four new Process Areas are distributed between three
CMMI categories, as follow:

Table 1. New Process Areas

CMMI Category Process Areas
Project Management | RAMS Management
Engineering RAMS Engineering
Support RAMS Assurance

RAMS Environment Organization and Maintenance

The main objectives of the new Process Areas and their respective Specific Goals
(SG) are:

RAMS Management

Purpose
The aim of this Process Area is to monitor the product development process, checking
if the RAMS activities are performed as planned and tracking the design evolution.

Related Process Areas
There are many processes areas related with RAMS Management. These areas and their
respective connections with RAMS Management are:

e Requirements Development: acquisition of information about developing
requirements that define the product and product components;

e Requirements Management: acquisition of information about managing
requirements needed for planning and re-planning;

e  Technical Solution: acquisition of information about transforming requirements
into product and product component solutions;

e Organizational Process Definition: acquisition of information about the design
lifecycle and basic guidelines; and

e RAMS Environment Organization and Maintenance: identification of
organization requirements, knowledge and skills.

Practice-to-Goal Relationship Table

SG 1. Develop a RAMS Plan
SP1.1-1 Establish Validation Strategy
SP1.2-1 Establish RAMS Organization, Roles and Responsibilities
SP1.3-1 Establish RAMS Lifecycle to the Design
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SP1.4-1 Establish Audits and Assessments Points
SP1.5-1 Plan for Data Management

SP1.6-1 Plan for Resources

SP1.7-1 Plan for Needed Knowledge and Skills
SP1.8-1 Plan Stakeholder Involvement

SP1.9-1 Plan Safety Reviews
SP1.10-1Establish the RAMS Plan

SG 2. Obtain Commitment to the Plans

SP 2.1-1Review Plans that Affect the Design
SP 2.2-1Reconcile Work and Resource Levels
SP 2.3-1 Obtain Plans Commitments

SG 3. Develop an Installation and Commissioning Plan

SP3.1-1 Establish Installation and Commissioning Strategy
SP3.2-1 Establish Roles and Responsibilities

SP3.3.1 Plan for Resources

SP3.4.1 Plan for Needed Knowledge and Skills

SP3.5.1 Plan Stakeholder Involvement

SP3.6.1 Establish the RAMS Plan

SG 4. Monitor Safety Incidents

SP4.1-1 Monitor Safety Incidents

RAMS Engineering

Purpose

The aim of the RAMS Engineering is to define the activities that must be
performed, in order to assure that the generated products have the desired and
adequate RAMS levels for the application.

Related Process Areas
There are many processes areas related with RAMS Engineering. These areas and
their respective connection with RAMS Engineering are:

Requirements Development: decision on how to allocate or distribute
requirements among the product components;

Technical Solution: acquisition of more information about RAMS decisions;

Project Planning: how design plans reflect requirements and need to be
revised with changes in requirements;

Configuration Management: obtain information about baselines and
controlling changes, considering configuration issues;

Project Monitoring and Control: activities track and control, taking
appropriate corrective actions; and

Requirements Management: get information about managing requirements.
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Practice-to-Goal Relationship Table

SG 1. Identify Safety Requirements
SP1.1-1 Perform Hazard Analysis
SP1.2-1 Perform Risk Assessment
SP1.3.1 Define Risk Tolerance Criteria

SG 2. Develop Safety Requirements
SP2.1-1 Allocate Safety Requirements to Products
SP2.2-1 Apply Safety Principles to Safety Requirements
SP2.3-1 Justify Technical Safety Decisions

SG 3. Establish a Hazard Log
SP3.1-1 Establish a Hazard Log to the Design

SG 4. Identify RAM requirements
SP4.1-1 Perform Preliminary RAM Analysis
SP4.2-1 Identify External Influence over RAM Requirements

SG 5. Develop RAM Requirements
SP5.1-1 Allocate RAM Requirements to Products
SP5.2-1 Justify Technical RAM Decisions

SG 6. Demonstrate the Safety of the system
SP6.1-1 Perform Analysis about Effects of Faults
SP6.2-1 Perform Analysis about External Influences
SP6.3-1 Perform Analysis about Application Conditions
SP6.4-1 Perform Safety Qualification Tests
SP6.5-1 Develop a Technical Safety Report

RAMS Assurance

Purpose

The aim of the RAMS Assurance is to evaluate, continuously, the correct
accomplishment of design lifecycle activities and the related RAMS products, which
are generated by engineering activities, in order to assure the product integrity.

Related Process Areas
There are many processes areas related with RAMS Assurance. These areas and their
respective connection with RAMS Assurance are:

e  Project Planning: identification of the processes and the associated products
that need to be evaluated;

e  Verification: satisfaction of RAMS requirements;

e Process and Product Quality Assurance: audits on RAMS process and
evidences;

e RAMS Management: acquisition of safety management evidences
e RAMS Engineering: acquisition of evidences about functional/technical safety

e RAMS Environment Organization and Maintenance: identification of
knowledge and skills.
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Practice-to-Goal Relationship Table

SG 1. Develop an Assessment Plan
SP1.1-1 Establish Assessment Strategy
SP1.2-1 Establish Roles and Responsibilities
SP1.3-1 Plan for Resources
SP1.4-1 Plan for Needed Knowledge and Skills
SP1.5-1 Plan Stakeholder Involvement
SP1.6-1 Identify Design, Personnel or Documents Dependencies
SP1.7-1 Establish the Assessment Plan

SG 2. Perform evaluations
SP2.1-1 Perform Interviews with Design Personnel
SP2.2-1 Perform Examination of Design Documents
SP2.3-1 Perform Observation of Practices, Design Activities and Conditions
SP2.4-1 Re-work of Parts of the Safety Analysis if Necessary
SP2.5.1Demonstrations Arranged at the Assessor’s Request
SP2.6.1Elaborate an Assessment Report

SG 3. Develop a Safety Case
SP3.1-1 Collect evidences of Quality Management
SP3.2-1 Collect Evidences of Safety Management
SP3.3-1 Collect Evidences about Functional/Technical Safety
SP3.4-1 Develop a Safety Case

RAMS Environment Organization and Maintenance

Purpose

The aim of the RAMS Environment Organization and Maintenance is to create a
suitable infrastructure to support RAMS activities, select RAMS specialists, and
define roles and responsibilities.

Related Process Areas

The Process Area related with RAMS Environment and Maintenance is the
Organizational Training that can be consulted for information about how to
creates skills.

Practice-to-Goal Relationship Table

SG 1. Establish environment and organization to RAMS Activities
SP1.2-1 Identify Overall RAMS Organization
SP1.1-1 Identify and Create Necessary Skills
SP1.3-1 Define Roles and Responsibilities
SP1.4-1 Identify Necessary Independence for Activities
SP1.5-1 Maintain the Qualification of Environment Components
SP1.5-1 Plan for Continuity and Improvements

Final Remarks
To provide CMMI compatibility with CENELEC standard, some CMMI Process
Areas need modifications. For Verification and Validation Process Areas, it is
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necessary to formalize Verification and Validation Plans and for the Organizational
Process Definition Process Area it is necessary to adopt CENELEC lifecycle
descriptions for software and system development.

5 Conclusions

This paper presented an extension for CMMI based on the CENELEC standards,
having the objective of aiding organizations that develop railway systems to work in
an integrated way with CMMI and CENELEC standards, enabling reduction of time
and its associated costs, when compared with an implementation using those two
frameworks in an isolated way.

After a careful refinement process, we believe that this work could come to be very
useful to the railway applications.

However, this extension does not include all the details of CENELEC standards
because it does not define, specifically, as the activities should be done. These details
should be defined for the organizations in accordance with the design needs of the
based on CENELEC.

In that way, the basic structure of the proposed extension is generic and could be
applied to other areas just needing the inclusion of the specific practices of that
new area.

In future works it will be detailed the specific practices for each specific objective
and will be analyzed the compatibility between Process Areas of this work and other
works such as +Safe and FAA-iCMM.
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Abstract. Emergency/Process ShutDown systems (ESD/PSD) involve large
numbers of signals, span many process units and have strict compliance
requirements. These factors increase the burden of engineering, operation and
reporting, and drive the search for techniques such as Cause & Effect Matrix
(CEM). By showing input signals as matrix rows and outputs as columns, CEM
provides an intuitive view of shutdown trip logic and is now common practice
in industry. This popularity has contributed to problems of data duplication and
transcription errors when multiple incarnations of the same CEM are used at
different lifecycle stages. Process engineers, programmers, operators and safety
managers each view the same CEM recreated in different formats.

The authors show how the CEM paradigm can benefit from a standardised
syntax and visual representation so that all the different views of a CEM are
based on the same underlying data, increasing safety and productivity
throughout the lifecycle.

Keywords: Emergency shut down, cause and effect, single-source engineering.

1 Introduction

On the face of it, the design of ESD/PSD safety systems appears trivial. There are no
complex control algorithms to design and test, no parameters to tune, no troublesome
analog values to filter; just Boolean variables inputs setting Boolean outputs.

The Cause and Effect Matrix (CEM) visual paradigm, also known as Interlock
Logic Diagrams, was introduced many years ago to capture this clear signal flow
from cause to effect which is the hallmark of ESD/PSD systems. In its simplest form,
it is a matrix of gridlines where named tags occupy rows and columns. A symbol
placed at a row/column intersection cell indicates that a trip of that column effect will
occur when that row cause is active. The simple CEM interface evolved to make room
for shutdown levels, which allowed users to define a cascading shutdown hierarchy,
with many degrees between PSD and ESD.

The CEM paradigm was a visual success and CEM drawings made in Excel
became a de-facto standard. Some vendors followed with specialised CEM
programming tools to generate control code for their respective platforms. See Figure
1 for an example of the CEM format.

R. Winther, B.A. Gran, and G. Dahll (Eds.): SAFECOMP 2005, LNCS 3688, pp. 13-123 2005.
© Springer-Verlag Berlin Heidelberg 2005



14 Robert Martinez and Torgeir Enkerud

o ~ o o |
. . s & |re|ed [od o |ee (V] ri oo o |4
Application Unit = | | |2 | o[
Slalc|a]|ala o | | o[
.
Shutdown Matrix 0
Al a .—1
I3 o|a a 3
.
EXAMPLE logic *
= ala ala ala
=== |=
Hlgle|lo|e|w
HHHHAAE
255538 |EIE HE EE
dalalalalz| |ole o
Elalm|=(=|a| |&la ala ala
B &
= =
= a
o e 3 3
|| BR[| ] |5l | 5k
o (o |m [= B | == ==
258 [2(3| [E|E 84| | |22
@ e e | e oo == ==
E A Gl ks LA Lk A
G
2 R RN Kl R el ) w|r |
[tid Hame Type [Al+ W |NO |Level
1 [xx-ESD1 ESD 11 (21 ] »
2 jxx-E=D2 ESD 11 |21 [ ] L]
3 Jaox-eeD3 ESD 1121 o0
4 px-pspa.1 ESD FENER! e
5 [xx-PSD4.2 ESD 11 |21 L JL
1 jrx-noT-ESDL alarm (1L |11 |21 |xx-EsD1 [ ]
3 [xx-AcT-BSD2 Alarm |11 |11 |21 |xx-ESD2 [ ]
6 [xx- 1NPUTOL Alarm [11. 11|21 L ]
7 [XX-INPUTO2 Alarm [IL 11 (21 .
10XX-ACT-VALVEOL |Alarm |1L 11 |21 LIL
13XX-ACT-VALVEDZ |alarm [1L |11 |21 L L
14JXX-RESET-OUTR 1121 CIL|
] ]

Fig. 1. Sample from a typical early CE Matrix

1.1 Trends in ESD/PSD Systems

The CEM format became a popular representation but without the support of a formal
standard a variety of formats proliferated, even between different lifecycle stages of
the same project. Recreating the same CEM in different formats introduced delays
and increased the potential for misunderstandings and errors.

The Cause and Effect Matrix paradigm had become a victim of its own success.

In addition to the proliferation of data formats and visual formats, the CEM
paradigm has also been under growing pressure to cope with these important trends in
industry.

e Size and complexity: ESD/PSD systems comprise a large and ever-
increasing number of tags, arranged in an increasingly complex hierarchy of
cascading shutdown levels, with special cascade inhibit logic.

e Safety compliance: ESD/PSD programmable systems have high safety
integrity (SIL) and the accompanying compliance burden is increasing as
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regulatory demands become stricter Ref [IEC-61511]. In the operational
phase, periodic proof-testing reports of the ESD/PSD are also mandatory.

e  Common Control Platforms: The trend toward using commercial off-the
shelf (COTS) hardware platforms and use of common control software
libraries even for ESD/PSD systems with high safety integrity (SIL)
requirements.

e Decision support: The need for operators to quickly trace backward to
determine the cause(s) of a trip in an ESD/PSD system.

e Additional signal processing: ESD/PSD programmers want the freedom re-
configure the input cause signals, add additional logic before setting the
outputs.

e Spanning process areas: ESD/PSD systems spans many more diverse
process areas, engineered by different contractors and teams.

2 Single Source Engineering

In their work with engineers responsible for large shutdown implementations, the
authors discovered the benefits of “single-source engineering” (SSE) as a way of
mitigating the problems created by the trends listed above. They offer the following
recommendations, whose application to those problems are discussed in the following
paragraphs of this paper.

e Single representation for CEM applications & visual displays: agree on a
single standard visual “language” for representing CE matrices, from which
the operator display and the 1131 code is co-generated.

e Single source of data for of CEM lifecycle activities: use a portable
document as a single source of data for all activities throughout the lifecycle.

2.1 Size and Complexity

ESD/PSD systems comprise a large and ever-increasing number of tags, arranged in
an increasingly complex hierarchy of cascading shutdown levels, with special cascade
inhibit logic.Ref [DNV1]

The size and complexity of ESD/PSD systems have dramatically increased the
effort of coding and maintaining such an application directly in one of the standard
1131 languages. A generative approach suggests itself, where 1131 code objects are
automatically created based on the visual layout in the CEM diagram. The authors
approve of vendors which offer such tools; programming at a higher level of
abstraction is an effective way to reduce implementation errors and ease application
maintenance.

The authors tool development layout is shown in the figure below. This matrix
view uses text, colour and shading patterns to show direct and indirect trips as the
result of cascading level logic. These indirect effects would be difficult to trace if the
logic were programmed directly in control code structured text, for example.

Generative techniques should not stop at the control code; re-creating the logic for
an operator display is also a very time-consuming and error-prone task. The author’s
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Fig. 2. A CEM editor using colour to show cascade logic

approach is to co-generate the display by linking display artifacts with the generated
code variables to provide an online view of current status.

2.2 Safety Compliance

ESD/PSD programmable systems have high safety integrity (SIL) and the
accompanying compliance burden is increasing as regulatory demands become
stricter Ref [IEC-61511]. In the operational phase, periodic proof-testing reports of
the ESD/PSD are also mandatory.

When the CEM drawing of the ESD/PSD system has become the subject of formal
integrity approval by national authorities, then there is strong motivation to preserve
its format throughout the engineering lifecycle. In this way, suppliers, operators and
engineers have a common understanding of the CEM shutdown behaviour, based on a
common visual representation. This approach assists ‘“cognitive recognition” Ref
[HCI2].

In the operational phase, periodic proof-testing reports of the ESD/PSD are also
mandatory. Such reports are difficult to configure and maintain without access to the
original CEM data structures from the design phase.
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The solution to both of the above problems is to make the approved CEM drawing
the single source of engineering data for all engineering and operational activities

When the document is approved then it can be argued that all subsequent
transformations based on that document also inherit this approval. In the authors tool
development, a single document serves as the basis for all lifecycle activities,
including the operator display. This document can then be input to an editor/compiler
capable of generating IEC-61131 compliant control code objects Ref [IEC-61131]
and the operator display.

The advantages of having a “single source of truth” are many (Refs [CE1] , [CE2]),
and these assume an even greater importance for the development of safety-critical
systems. The authors suggest that this principle should be encouraged in future drafts
of both corporate and international safety standards.

Using a single document throughout the engineering process and then taking this
same document into the daily operational phase of a system will reduce
synchronisation problems. Version checking and inconsistency reporting between the
original documentation and the online operator display: By generating the control
logic from the master document, a version number can be introduced to the control
logic and later used online to check that the operator display has the same version
number as the code running in the controller. This will help to ensure that the operator
display is always up to date with the control logic: the display matches the plant “as
built”.

A single source approach enables printing of online status in a format that is
identical to the design documentation: This aids the task of tracing trip signals and
documenting shutdown situations in a consistent way. It is also very useful to be able
to include information like versions, build numbers, approvals and engineering and
operator notes in the online display.

2.3 Common Control Platforms

There is an industry-wide trend trend toward using commercial off-the shelf (COTS)
hardware platforms and the use of common control software libraries even for
ESD/PSD systems with high safety integrity (SIL) requirements. This trend will soon
extend to safety fieldbusses [CE1].

This trend means that modern safety solutions must conform to standard languages,
interoperate with standard device control software libraries and standard operator
displays. Most importantly, it means that ESD/PSD safety systems can no longer
assume exclusive ownership of the devices and must accommodate a wider and
“wilder” range of configurations. The downside of this trend has the potential to make
the engineering and operation of ESD/PSD systems more difficult and potentially
increase the chances of design errors.

The benefits of using a single platform for safety and non-safety applications can
be realised if the critical parts of that platform are safety certified. For control
software this means selecting a relevant subset of 1131 function blocks or control-
modules and ensuring that these are SIL-compliant. This subset should be sufficient to
cover the needs of ESD/PSD programming. These safety status of these types should
be clearly visible within the programming tool and that tool’s compiler should check
that their usage is consistent with the safety level of the entire application and the
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target controller. This approach allows safety engineering to flow together with the
basic process control system engineering.

Implicit in this recommendation is the use of pre-defined 1131 types or classes,
stored in tested and approved libraries. This type-based approach is especially
important for safety programming, whether it is manual or generative, since it builds
on approved and version-controlled code.

The benefits of standardisation can be extended by encapsulating all the variety of
device types (transmitters, valves, motors etc.) inside control object types which
expose their internal states in a standard way, for example in a bit pattern of a defined
32-bit variable. Ref [PCCUG]

2.4 Decision Support

As the complexity of ESD/PSD systems has increased, so has the need to assist
operators in quickly tracing backward to determine the cause(s) of a trip, without
having to deduce the cause from many different documents and inputs Ref: [HCI].
Operators find it increasingly difficult to understand a trip situation and trace
backward to the originating causes in real-time.

The solution to this problem is to provide the operators with online displays which
allow him/her to see the online status of the ESD/PSD system at any level of
aggregation, with the freedom to drill down to individual process areas or devices. At
the lowest device level, the operator is presented with an online “faceplate” display
showing the device signal pathway traced back to one or more input devices.

To achieve this desirable functionality requires that all the signal pathways from
output backward to input must be charted and embedded in the operator display logic.
Typically this signal flow information is hidden within the temporary data structures
of the 1131 code compiler and is not available to any other engineering tools.

The authors found that the most robust way to re-create this path information was
to adopt the approach pioneered by a team led by Alan Munns of ABB in the UK,
called the Priority Command Concept (PCC). The PCC is an open concept for 1131
type design. To be PCC-compliant, a control type (or “class”) must expose its
instance name and its internal state in data elements NAME and ACTION,
respectively. A further requirement is that each PCC type must propagate the name of
the PCC instances to which it is connected, both up- and down-stream. This
propagation is done via 1131 string operations performed once in the first scan after
start-up in the controller.

Each PCC instance knows its neighbors: this allows operator viewer tools to trace
the signal pathway from output to input device, regardless of the number of
intermediate control objects. These tools can automatically create a dynamic visual
display element which is inserted into the view of the output device (See Figure
below).

The operator can access any of the devices participating in the CEM matrix by
right-clicking on the display itself and choosing the “faceplate” item as shown in the
following figure.
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Fig. 3. Operator output signal faceplate showing signal pathway from input
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At the highest level, the user can navigate between the various process areas
represented as different parts of the CEM matrix. The navigation display (shown in
the figure below) shows these areas to the operator and are color-coded with the
current status of all their contained device signals. The operator can click on the area
“button” and be presented with the CEM matrix for that area, as shown in the
previous figure.

=

I #E - [CEML:CEM Viewer =%

CE1_1 CE1_2

CE2 1 CE2 2

Fig. 5. Operator’s top-level CEM Navigation display

The relationships between the various displays are shown in the following Figure.
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Systen overview Status and interaction with
Overall status specific device
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process area, effect to cause with
levels, etc. status

Fig. 6. Relationships between operator CEM displays
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2.5 Additional Signal Processing

ESD/PSD programmers want the freedom re-configure the input cause signals, add
additional logic before setting the outputs. The previously clean and simple CEM grid
format sprouted many footnotes and comments as designers struggled to capture
special logic cases on the crowded matrix grid. An additional problem is the quality of
the generated code, which in most cases is custom IEC-61511 structured text.

The solution to this problem is three-fold: firstly, vendors and industry should
agree on a set of functionality which satisfies the needs of most CEM engineers. In
particular, voting arrangements should be a standard part of such a proposed CEM
language. The authors propose that the CEM language syntax be limited to these basic
functions:

Signal Name & Description
Trip (“X”)

Inversion

Normal & Cascade Inhibit
Reset

Time Delay

Voting (NooM)

Comments

Secondly, analog thresholding, boolean latching and other related configuration work
should be encapsulated in the signal device object, so that the CEM is freed to do
what it does best: show the routing cleanly and intuitively.

Custom textual coding nullifies one of the main benefits of single source
engineering. So the final recommendation here is to use a control library in which
even simple “routing” operations such as AND / OR / SPLIT are SIL- marked object
types. These can be configured safely by the CEM editor user and then instantiated by
the CEM editor’s generation function, thus ensuring higher quality executable code.
In the approach taken by the authors, these control object types simply route the
originating device data, packaged within a standardised bit pattern of a 32-bit variable
data element. This data type contains a data word (ACTION) with a standard bit
pattern for commanded action, inhibit, connected and a few other states. The simple
routing object type instances operate on this data.

2.6 Spanning Process Areas

ESD/PSD systems span many more diverse process areas, engineered by different
contractors and teams.

Single source engineering is challenging in a multi-disciplinary and geographically
dispersed engineering environment. Vendors who claim to support this principle offer
centralised database or object stores, but access to these are complicated by the need
for special client software and the ability to cross corporate firewalls.

The authors believe that the internet points the way to a more flexible architecture
based on exchange of a document in a standard format which contains its own
validation logic. This validation could be either in the form of an XML schema or via
a component (such as ActiveX) which is embedded in the document. Such a
document is highly portable: it can be exchanged via email between all the partners in
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a large project, without difficulties caused by firewalls, licensing, and installation and
setting up special access permissions.

A typical use case illustrating this solution is when a contractor can specify CEM
connections in a portable document without being forces to install any special
software by the control system supplier. He/She then sends the document via email to
the control system supplier who can then automatically generate the control code and
the operator display without modifying or translating the original CEM document.

Finally, automation vendors are urged to now agree on a common visual and
textual representation which should be submitted to a standards-setting body for
approval. Taken together, these are syntax rules for a proposed common CEM
“language”. The textual representation should be in the form of an XML schema. The
accompanying visual standard should reflect the contents of the XML representation
in a universally recognisable way, which is intelligible to CEM programmers and
operators.

3 Conclusion

Let us conclude by marking up our original list of problems with the recommend-
ations:

e Size and Complexity: ESD/PSD systems comprise a large and ever-
increasing number of tags, arranged in an increasingly complex hierarchy of
cascading shutdown levels, with special cascade inhibit logic.

o Program directly in the CEM matrix and use tools to generate both
the control code and the operator graphic displays.

e Safety Compliance: ESD/PSD programmable systems have high safety
integrity (SIL) and the accompanying compliance burden is increasing as
regulatory demands become stricter Ref [IEC-61511]. In the operational
phase, periodic proof-testing reports of the ESD/PSD are also mandatory.

o Use a single CEM data source for lifecycle compliance activities.

e Common Control Platforms: The trend toward using commercial off-the
sheflf (COTS) hardware platforms and use of common control software
libraries even for ESD/PSD systems with high safety integrity (SIL)
requirements.

o Use a single common library with a subset of SIL-approved types
which share a common interface with other types.

e Decision Support: The need for operators to quickly trace backward to
determine the cause(s) of a trip in an ESD/PSD system.

o Use object types which support upstream signal tracing and tools
which can generate displays showing the active device signal
pathways.

e Additional Signal Processing: ESD/PSD programmers want the freedom
re-configure the input cause signals, add additional logic before setting the
outputs.

o Use an approach which allows reconfiguration and additional
routing logic based on types, not loose code.
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e Spanning Process Areas: ESD/PSD systems spans many more diverse
process areas, engineered by different contractors and teams.

o Use a portable document which can be easily shared amongst
project teams.

o Use a single visual representation “language”; make it a standard
for programming by providing tools to generate the required 1131
code objects.
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Abstract. In the paper, we present a methodology developed in order to verify
probabilistic temporal properties related to dependability of real-time systems.
The methodology is made of three essential steps. The first one is a UML pro-
file called DAMRTS (Dependability Analysis Models for Real-Time Systems)
designed using GME tool. The aim is to model a real-time system with qualita-
tive and quantitative information related to its quality of service. In this profile,
UML statecharts are used to represent the system behavior. An extension is in-
troduced with probabilities, real-time requirements and nondeterministic
choices. The second one proposes a translation from the extended UML state-
charts to probabilistic timed automata (PTAs). In this step, global clocks are
used to represent synchronization of concurrent UML statecharts in probabilis-
tic timed automata. The last one concerns a probabilistic model checking with
PRISM tool. This requires specification of dependability properties with a suit-
able temporal logic.

1 Introduction

Several approaches have already been explored to introduce quantitative information
in the dynamic UML models. A stochastic extension of UML statechart diagrams is
proposed in [7]. It is based on a set of stochastic clocks which can be used as guards
for transitions. The clock value is given by a random variable with specified distribu-
tion function. Other approaches are also proposed to formalize UML models which
are extended with quantitative information. Dynamic UML models are formalised
with stochastic Petri nets in [15], with stochastic process algebra in [5] or with con-
tinuous time Markov Chains such as we proposed it in [2]. This one is adequate for
the performance evaluation and the verification of some dependability properties.
However, the formal model contains only rates. Then, it is not suitable for modeling
real-time systems. Different models exist to describe real-time systems such as timed
automata [3] which have a clear semantics and for which a tool support for automatic
verification (Uppaal, Kronos) is available.

The Unified Modeling Language (UML) [16] which becomes an official standard
of the Object Management Group (OMG) is widely adopted in industry. This semi-
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formal language, easy-understood and well-established design notation in the soft-
ware engineering community, is extended to support the aspect-oriented design for a
system. UML support many application domains and provides a common notation
independent of the kind of systems that are developed.

To combine the advantages of intuitive modeling by UML with formal verification,
we chose the approach which consists to transform UML models into the input lan-
guage of an existing model checker. Input of a model checker is a formal description
of a system. For formal analysis, it is necessary to define what kind of semantic re-
quirements are implied by the domain and what kind of semantics that easily allows
translation into the formal model to be analyzed by the model checker. Our contribu-
tion includes:

— Definition of the profile DAMRTS [1] for modeling and analyzing real-time sys-
tems: a class diagram is proposed to represent static model with quality of service
of system components; the conventional UML statecharts are extended with prob-
abilities and real-time requirements,

— Specification of the nondeterminism in extended statecharts and synchronization of
concurrent statecharts,

— Métamodeling with the Generic modeling Environment (GME) to construct the
proposed profile,

— Translation of extended UML statecharts to probabilistic timed automata: global
clocks are defined to represent synchronization of UML statecharts.

In section 2, the methodology of real-time systems analysis is described. The dy-
namic view of UML models is presented in sections 3 and 4. We present in section 5,
real-time constraints of an assembly chain as well as their behavioral UML models as
defined in the profile DAMRTS. This one is designed using GME tool as presented in
section 6. The behavioral UML models are nondeterministic, with probabilistic transi-
tions and real-time aspects. That make possible to translate them into probabilistic
timed automata as given in section 7. The translation process of resulting models is
also described in this section. In section 8, we give an overview on the type of proper-
ties that can be checked. We conclude with section 9.

2 General Methodology

In order to have UML accepted by the real-time development community, the OMG
group has proposed a profile called “Schedulability, Performance and Time” [17] for
real-time systems. In this profile, some supports are introduced in UML to capture a
maximum of real-time requirements and to perform the real-time development tasks
directly on UML models. Beside the usual analysis and design stages, scheduling
analysis, performance evaluation and formal verification of critical properties are
included. However, the two last activities are partially covered because “quality of
service” requirements are introduced without a clear indication about the formal veri-
fication of this type of properties. Adapted tools to formal verification or performance
evaluation on these UML models are not yet available.

For the reasons indicated above, a new profile called DAMRTS is proposed to ana-
lyze and verify dependability properties of real-time systems [1]. It represents an
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extension to the reference metamodels of the OMG profile “Schedulability, Perform-
ance and Time” [17]. The first aim is to be compliant with the standard OMG profile.
The second one is to provide concepts that enable to specify a real-time system with
its real-time constraints and probabilistic information. A behavioral UML models are
proposed with a formal semantics served to probabilistic model checking [10]. It is
developed with probabilities and real-time aspects, resulting in probabilistic timed
automata as semantics models. These models are used to verify probabilistic temporal
properties related to the dependability of real-time systems.

GME Tool PRISM Tool
Y EEE—
Metamodel

l XML Automatic Probabilistic Probabilistic
Profile DAMRTS —— Model checking

!

translation

——
timed automata

Models DAMRTS
Temporal
probabilistic
properties

Fig. 1. Global methodology

As depicted in fig.1, the proposed approach is presented with the essential steps
that allow associating a formal method to UML models extended with probabilities
and time. The GME tool is used to construct metamodels specifying the modeling
paradigm (modeling language) of our application domain. The modeling paradigm
contains all syntactic, semantic and presentation information regarding the domain of
real-time systems dependability. This is developed in section 6.

Once the profile DAMRTS is built, we model the real-time system. The output of
GME tool is a file having an extended XML format. The DAMRTS models are then
exported in XML format for which an automatic translation is applied to transform
UML behavioral models into probabilistic timed automata as it is detailed in section
7.3. The PRISM tool is then used to verify the properties of real-time system.

3 Modeling with Extended UML

To represent dynamic aspects of the system, extended UML statecharts and collabora-
tion diagrams are used. Combination of these two diagrams allows representing all
system interactions. Indeed, the collaboration model describes external interactions
between objects whereas UML statecharts diagrams represent how an instance of a
class reacts to an event occurrence.

A collaboration diagram consists of objects and associations that describe how the
objects communicate. It represents the structural organisation of objects which ex-
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changes messages. In the DAMRTS profile, the signals and the orders are the two
types of messages taken into account. The first ones are sent from objects of Sensor
classes to objects of Controller class. The second ones are sent from instances of Con-
troller class to instances of Effector classes (see fig 3).

The proposed statecharts allow expressing events with probabilities and actions with
real-time constraints. The nondeterminism and synchronization are defined as follows:

Nondeterminism. Nondeterministic choices can be specified in transition systems by
having several transitions leaving from the same state. It is used when we wish to
incorporate several potential system behaviors in a model. Nondeterminism is used
for several purposes. As it is specified in [6] and [18], it is used to represent phenom-
ena such as:

Unknown scheduling in concurrent systems. When a system consists of several com-
ponents running in parallel, we often do not make any assumptions on the relative
speeds of the components, because we want the application to work no matter what
these relative speeds are. Therefore nondeterminism is essential to define the parallel
composition operator, where we model the choice of which system take the next step
as a nondeterministic choice.

External environment. A system interacts with its environment via its external actions.
When modeling a system, we can not predicate how the environment will behave
(failures, abnormal functioning). Therefore the possible interactions with the envi-
ronment are modeled by nondeterministic choices.

Uncertainty in probabilities and the expected times. Sometimes it is not possible to
obtain exact information about the system to be modeled. When the exact duration of
an action or the exact probability of an event is not known exactly but only with a
lower and upper bound. In this case, all possible values are incorporated by nonde-
terministic choices.

Synchronisation. The extended UML statecharts are allowed to communicate with
each other in well-defined manners. The communication and synchronization method
are presented as follow:

— One UML statechart may create an event as a result of a transition that is con-
sumed by another UML statechart.

— A guard may be used to test if another UML statechart is in a certain state before
allowing a transition to occur to the guarded state.

4 Extended UML Statecharts

In UML, each class has an optional statechart which describes the behavior of its
instances (the objects). This statechart receives events from other statecharts and
reacts to them. The reactions include sending of the new events to other objects and
executing of internal methods on the object. The communications between compo-
nents of the system are modeled as events. Exchanged signals and orders as well as
random events (e.g. undesired and lost signals) are represented as events associated to
a discrete probability distribution.
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The syntax of UML statecharts, defined in the standard UML [16] is extended as
presented below. The operational semantics of UML statechart is inspired from [9]
and extended with real-time and probabilistic aspects as presented in [1]. The infor-
mal interpretation of extended UML statecharts is based on a set of nodes and a set of
edges. An edge is presented by the following syntax:

Edge: = Event [Guard] / Action

Event: = Event name (Probability)

Guard: = Boolean Expression

Action: = Operation name (Arguments) [Duration, deadline]

Event represents received signals, sent orders or random events with their associ-
ated probability. Guard is a boolean expression which represents either AND-
composition or OR-composition states related to degraded or failure states of other
objects. The compositions are excerpted from a faults tree analysis of the system [1].
Action expresses operation execution or sending messages to other objects. They are
not instantaneous but have duration or deadline. Transitions between states are prob-
abilistic. When two transitions are enabled, the choice is nondeterministic.

5 Example of an Assembly Chain

This example presents an automated chain assembly of electrical micro-motors. It is
excerpted from a European project named PABADIS (Plant Automation BAsed on
DIstributed Systems) [14]. This one deals with a flexible and a reconfigurable system
designed for production of different types of micro-motors. Fig 2 represents the con-
trolled system.

Assembly Robot 2 Assembly Robot 1
(oo
L 4 L 4
+ w2 * + Ml
Output ®* 4 € _PS3
< *
ow PS2 +
Inpui @ ™\ PSI
flow — Xe

Detection Stators

> = (O | -

Conveyor  Elevator Main Fault Pallet
Sense Functions Detector ~ Sensor

Fig. 2. Assembly chain of micro-motors

Micro-motors consist to stators and rotors. The first are transported to assembly
robots, on pallets via a conveyor system and seconds are available into stocks near
each robot. A set of pallets containing stators moves along the conveyor belt. These
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are detected by pallet sensors PSi at different levels of the conveyor system. When
assembly of micro-motors is completed, the pallets then move into a fault detection
station where a camera detects the possible assembly faults. Set of PLC (Programma-
ble Logic Controller) and PC composes the control system.

The assembly robots work in parallel. Let us consider a stators pallet arrives at the
level of assembly robots and detected by PS3. If the two robots are both idle, the
pallet is arbitrary send to one of the waiting areas wl or w2 showed in fig 2. If the
robots are both busy, the controller send information request to robots. These send the
information about the assembly state. The pallet is then leaded to the robot which will
be the idle first. This behavior is modeled as given in the statecharts of fig 4 and fig 5.

5.1 Collaboration Diagram

In the collaboration diagram of fig 3, interactions between objects are presented. Ex-
changed messages describe the signals (S.PPi) and (S.Fault), respectively sent from
pallet sensors (PSi for sensor i) and Fault detector objects to the Controller. They
also represent orders sent from Controller to Robot I, Robot 2 and Elevator objects.
Our example presents a distributed system such that several controllers (PLC) interact
to control the system functioning. To simplify, we represent in the collaboration dia-
gram one controller object.

0.Go up Elevator
0.Go down
Send.Data
J—
Controller [ —= Robot 1

O.Ass

—

S.Fault 7, 0.AssN

O.St
Fault op Robot 2

detector

Fig. 3. Collaboration diagram

5.2 Extended UML Statecharts

Robot and Controller objects behavior are respectively modeled in fig 4 and fig 5. In
Robot statechart (describes robot 1 or robot 2); assembly tasks as well as communica-
tion with controller are executed in parallel.

In substate A, the controller orders are modeled as events. In transition: “O.Ass
(0.10) [PS1.Ds OR PS2.Ds]/ Assembly()[10s]”, guard expresses that the edge is en-
abled if one of sensors PS2 or PS3 is in degraded state Ds. The probability of sending
an assembly order when one of sensors is in degraded state is evaluated to 0.10; the
execution of the assembly operation, Ass () lasts 10s. Otherwise, the robot performs a
correct assembly with probability 0.90. The guard “S.Active AND E.Active” repre-
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sents the condition to leave the state Emergency stop: sensors and elevator must be in
the state Active of their respective UML statecharts. When probability is not repre-
sented, it means it is equal to 1.

Nondeterminism is modeled at the level of the state, Idle. A probabilistic choice is
used to represent the possibility of performing a correct or a faulty assembly. It is also
possible that robot remains idle when there is absence of pallets (AP). Substate B,
describes the controller requests and sending of data from robot to controller.

N\
Robot

A ‘& @AP

0O.Ass (0.10) [PS2.Ds OR

PS3.Ds] / Ass () [IOS]/
End.As
Faulty
Assembly [S.Active
AND

E.Active]

Emergency
Stop

B Inf.need (0.70)/ Send.data () [5s]

‘& 1dle Sending
End.Send data { information j]

Fig. 4. Robot statechart

0.Ass (0.90)/
Ass () [10s]
End.As

Assembly

0O.Stop (0.95)/
Stop () [1s]

Fig 5 describes controller behavior. When signal S.PP3 becomes true (sensor PS3
detects a pallet), the order Info.need is send to the robots. After receiving informa-
tion, the controller sends the order of assembly for one of the two robots (which will
be the idle first).

S.PPI/ S.Fault/
0.Go up () [5s] 0.Stop () [5s]
°
Fault (0.05)/ Order [5s]

%E Degraded state
End.Order

T 0

Data/ 0.Go down () [5s]

O.Ass () [5s] S.PP3/
Info.need () [5s]

Fig. 5. Controller statechart
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Among the malfunctions of controller, sending of undesired orders or lost orders
are modeled in Controller statechart as random events, e.g. “Fault (0.05)/ Order [5s]”.
The received sensor signals are presented as events and the sending of orders as ac-
tions with their associated deadlines. The edge “S.PP1/ O.Go up()[5s]”, expresses that
when PS1 detects a pallet, order to go up from controller to elevator is send.

6 Metamodeling Using GME Tool

The Generic Modeling Environment (GME) developed at the institute for Software
Integrated Systems at Vanderbilt University is a configurable toolkit for creating
domain-specific modeling and program synthesis environments [13].

There is a metamodeling paradigm defined that configures GME for creating
metamodels. These models are then automatically translated into GME configuration
information through model interpretation. Once the metamodeling interpreter is op-
erational, a meta-metamodel is created and the metamodeling paradigm is regenerated
automatically [13]. The metamodeling paradigm is based on UML notation. The syn-
tactic definitions are modeled using UML class diagrams and the static semantics are
specified with constraints using the Object Constraint Language (OCL).

6.1 Modeling Concepts

The vocabulary of the domain-specific languages implemented by different GME
configurations is based on a set of generic concepts built into GME itself. This one
supports various concepts for building complex models.

Folders, FCOs (Models, Atoms, Sets, References, and Connections), Roles, Con-
straints and Aspects are the main concepts that are used to define a modeling para-
digm. The First Class Objects (FCOs) used to represent entities and relations, form
the core of the GME concepts. These generic concepts are not generally used at the
same time. However, the choice is rather an important design decision. The concepts
used in our metamodel are: Aspects, Models, Atoms and connections. These latter and
the other quoted concepts are defined in [8] and [13].

6.2 Overview on the Metamodels of DAMRTS

The DAMRTS profile is a specific profile designed for dependability analysis of a
real-time system. It is based on concepts defined in the profile SPT [17] with new
stereotypes. Those are added to the metamodel in order to introduce particular de-
pendability information. The malfunctions considered as undesirable events and their
possible causes are modelled with stereotypes. The QoS is represented as attributes
when it is about actions of resource classes (e.g. duration of actions, response time for
a call action, etc.). It is also represented as a tagged value when it is about general
QoS, like reliability and maintainability of resources [1].

To build the profile DAMRTS, the metamodeling paradigm based on UML is used.
Three UML metamodels are created to represent class diagram, collaboration diagram
and extended UML statecharts of a real-time system. Such as presented in fig 6,
the metamodel of the class diagram contains the concept Atoms: sensor, effector
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(all components in contact with raw material such robots, conveyor belt, etc.) and
controller.

The FCOs Resource and Dependability are defined to be hidden in the class dia-
gram. We use the concept Attributes (which does not necessarily represent attributes
in the class diagram) to define the QoS related to dependability of Resource as well as
the methods send signals, send orders and actions related to the Atoms sensor, con-
troller and effector (see fig 6). The Attributes of GME tool can have a set of specifica-
tions such as the data-type [8]. Then we specify the defined Attributes with integer or
double according to whether it is of real-time data (deadline and duration of methods)
or of probabilities assigned to undesired events.

Sensor ClassDiagram Resaurce DependabiiitiDats
=zptome= 1.7 =2zhlndal== 2=FC0== ==FC0=>
Signals . field QoSmaintainability: field EvalExp hool
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<=<Connaction> L

AnMDexpression: field
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dat 1
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<zConnections= |-,

Cantraller ]
BRI Gl B

Orders : field ;m

|n dst 0.7
0" 1.7 Indicator
AssContER ; Efiector “hlom>r |
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Actions : field

Conlndau
= ==Cannection=>

Fig. 6. Class diagram metamodel of profile DAMRTS

Each entity Resource is associated the Atom Indicator which represent the unde-
sired events such failures. The Atom Cause has as attribute one or several logical
expressions composed by elementary logical conditions linked by conjunctive and
disjunctive connectors. This attribute is specified to be boolean. When one of the
expressions is true, it indicates that associated failure became true.

7 Translating Extended UML Statecharts to PTAs

Timed automata are automata extended with clocks, positive real valued variables
which increase uniformly with time, and whose nodes and edges are labeled with
clocks constraints, respectively called invariants and guards. The invariant dictate
when the automaton may remain in a node, letting time pass, and guards when the
corresponding edge can be taken [3]. Probabilistic timed automata are a variant of
timed automata extended with discrete probability distributions [11]. This type of
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automata has been chosen for formalizing extended UML statecharts because it takes
into account dense time, nondeterminism and probabilistic choice as defined in the
extended UML statecharts. They are also amenable to model check probabilistic tem-
poral properties.

7.1 Principle of Translation

To translate extended UML statecharts to probabilistic timed automata, real-time
constraints of actions are represented with clocks. Events are described with their
probabilities on edges. The guards defined in proposed UML statecharts describe the
active state of other objects.

In probabilistic timed automata, it is not really possible to observe the location of
another component directly as the principle defined in our extended UML statecharts.
However, a probabilistic timed automaton component A can check the location of
another component B in the following way: component B is equipped with self-loop
edges in all of its locations (or some of its locations), where the events of the self-loop
edges would be different for each location. Therefore, in location L1, the probabilistic
timed automaton B would have enabled a self-loop edge with an event which is
unique to L1: “in-L1”, for example. Then component A, when it want to know
whether B is in L1 or not, would try to synchronize on event “in-L1”. If synchroniza-
tion is possible, then A knows that B is in L1 and can act accordingly; otherwise, it
can do something else, knowing that B is notin L1.

7.2 Synchronization with Global Clocks

Synchronization between probabilistic timed automata components is done using
edge-labeling events, as defined in [12]. One manner to synchronize probabilistic
timed automata is to create a probabilistic timed automaton component which has a
single clock which is never reset during the execution of the system. Then this clock
could be regarded as a “global clock”. This component could then synchronize with
the other components when the value of the global clock reaches certain values.

In fig 7, we give probabilistic timed automaton describing a sub-system of the as-
sembly chain example: the robot behavior reacting to controller orders. The probabili-
ties used in the example should in practice be obtained from statistical analysis of
observed behavior.

In the probabilistic timed automaton, the sub-system consists to robot, controller
and two clocks x and y. Atomic propositions, related to probabilistic timed automata
of elevator and sensor, are included in nodes. “s:Ds, e:Active and s:Active” express
guards of UML statecharts in fig 4. In initial state, both clocks x and y set to 0. The
controller sends assembly order to robot in 5 time units. Then, the robot performs the
assembly tasks with probability 0.90. After assembly takes 10 time units, the robot
becomes idle. When one sensor is in degraded state, then robot performs a fault as-
sembly with probability 0.10. When an order stop is send by the controller, the robot
stop. It becomes idle when sensors and elevator are in active state.
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7.3 Automatic Translation Process

Once the UML models are built with the profile DAMRTS, the different view of the
real-time system are presented including dependability information. The following
step consists to analyze the models. For lack of UML’s models analysis tools, we
chose a tool which allows analysis of models containing real-time and probabilistic
information such as in the extended UML statecharts. The probabilistic model
checker PRISM is then used [10].

¢ : Active
r: Assembly

y<10

Fig. 7. Probabilistic timed automaton

To allow verification of probabilistic temporal properties, it is necessary to trans-
late behavioral UML models from the GME tool to input model of PRISM tool. For
this, an automatic translation is performed using the parser Xerces [19].

The statecharts UML models are exported to XML format. Syntactic analysis is
applied on the XML files using the parser. Transformation rules are then defined to
rewrite the XML nodes to PRISM language based on the Reactive Modules formal-
ism [4]. This formal model is designed for concurrent systems and represents syn-
chronous and asynchronous components in a uniform framework that supports com-
positional and hierarchical design and verification.

8 Probabilistic Model Checking

To verify dependability properties, the model checker PRISM is adopted [10]. This
tool is designed for analysis of probabilistic models and supports various models such
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as Markov decision processes, discrete time Markov chains and continuous time
Markov chains. The tool takes as input a description of a system written in PRISM
language. It constructs the model from this description and computes the set of reach-
able states. It accepts specification in either the logic PCTL or CSL [11] depending on
the model type. It then determines which states of the system satisfy each specification.

Some probabilistic properties related to our example are presented. Their informal
specifications are given as follows:

Property 1: “The probability the robot carries out a faulty assembly is less than 1%”.

Property 2: “In initial state, the probability that the robot remains in emergency stop
until the elevator and the sensors are reactivated is at least 0.95”.

Property 3: “Elevator remains in down position less than k units of time until the sensor
1 detects a pallet with a probability > p”.

These dependability requirements are formally specified with PCTL. We use the
variables: r, e and si, to respectively represent the states of the robot, elevator and sen-
sors. The following are their PRISM specification language:

Property 1: P<0.1 [(1=2)]
Property 2: “init”= P>0.95[(r=3) U (e=0) & (s1=0) & (s2=0) & (s3=0)]
Property 3: P=? [(e=0) U*X SPP1= true].

The fundamental components of Prism language are modules and variables. A sys-
tem is modeled with a number of modules which can interact with each other. A module
contains a number of local variables. The values of these variables at any given time
constitute state of the module. Global state of the system is determined by local states of
all modules. Though the model checking method is automatic, it is confronted to the
explosion of system states number. In our case, the difficulty of handling the models
particularly depends of type of the local variables (integer, double, etc.) that we ma-
nipulate, combined with the number of these variables.

9 Conclusion

The approach used in our proposition is to enrich the UML model with the local quality
of services parameters relevant to a specific analysis objective (for instance, fail-
ure/repair rates are associated with elements of UML model) and to automatically trans-
form the relevant parts of the enriched UML models to probabilistic timed automata.

The advantage of the approach is that it is relatively easy to experienced UML users
to create extended UML models and automatic translation made it possible to apply
PRISM. The formal model is correct with respect to requirements of UML model. Writ-
ing properties with probabilistic temporal logic such as PCTL is not easy. In PRISM,
syntax is proposed to express properties. This one is easier than that of probabilistic
temporal logic.

Due to the denseness of time, the underlying semantic model of a probabilistic timed
automaton is infinite, and hence effective decision procedure rely on building a finite
quotient of the state space. In future works, the verification technique used, will be
based on the generation of the forward reachability graph with Kronos, and model
checking the obtained graph encoded as a Markov decision process with PRISM.
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Abstract. A ‘system of systems’ (SoS) comprises many other systems
operating collectively with a shared purpose. Individual system auton-
omy can give rise to unpredictable, and potentially undesirable, emergent
behaviour. A policy is a set of rules that bounds the behaviours of enti-
ties. Policy can be expressed at various levels of abstraction. By building
on existing goal-based decomposition approaches this paper proposes
policy as a means of achieving safety in SoS. The decomposition of pol-
icy to lower levels of abstraction must be carried out in a consistent,
complete and systematic manner. The approach is agent-oriented and
emphasises the recognition of contextual assumptions (such as knowl-
edge of other agents’ behaviour) in decomposing policy. To this end we
present patterns of decomposition based on KAOS tactics of refinement.
The application of these patterns, expressed in the Goal Structuring No-
tation, is illustrated using existing civil aerospace policy (the Rules of
the Air Regulations).

1 Introduction

There exist systems whose constituent components are sufficiently complex and
autonomous to be considered as systems in their own right and which operate
collectively with a shared purpose. Many real systems of systems are geograph-
ically distributed and some of its component systems are mobile. Examples are
numerous and include any permanent transport network (such as air, rail or
road) as well as more short-lived SoS which may arise in network-centric war-
fare.

In such SoS the interactions between component systems are not constrained
by physical design as in conventional monolithic systems. Since the SoS often
comprise systems designed, manufactured and operated by various organisa-
tions, the set of possible interactions between any of the entities in the whole
SoS cannot be known by any one individual. Such unpredictable interactions, if
left unchecked, can lead to undesirable emergent behaviour, which may lead to
accidents and loss of life. Some means is required to bound the behaviour of the
system entities in such a way that no accidents occur. Defining a safety policy
is the first step towards providing the necessary degree of control of interactions
and coordination of responsibility.

R. Winther, B.A. Gran, and G. Dahll (Eds.): SAFECOMP 2005, LNCS 3688, pp. 3751} 2005.
© Springer-Verlag Berlin Heidelberg 2005



38 M. Hall-May and T. Kelly

Historically, interpretation of policy has relied upon human intelligence;
hence loose and possibly ambiguous guidelines have been acceptable. This has
not always been successful, as evidenced by the case in which two aircraft osten-
sibly operating according to policy were nevertheless involved in a fatal collision
[1]. In this case it seems that the policy was not constrictive enough. In contrast,
work-to-rule strikes expose flaws in overly conservative policies by reducing op-
erational effectiveness.

An increasing desire to deploy unmanned and highly autonomous systems
has brought to the fore the challenge of producing correct and complete safety
policies. With systems such as unmanned air vehicles (UAVs) entering service we
no longer have the luxury of relying on human flexibility and ingenuity to deal
with vague or over-constraining policies. A way must be found to decompose
high-level safety goals into policy ‘statements’ that are formulated in such a way
that they can be implemented by man or machine.

This paper puts forward a number of patterns for decomposition. Section 2
provides an overview of policy. Section 3 presents the challenges of developing
policy. Sections 4 and 5 describe the approach to supporting policy development.
Section 6 outline the problems of defining a resilient policy. Finally there is some
discussion of related and future work.

2 Overview of Policy

Policy describes the allowed envelope of an entity’s actions, in that it defines
behaviour that is both permitted and required from individual entities in order
to be able to operate in a given environment (as described by the assumed
context). To take a simple example as an illustration, consider a mother who
asks her child to go to the corner shop to buy a pint of milk. She may lay down
two rules with which the child must comply on this trip:

1. The child must not talk to strangers.
2. The child must use the pedestrian crossing when crossing the road.

The first of these rules defines what the child is allowed to do, specifically
it proscribes conversation with people with whom the child is not previously
acquainted. The second statement expresses the obligation that the child should
take a safe route across the road, namely by using the pedestrian crossing.

Together these rules form a policy that guides the behaviour of the child on
a journey to the corner shop. However the policy is orthogonal to the plan or
mission of the child. It still holds regardless of whether the child is going to buy
a loaf of bread or a dozen eggs, or not going to the corner shop at all.

Both rules are motivated by the desire that no harm should come to the child.
Perhaps we have identified being in the path of an oncoming car and being in
the company of untrustworthy (and hence potentially malevolent) individuals
as hazards. However, even this simple policy is fraught with problems. Indeed,
it demonstrates problems that face larger and technologically more complicated
SoS. That is, the need to constrain and permit interactions.
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3 Challenges of Developing Safety Policy for SoS

There are a number of challenges to developing a safety policy for a system of
systems. The policy must take into account the following SoS characteristics:

— Wide variety of systems.
— Dynamic environment.
— Changing number of system entities.

The inability to address these issues fully leads to an assumed or implicit
context in expressed policy statements. Indeed, the challenges for developing
policy for SoS are in addition to the issues of formulating policy in a more
general sense:

— Ambiguous nature of policy statements.

— No structured process of generating policy.

— Statements expressed at various levels of abstraction with no clear relation-
ship between them.

All policy statements are expressed in the context of assumptions about the
capabilities of the systems they address. Therefore a policy places a restriction
on the type of systems that may form part of the SoS. For instance, the policy
above requires that the child be able to recognise and operate (where necessary)
a pedestrian crossing. For legacy systems this requirement may entail modifying
the way they operate to comply with policy, together with the attendant costs
this involves. In the case of human operated systems, it may involve retraining
people to be aware of the new policy. If, however, a capability is required that
is not already provided by an existing system, or new technology (e.g. UAVs) is
replacing old, the policy indirectly places constraints on the design of these new
systems.

Clearly, therefore, there is a relationship between safety policy and the re-
quirements on individual system design as well as the configuration of the SoS.
This relationship is not at first obvious and, what is more, the concepts are often
conflated in current policy documents. Similarly, the formulation and adherence
to safety policy can have a strong relationship with the safety arguments re-
quired within system safety cases. The details of this relationship is beyond the
scope of this paper but is discussed further in [2].

4 Supporting Policy Development

The Goal Structuring Notation (GSN) [3] — typically used to construct safety
cases — can be used to represent policy decomposition structures. In certain
respects GSN is similar to another graphical notation, KAOS.

KAOS is a goal-oriented notation for representing requirements refinement
hierarchies. However, KAOS adopts a more formal approach to the specifica-
tion of goals in that it employs temporal logic to formulate expressions about
requirements. Nevertheless, it is possible to adapt some of the methods from one
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technique to the other. Namely the work by Darimont and van Lamsweerde [4]
detailing patterns of refinement.

Refinements in KAOS can be formally proven, whereas GSN (owing to the
inductive nature of most safety arguments) does not attempt to formally prove
decompositions. However, it has been suggested that argumentation techniques
have a role to play in the engineering of emergent systems such as SoS [5]. Indeed,
classical refinement is still a process of trial and error (ibid.). Using GSN allows
documenting of the context under which the decomposition of the policy goals
takes place. This means that any assumptions can be contested and that the
decision processes are not hidden or implicit. They are therefore accountable
and subject to scrutiny and change should they be found inadequate, or in the
event of a change to the originally assumed context.

Policy cannot be formulated without consideration of the systems whose
behaviour it is expected to influence. That is, there must exist a model of expec-
tations about the agents and their environment. It is important to recognise and
capture these expectations in terms of the context in which policy is expressed.

The policy model that is assumed in this work allows for a hierarchical struc-
ture of policy. The decomposition progresses from high-level, often state-based,
goals down to action-oriented policy statements. GSN allows context to be cap-
tured at every level of the decomposition. It also explicitly documents the strat-
egy by which the decomposition takes place. It is features such as these that
KAOS lacks, and which we will make use of in the next section.

5 Patterns of Decomposition

In this section patterns are introduced that facilitate the process of decomposing
policy from high-level safety goals down to implementable rules. These patterns
are illustrated in GSN, however they have been inspired by work on tactics for
requirements elaboration in KAOS. The reuse of common structures in GSN
through the use of patterns has been recognised [6]. However, KAOS’ patterns
take advantage of the formal specification of requirements goals and can be
formally derived and proven. Every pattern is proven once for all, hence every
application of said pattern is correct.
Three tactics for developing patterns are identified by Darimont [7]:

— Agent-based decomposition
— Milestone-based decomposition
— Case-based decomposition

The patterns are described in more detail in the following sections and il-
lustrated with examples from the civil aerospace Rules of the Air Regulations
(RoA). The RoA [8] can be thought of as the policy that guides the behaviour
of aircraft that wish to operate in the civil aerospace system of systems. It is
expressed as a natural language document, which sets out a number of rules for
the safe inter-operation of aircraft and air traffic control (ATC).

The RoA document sets out rules without the principles on which they were
derived. The work shown in this paper represents an attempt to reverse engineer
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the RoA and, in so doing, rediscover the rationale behind the rules. It is assumed
that all the rules in the RoA are motivated by the top-level safety goal that no
collisions shall occur in the civil aerospace SoS. Figure 1 shows the first few stages
of policy decomposition. All further examples refer to steps of the decomposition

below these policy goals'.

No collisions

No collisions shall
occur in the civil
aviation SoS

Entities

Entities that should be
avoided are other aircraft,
the ground and fixed

objects

Collision strategy

Decomposition over all
entities with which an
aircraft can collide

Aircraft collision Ground collision FixedObjects

Fixed objects are
attached to the ground
and have some height

An aircraft shall not collide
with the ground or fixed
objects

An aircraft shall not
collide with other aircraft

Factors

Factors affecting collision
are a pilot's awareness of
the environment and
control of the aircraft

Collision factors

Key to Symbols

Decomposition over factors
to be maintained by pilot to
avoid collision with other

aircraft

Context S E—

Awareness Control Solved by
The pilot of an aircraft shall _ >
control his aircraft such that it can In context of

The pilot of an aircraft shall maintain
his own awareness of other aircraft be manoeuvred appropriately to
as well as contribute to others' avoid collisions in a shared
awareness of his own airspace
Decomposition
continues

Fig. 1. High Level Policy Decomposition for Rules of the Air

Goal UndevelopedGoal

5.1 Agent-Based Decomposition

An agent-based decomposition concentrates on decomposing policies according
to specific agents or groups of agents.

Agent Capabilities. Often it is desirable for a set of heterogeneous agents to
adhere to a common policy. Clearly the way in which the policy must be broken
down is dependent on the capability of said agent. This pattern is a specialisation
of the case-based pattern, specifically each case represents a group of agents with
a particular capability (or lack thereof).

Figure 2 demonstrates how a policy to fly at an altitude that minimises the
chance of collision encounters can be decomposed over the ability of agents to

! Alphanumerical references in the goal decomposition — e.g. 17(a) — denote a par-
ticular rule in the Rules of the Air.
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FlightLevel

A pilot must fly at an
appropriate altitude so as to
minimise the chance of
collision encounters

Altimeter

Altitude is determined CanDetermineAltitude
through use of instruments -
an altimeter setto a
pressure of 1013.2

hectopascals

Decomposition over
ability of aircraft to
determine altitude

M. ticTrack
agneticlraci AircraftWithinstruments AircraftWithoutinstruments

Magnetic track is angle
of direction of the aircraft
with magnetic North

Aircraft without instruments fly at
an appropriate flight level so as
to minimise the chance of
collision encounters

Aircraft with instruments must
fly at a flight level appropriate
to its magnetic track

AircraftHeight

Decomposition over
altitude of aircraft

QRule QuadrantalRule SemicircularRule SCRule
<<Definition of Aircraft flying below 24500 Aircraft flying below 24500 <<Definition of
Quadrantal must determine their flight level must determine their flight level Semi-circular
Rule>> according to the Quadrantal according to the Semicircular Rule>>

Rule Rule

Fig. 2. Decomposition by Agent Capabilities

determine their altitude. There must be one policy for those systems able to
determine their own flight level accurately (i.e. those with instruments), and one
for those that cannot. Similarly, the policy could be decomposed over the ability
of the agent type to modify their altitude — for instance, a glider may not climb
in the same way as powered craft. Different ways of complying with the same
policy must be devised for both types of agent.

In fact figure 2 also demonstrates how this decomposition pattern can be ex-
tended beyond agent capabilities to encompass all agent properties. The second
strategy in the decomposition splits the policy according to the existing altitude
of the aircraft. In this way it approaches the more general case-based pattern
discussed later.

Agent Cooperation. This is a specialisation of the milestones pattern. How-
ever, in contrast with that pattern the milestones are assigned to different agents.

Consider figure 7. The policy that the conflict of right of way must be resolved
when overtaking can be decomposed into the responsibilities of the two systems
involved. One aircraft must cede to the other aircraft, which then has priority
and is allowed to pass. These requirements on the agents are shown in figure 3
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Right of Way OvertakingDefn
Overtaking Overtaking involves one
) faster moving aircraft
Overtaking shall be passing another aircraft
handled approprlately travelling in the same
direction
OvertakmgCooperatlon
Decomposition over parties
cooperating in deconflicting
right of way during
overtaking manoeuvre
OvertakingKeepOutOfWay OvertakingRightOfWay
The pilot of an aircraft shall alter The pilot of an aircraft being
his course to the right to keep out overtaken shall have right of
of the way of the aircraft being way (17)(4)(a)

overtaken (17)(4)(a) <>

Fig. 3. Decomposition over Cooperating Agents

as two separate subgoals. The two policies are dependent on one another in that
they represent the cooperation of two agents.

5.2 Milestone-Based Decomposition

A milestone-based decomposition attempts to decompose a policy goal by iden-
tifying an intermediate state to be achieved that contributes to the satisfaction
of the policy goal. This is illustrated in figure 4. The milestone and the policy
goal are temporally related; that is, the achievement of the milestone precedes
the satisfaction of the final goal. The first subgoal states that the milestone be
achieved, while the second subgoal defines a policy goal that can be achieved as
a consequence of the milestone being achieved.

For example, a policy goal from the RoA identifies that to maintain good
visibility pilots must not fly in poor weather conditions. This goal can be achieved
by describing a milestone policy with two subgoals. The first subgoal requires
the pilot first to become aware of the weather conditions through acquiring the
latest weather forecast prior to take-off. A second subgoal requires that a pilot
may not take-off if the forecast predicts bad weather (in the context of ‘bad
weather’).

Variants of this particular example milestone occur frequently. An agent (hu-
man or machine) must first become aware of some state (be it troop movements
or the state of the weather) whereupon some restriction on its actions is made
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Weather

The pilot of an aircraft shall
not fly in poor weather
conditions (16)

KnowWeather
Decomposition by
achievement of
milestone 'know weather
conditions'

PoorWeather

Poor weather is defined
as being the presence of
low visibility conditions or
alow cloud ceiling

PredictWeather

A weather forecast
contains sufficient
information for a pilot to

ObtainForecast PoorWeather

predict weather conditions

The pilot of an aircraft must
obtain the weather forecast for

the proposed flight prior to take-

An aircraft is not permitted to take-off
if the forecasted weather indicates that
the destination aerodrome's conditions

PoorWeatherDefn

Visibility of < 10km or a cloud
ceiling < 1500 feet provides
an unacceptably poor visual

off 16(1) will have a visibility < 10km or cloud

range for the pilot
ceiling < 1500 feet on arrival.

Fig. 4. Decomposition over Achievement of Milestone

Weather2

The pilot of an aircraft shall
not fly in poor weather
conditions (16)

Know Weather ChangingWeather

Decomposition by
achievement and
maintenance of milestone
‘know weather conditions'

Weather forecast may
change during flight
to destination

NotTakeOffPoorWeather RespondToWeather

An aircraft must not take off if the
weather forecast for its

An aircraft must respond to

Forecast a change in the predicted

The pilot of an aircraft must
obtain the weather forecast for
the proposed flight prior to take-
off 16(1)

An aircraft is not permitted to take-off
if the forecasted weather indicates that
the destination aerodrome's conditions
will have a visibility < 10km or cloud
ceiling < 1500 feet on arrival.

The pilot of an aircraft must
request an updated weather
forecast every two hours

i i weather
deshngllon predicts poor weather Two hours is sufficient
on arrival .
to remain up to date
with current forecasts
Obtain Forecast Poor Weather UpToDateForecast LandASAP

An aircraft must land at the nearest
aerodrome as soon as possible if the
forecasted weather indicates that the
destination aerodrome's conditions will
have a visibility < 10km or cloud ceiling <
1500 feet on arrival.

Fig. 5. Decomposition over Achievement and Maintenance of Milestone

accordingly. This can be demonstrated by a standardised model of agent be-
haviour — such as OODA [9] — in that the observations made directly or indi-
rectly (e.g. through third party information) affect the agent’s actions.
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All decomposition patterns are advisory; they guide the thoughts of the policy
maker rather than constrict them. The decomposition process is not automatic,
it is a creative process and the choice of a different pattern can lead to a different,
but nonetheless viable policy.

A subtle variation on the milestone policy demonstrates this. Consider, in-
stead of simply reaching the milestone once (treating it as a target), that the
milestone were maintained in some way. This pattern leads to a subtly different
decomposition of policy and hence affects the way the system operates. In this
example the pilot would have not only to obtain the weather forecast but also
to keep up to date with any changes (figure 5). This has non-trivial implications
for the policy decomposition. It is too late to forbid take-off if the weather fore-
cast predicts poor weather once the aircraft is in flight. The policy-maker then
has a number of options for the pilot’s behaviour: land at the next available
opportunity, return to origin, or simply contact ATC and await instructions.

VisualRange MinimumVisRange

Visual range such that
pilot can take evasive
action in time to avoid a
collision

The pilot of an aircraft shall
maintain a minimum visual
range from the cockpit

VisAllAirspace

ATControl

Decomposition over
nature of control of
airspace

Controlled airspace is
controlled by an air
traffic control unit

ReportedVisibility i OutC i

Visual range (visibility) is that
communicated to the pilot by
ATC upon landing or taking-
off from an aerodrome (24)(3)

The pilot of an aircraft shall The pilot of an aircraft shall
maintain a minimum visual range || maintain a minimum visual range
from the cockpit within controlled from the cockpit outside
airspace (25) controlled airspace (26)

v

VisRangeClassAirspa
ce

ClassA

Flights in class A AirspaceClasses
airspace are assumed to
require no minimum
visibility

Controlled airspace is
either of class A, B,
C,DorE

Decomposition over all
classes of airspace

VisRangelnClassBAirspace VisRangelnClassCDEAirspace
The pilot of an aircraft shall The pilot of an aircraft shall
maintain a minimum visual range maintain a minimum visual range
from the cockpit within class B from the cockpit within class C, D
airspace (25)(1) and E airspace (25)(2)

VisibilityAtAltitude

FlightLevel

Decomposition over
flight level of aircraf

Altitude of aircraft
affects visibility

Below1000 Above1000

Aircraft flying below 1000 Aircraft flying above 1000
feet must maintain a feet must maintain a
visibility > 5km visibility > 8km

Fig. 6. Decomposition into Disjoint Cases
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5.3 Case-Based Decomposition

A case-based decomposition attempts to break the policy down into a number
of cases, with each subgoal representing a case. Policy goals can be thought of as
consisting of two parts: the conditions under which the policy must apply and
the active part of the policy, i.e. the actions that are allowed or forbidden or
states that are to be maintained etc. It would seem natural that a policy would
‘always’ apply, but this is deceptive. The conditions include not only temporal
constraints but also the classes of systems the policy applies to as well as other
restrictions. A policy goal with no conditions would be truly universal and apply
always and to all things. The second part of the policy goal describes what the
policy is to achieve. In decomposing policies both of these parts can be considered
and broken down into simpler cases.

Decomposition into Condition Cases. The conditions in which a policy
applies may be decomposed into specific cases of these conditions. These cases
may overlap, i.e. the policies covering two or more cases can apply at the same
time, or they may be totally disjoint.

Figure 6 shows an example of breaking down the fulfilment of a policy goal
into a number of cases which do not overlap. Maintaining a sufficient visual range
in all airspace can be broken down into those regions of airspace within ATC
control and those outside. These two cases are obviously disjoint since there is
no region of airspace that is not either uncontrolled or controlled by ATC. By
applying the pattern again the policy that applies in controlled airspace can then
be decomposed according to regions of airspace denoted with particular classes.
In this case it must be asserted that the regions do not overlap, i.e. that there
is no region that has more than one class assigned to it.

RightOfWay

Conflicts of right of way
between two aircraft shall
be resolved

'

RightofWaySituations
Decomposition over all
situations in which two or
more aircraft need to
determine right of way

RoWSituations

Situations identified that
require deconfliction of
aircraft priorities are
complete and overlapping

OnGround Converging HeadOn Overtaking Landing
The pilot of an aircraft shall The pilot of an aircraft shall The pilot of an aircraft shall alter his Overtaking shall be The pilot of an aircraft that is
give way appropriately o other | | 9ive way appropriately to course to the right when approaching handled appropriately landing or on final approach
vehicles on the ground (37) converging aircraft (17)(2) another aircraft head-on and a shall have right of way (17)(6)
collision is imminent (neither plane
has right of way) (17)(3)

Fig. 7. Decomposition into Overlapping Cases
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It is important to identify the type of case-based decomposition pattern be-
cause it has implications for how the child policies are formulated. Figure 7
illustrates the more tricky situation of decomposing the policy that right of way
conflicts be resolved. One way to address this is by identifying all the cases in
which a conflict can arise and generate a policy for each. Unfortunately it is not
feasible to guarantee that the situations are completely disjoint. Where overlap
between the cases occurs this implies that a resolution policy must be described
for the intersection.

Decomposition into Active Cases. In a manner similar to identifying sub-
cases of the conditions under which a policy applies, the active part of the policy
can also be decomposed into cases. The policies covering the individual cases may
be linked or convergent, where convergent means that any one of the policies in-
dividually fulfils the top-level policy and linked implies that all cases of the policy
interdependently fulfil it [10]. Convergence does not necessarily mean that some of
the policies are optional or that there is a choice. It means simply that each branch
of the policy hierarchy below a policy goal independently fulfils this goal.

Figure 8 shows how the policy of maintaining a pilot’s awareness can be bro-
ken down into two (linked) cases. On the one hand, the active case of observing
allows a pilot to maintain awareness of the current local environment. Similarly
the pilot must consider the case of passive observation, i.e. the fact that he is

high level

Awareness SharedAirspace
The pilot of an aircraft shall maintain An aircraft shares the
his own awareness of other aircraft airspace with other
as well as contribute to others' aircraft

awareness of his own

L|nkedDecomposmon LinkedAwareness
The actions of one pilot

can affect other pilots'
awareness of his

Decomposition into
mutually dependent
(I|nked) activities

aircraft
See BeSeen
The pilot of an aircraft shall The pilot of an aircraft shall
maintain his own awareness contribute to others'
of other aircraft awareness of his aircraft

< <

Fig. 8. Decomposition into Linked Cases
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being observed by other pilots. Policies facilitating both seeing and being seen
are required in order for awareness in general to be maintained.

To deviate from the RoA briefly, taking an example from road traffic; a
driver must signal the intention to turn or otherwise manoeuvre in good time.
The policy (highway code) stipulates two possible ways of doing this: Either with
mechanical indicators or using arm signals. These two policies are convergent in
the sense that either one can reasonably indicate a driver’s intention to turn.
However, it should be clear that the use of arm signals provides a lower level of
assurance [10] that the intention will be registered by other road users.

6 Problems of Defining a Resilient Policy

The very nature of the systems for which policy is being defined undermines
the resilience of that policy. Systems of systems have dynamic structures, are
distributed and consist of heterogeneous autonomous entities. It is these char-
acteristics which necessitate the use of policy in the first place. However, they
each present unique challenges.

Continual evolution of a dynamic SoS implies that systems are retired, re-
placed and upgraded and that the SoS has no well-defined ‘end state’. This has
implications for the resilience of policy because new systems can introduce new
capabilities that break the context in which the original policy decisions were
made. Similarly, systems that provide capabilities that were previously relied
upon by policy can be withdrawn. The temptation is to create a policy that
is liberal enough to accommodate such changes, whereas what is required is a
process of recognising and systematically dealing with change [11].

The fact that systems are heterogeneous and that they change in this way
means that any decomposition of policy that identifies a specific target system
(e.g. a specific make and model of aircraft) will inevitably be wrong for future
systems. To avoid such a ‘brittle’ policy implies that the lowest level of abstrac-
tion at which policy is expressed involves implementation by a target system.

Policy is therefore open to interpretation in the way it is implemented by
autonomous systems. This can lead to various implementations and potential
problems. Such misinterpretations must be, where possible, mitigated by an un-
ambiguous policy. Unfortunately, unlike the KAOS patterns, safety policy is not
afforded the luxury of an unambiguous refinement. It is clear that ‘policy failure
analysis’ will need to be undertaken in order to predict the possible misinter-
pretations in implementing policy. Indeed the problem of preempting failures in
decomposition has already been considered in [12].

So far, the issue of acceptable risk has remained implicit in our discussion.
It can be implied that adhering to a defined set of policy objectives leads to an
acceptable level of risk, while not following the policy leads to an unacceptable
level of risk. However, such thinking masks how adherence, or non-adherence,
to individual policy objectives contributes specifically to overall system risk.
Other issues, such as the level of trust an agent has in its peer agents, is also
masked.
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Finally, because the systems are distributed means that coordinating policy
distribution and adherence is not a trivial problem. In fact, given these char-
acteristics, it would seem that the only reasonable way to evaluate policy is
through simulation of a SoS. That is, by using policy to modify the simulated
behaviour on a per-agent basis.

7 Related Work

This work draws on two areas of research: policy specification and goal decom-
position. The use of policies to curb the behaviour of system entities is well
established in the security and management domains. There are many notations
used to express policies for controlling organisational complexity. For example,
Ponder [13] is a language that attempts to present a unified approach to policy-
based management and security. Ponder expresses policies in terms of authorisa-
tions and obligations in both positive and negative modalities. Whilst languages
such as Ponder provide a means of expressing policy statements on agents, they
do not deal well with the problems of expressing high-level policy objectives and
their decomposition. Our work continues to look at how such policy languages
can be integrated into policy decomposition.

There is also precedent in the area for the classification of policy into hier-
archies of increasing abstraction [14,15,16]. It is suggested by Koch et al that
a refinement of policy can be accomplished through the unambiguous mapping
from one level of the hierarchy to the next. However, such an unambiguous map-
ping is not possible when considering safety policy goals for the reasons discussed
in this paper. The approach presented in this paper is not strictly refinement
(relying on deductive reasoning); instead it is a structured decomposition (rely-
ing on inductive reasoning). Other goal-directed decomposition approaches exist
such as KAOS, TROPOS [17] and intent specifications [18]. However, none of
these explicitly addresses the problems of systematising informal policy decom-
position.

8 Further Work

The work presented in this paper provides a basis for resolving the problems
of how to structure safety policy, however it is recognised that further work
is necessary in a number of areas. Further evaluation of the use of patterns
presented in this paper in defining new ‘top-down’ policy decompositions is re-
quired. Similarly, it is necessary to further define the context model of agents
and its refinement, which is required to support the structuring and improved
expression of policy goals. This improved expression of goals will aid in further
work on detecting the potential for conflicts within and between policies in a
multi-policy SoS. Finally, safety policy can be evaluated and improved by ap-
plying it to entities in a simulated SoS environment as discussed in a previous
paper [19].
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9 Conclusions

This paper has shown how it is possible to begin to structure policy using a
pattern-based decomposition approach. It is desirable to be able to produce a
safety policy, to which a system of systems can operate. This approach stresses
the importance of recognising the contextual assumptions and strategies of de-
composition often implicit in real-world policy documents. The Goal Structuring
Notation, which is typically used to structure safety cases, was used to organise
Rules of the Air into a hierarchy of policy goals at different levels of abstraction.

A number of patterns of decomposition based upon the KAOS tactics of
agent-, case- and milestone-based refinement have been presented. These pat-
terns have been adapted from the formal specification of KAOS since policy
goals are not represented formally.

It has also been shown that the intrinsic characteristics of SoS leads to chal-
lenges for developing safety policy. Given an ostensibly perfect set of policy
rules, the dynamic and heterogeneous nature of SoS means that interpretation
and implementation of the policy may lead to ‘failure’ of the policy.

It is clear that future work must also entail analysing how policy is affected
by changing scenarios. Simulation provides the basis for experimental validation
of policy.
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Abstract. Event trees are a popular technique for modelling accidents in system
safety analyses. Bayesian networks are a probabilistic modelling technique
representing influences between uncertain variables. Although popular in expert
systems, Bayesian networks are not used widely for safety. Using a train
derailment case study, we show how an event tree can be viewed as a Bayesian
network, making it clearer when one event affects a later one. Since this effect
needs to be understood to construct an event tree correctly, we argue that the
two notations should be used together. We then show how the Bayesian
Network enables the factors that influence the outcome of events to be
represented explicitly. In the case study, this allowed the train derailment
model to be generalised and applied in more circumstances. Although the
resulting model is no longer just an event tree, the familiar event tree notation
remains useful.

1 Introduction

Event trees are used in quantified risk analysis to analyse possible accidents occurring
as a consequence of hazardous events in a system. Event trees are often used together
with fault trees, which analyse the causes of the hazardous event that initiates the
accident sequence. Their origin goes back at least to the WASH-1400 reactor safety
study in 1975 [1].

The most serious accident may be quite improbable, so an accurate assessment of
the risk requires the probabilities of possible accident scenarios to be determined.
The analysis of accidents must consider both the state of the system and of its
environment when the hazardous event occurs. The analysis is made more difficult
when the environment of a system is complex or variable.

Event trees model an accident as a sequence of events: this is an intuitive approach
but it does not explicitly represent the state of the system and its environment, which
influences the evolution of events. In this paper, we propose to address this limitation
of event trees by using Bayesian Networks (BNs). We have applied this approach to
a case study, adapting an existing event tree modelling a train derailment accident.
The original author of the event tree was able to explain the system and
environmental factors that had been considered when preparing the event tree, but
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which could not be included explicitly in it. Using a BN, these factors can be made
explicit in the accident model, which can still be viewed as an event tree but is now
more general with a single BN-based model taking the place of a set of related event
trees.

We argue that the event tree and BN are complementary: an event tree can be
translated into a BN allowing two views of the accident model, each view showing
different properties of the model most clearly. The generalised model, with system
and environmental factors that influence the events made explicit, is a BN but it can
still be viewed using the event tree notation.

Event trees are supported by many software packages but are sufficiently simple to
be created with standard tools such as a spreadsheet. Perhaps because of this, the
notation used by different authors varies. Since we wish to translate between event
trees and BNs, the first step, in Section 2, is a precise description of an event tree.

In Section 3, we introduce BNs and show how to translate an event tree into a BN.
We first give a ‘generic’ translation based only on the number of events in the tree and
then we give rules for simplifying the resulting BN. Section 4 introduces the case study
and uses it to show that the combination of event trees and BNs allows a more general
model of possible accidents. Conclusions and related work are in Section 5.

2 Event Trees

In this section, we give an informal but precise description of event trees, which will
be the basis for the translation of event trees to BNs.

2.1 Events and Outcomes

The evolution of the system following the hazardous occurrence is divided into
discrete events, starting from the initiating event. Each event has a finite set of
outcomes; commonly there are just two outcomes — the event happens or does not
happen — but a greater number of outcomes can be distinguished.

event event consequence
€] €
0y 0.01 el
o, 0.1
02 [ 09 c2
o LT 2
initiating op| 0.2
event
i opl 03 cl
05 0.7 2

Fig. 1. An example event tree. There are two events: event e; has three possible outcomes 0;;,
0;; and 0,3 whereas e, has only two outcomes 0,; and 0,,. Two different consequences are
distinguished ¢; and c¢;; ¢; results both from the event sequence i — 0;; — 0,; and from the
event sequence i — 0, — 02.
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The events form a sequence in time: a tree of possible outcomes for all the events
is constructed and the consequence or loss evaluated for each path through the tree.
Some paths may be judged to lead to the same consequence. Fig. 1 shows an example
event tree.

2.2 Probabilities and Consequence

The event tree specifies a logical combination of the event outcomes for each
consequence. For the event tree in Fig. 1, the logical formulae for the consequences
are ¢;= (073 A 021) V (012 A 022) and ¢ = (077 A 022) V (012 A 021) V 033.

The probability of each consequence is calculated from the event probabilities,
determined from data or experience. For example in Fig. 1, the probability of
outcome oy, of e; event is 0.1. However, the probability of an outcome may depend
on the outcomes of events earlier on the path: in Fig. 1 the probability of outcome o0,
of event e, depends on the outcome of event e;. The probabilities labelling the
branches of the tree for e, are therefore conditional probabilities, in this example:
plozr1011), p(ox21011), p(0211 012), and p(o32 1 0;2).

The probabilities of the two consequences are calculated by multiplying the
probabilities along each path and then adding the probabilities of paths leading to the
same consequence. The calculation for Fig 1 is shown below.

Consequence Calculation Result
C 0.1 x0.01+0.2x0.3 0.061
(&) 0.1x099+0.2%x0.7+0.7 0.939

It is notable that the logical formulae for the consequences do not carry any
information about how the outcome of one event is influenced by earlier events or
even of how the events are ordered in time. The logical formulae are sufficient for
combining the probabilities of event outcomes to give the consequence probabilities.
On the other hand, understanding how the outcome of one event is influenced by
earlier events is crucial for judging the event probabilities and the event tree shows
only part of the information used during its construction:

e The time ordering of events shows the set of earlier events on which a
probability may be conditioned; later events cannot influence the outcome of
earlier events.

e However, some earlier events may have no influence and the event tree does not
show what subset of the earlier events actually conditions each probabilities.
Indeed, we have seen cases where inexperienced users of event trees are
unaware that the probabilities attached to branches in an event tree are
conditional probabilities at all.

In the example of Fig. 1, when event e; has outcome o,; the tree does not branch
for the possible outcomes of event e,. We refer to this as a don’t care condition.
There is more than one reason why the event tree may contain such a condition:

¢ Only one of the outcomes of e, is possible following the outcome of the earlier
event.
e Both outcomes of e, are possible, but the consequence is the same for both.
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It is important to note that the event tree does not distinguish between these reasons —
there is no need to do so to calculate the consequence probabilities.

3 Translating an Event Tree to a Bayesian Network

In this section we first introduce BNs and describe a ‘generic’ representation of an
event tree as a BN before showing how it can be simplified for a specific event tree.

3.1 Bayesian Networks

A BN [2] is a graph with a set of probability tables. The nodes of the graph represent
uncertain variables and the arcs represent the causal relationships between the
variables. The arcs are directed from ‘parent’ to ‘child’ with, conventionally, the
parent as the cause and the child the effect. There is a probability table for each node,
providing the probabilities of each state of the variable, for each combination of the
states of parent variables. The model of cause is probabilistic rather than
deterministic and this makes it possible to include factors that influence the frequency
of events, but do not determine their occurrence.

Although the underlying theory (Bayesian probability) has been around for a long
time, executing realistic models was only first made possible in the late 1980s using
new algorithms. Methods for building large-scale BNs are even more recent [3] but it
is only such work that has made it possible to apply BNs to the problems of systems
engineering.

The RADAR group at QMUL, in collaboration with Agena Ltd, has built
applications based on BNs that have shown the technology to be effective. Several
such applications are for dependability assessment, notably the TRACS tool [4] used
to assess vehicle reliability by QinetiQ (on behalf of the MOD) and a tool used by
Philips to manage software quality [5].

3.2 A Generic Translation from ET to BN

Any event tree with three events e;, e, and e; can be represented by the BN shown in
Fig. 2. Two types of arc complete the network:

e Consequence arcs (shown as dotted lines in Fig. 2) connect each event node to
the consequence node. This relationship is deterministic: the probability table
for the consequence node encodes the logical relationship between the events
and the consequences. (An example is shown in Fig. 5.)

e Causal arcs (shown as solid lines in Fig. 2) connect each event node to all events
later in time. We say that e, influences the probability of (or, equivalently, is a
causal factor for) event e,.

We call this representation generic since the nodes and arcs depend only on the
number of events. However, assuming that the BN is only used to determine the
consequence probabilities (i.e. just as the event tree), some of the arcs may not be
necessary allowing the BN to be simplified. In the next two sections we give rules for
eliminating unnecessary arcs.
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consequence

Fig. 2. Generic BN representation of an event tree. Nodes ¢;, e,, and e; represent the events;
each node has a state for each outcome. The node consequence has a state for each of the
consequences in the event tree.

3.3 Eliminating Consequence Arcs

The consequence arc from an event can be eliminated if the logical formulae for the
consequences do not refer to any outcome of the event. Fig. 3 shows an example: the
logical expression for c; is (0;; A 02;) v (012 A 0;) but this can be simplified to o,;;
since this expression (and the similar expression for c,) includes only the outcomes of
the e, event, the BN node ¢; is not needed as a parent of the consequence node. The
set of consequence arcs is not determined by the branching structure of the event tree
but by the assignment of consequences to each of the paths through the tree.

event event

consequence
¢ e, q
0, 0.01 ol
o, 0.7
o
initiating 22 1.0.99 2
event
i 0, 0.1 el
91203
02 10.9 2

Fig. 3. Example of an event tree allowing a consequence arc to be eliminated, since e,
determines the consequence whatever the outcome of the first event: the first event influences
the relative probability of the two outcome of e, but does not change the consequence

3.4 Eliminating Causal Arcs

A causal arc to an event e, from an earlier event e, can be eliminated if and only if the
probabilities labelling branches for event e, do not depend on the outcome of event ey.
We can see this in the event tree: are the probabilities labelling an outcome o,, the
same on all branches for this outcome or do they differ? An example of this is shown
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in Fig. 4, where both branches for 0,; have probability 0.1 and both branches for 0,,
have probability 0.9:

plez=0zle; =05 ) =plez=0yle;=0p)=0.1

plez=o0xle =05 )=plez=0xnle;=0p)=09
Because the probabilities of the outcome of event e, do not depend on the outcome of
event e; no causal arc is needed from e, to e,. More generally, if for all outcomes of
e, the probability p(e, | ..., e ... ) does not depend on the outcome of e, (given the
outcome of the other events) then the two events are ‘conditionally independent’ and
the arc from e, to ¢, is not needed.

The complete BNs, including the probability tables, for the event trees in Figs 4 &

5, showing the two types of elimination, are given in Fig. 5.

event event

e, e, consequence
0 O cl
o 0.7
initiating On 09 c2
event
i 0y, 01 cl
01203
0, 0.9 3

Fig 4. Example of an event tree allowing a causal arc to be eliminated: the probabilities of the
two outcomes of event e, are the same whatever the outcome of event e;. Note that this figure
and Fig. 3 have the same shape but differ in the pattern of probabilities and consequences.

3.5 Handling ‘Don’t Care’ Conditions

The event trees in Figs. 3 and 4 are both complete: a path exists for all possible
combinations of outcomes of the two events. An event tree that is complete in this
way includes all the probabilities needed to complete the node probability tables for
the event nodes. However, this is not the case when there are don’t care conditions in
the event tree. In this section we show how the rules described above can be adapted
for don’t care conditions.

Consider the don’t care branch in the event tree of Fig. 1: suppose that it is instead
split into the two outcomes of event e,, the first given probability o and the other 1-o.
Any probability o could be used: since the two branches both lead to the same
consequence (or set of consequences) the value chosen has no effect on the
consequence probabilities. We are free to choose o to simplify the BN as far as
possible, so we choose «. to create conditional independence whenever this is possible.

This procedure produces the fewest causal arcs but it does not distinguish between
the two reasons given at end of section 0 why a don’t care condition may occur. This
is satisfactory because the distinction doesn’t affect the calculation of the
consequence probabilities in either the event tree or the BN. However, by assuming
that event outcomes are conditionally independent except when the probabilities
shown in the event tree force the opposite conclusion we may have ignored causal



58 G. Bearfield and W. Marsh

relationships between events that really exist. If we use the BN model of the event
sequence for other calculations we may need to add the causal arcs modelling these
causal relationships to the BN. We could do this by determining the probabilities of
the outcomes of don’t care conditions and adding extra branches into the event tree.
The resulting BN has some interesting properties but we do not need it to calculate
consequence probabilities.

Consequence Causal Arc
Arc Eliminated Eliminated

o= o T 001
e =0p 0.99
consequence
e 011 op

e 0y 022 5] 021 022 021 022

consqg=c¢ 1 0 consq=c; 1 0 1 0

consq =c; 0 1 consq =c; 0 1 0 0

consg=cz| O 0 0 1

Fig. 5. Complete BNs for event trees of Figs. 4 & 5, showing the two types of arc elimination

3.6 Using a Hierarchy of Nodes for Consequence

Rather than having a single BN ‘consequence’ node with a probability table
determined from the logical relationship between events and consequences, it is
possible to represent this relationship using a hierarchy of nodes, determined from the
event tree structure. A node can be introduced for each vertical line (representing a
branch or decision point) in the event tree provided that more than two sequences lead
from the branch. The parents of this node are the node representing the event and the
nodes from the decision points to the right. Using a hierarchy of nodes has two
potential advantages:

e more efficient propagation of the BN
e clearer representation (for the risk analyst) of the logical relationship between
events and consequences.

We do not consider the efficiency of propagation further in this paper. In section 4.2,
we assess whether the clarity of the model improves using this translation for a
realistic event tree.

4 Why Use Bayesian Networks to Model Event Sequences

The previous section showed how to construct a BN equivalent to an event tree;
however, if the two models are equivalent what purpose does the BN serve? We
examine this using a case study of train derailment, which is introduced in section 4.1.



Generalising Event Trees Using Bayesian Networks 59

In the following sections, we first argue that an event tree and a BN provide
complementary views of the relationship between events. Secondly, we show how an
event tree expressed using a BN can usefully be generalised by making the factors
influencing the evolution of events explicit, producing a more widely applicable
model of the accident.

4.1 Case Study: Train Derailment

A ‘Derailment Study’ was carried out in 2001 as part of development studies for a
proposed upgrade to an urban railway. The objective of the study was to quantify the
risks to passengers and staff arising from derailment. This required the consequences
of derailment to be analysed and event trees were constructed for this. Other models
were used to analyse the frequency of derailment and, given the accident sequences,
the likely toll of injuries. Since the ultimate aim was to ensure that risks were
tolerable, some conservative assumptions were made.

1 2 E 4 : 6 7 derailment
contained clear cess/adjacent falls hits structure collapse collision  accident
yes 0% dl

yes 29% o
derailment
80%
no lo 43
no 95% 959
no lo i
yes 20%
no 100% sa
es 5%
cess 12.5% . ds
no 75% a6
yes 5% 059
no lo a7
yes 25%
no 71%
yes 5% a8
no 90% 49
no 95%
yes 10% 410
adj 87.5%
no 90% dil
yes 5%
yes 10% di2

Fig. 6. An event tree from the ‘Derailment Study’ covering derailment in open track areas. The
structure of the event tree, and the event probabilities, were adapted from a network-wide
model by considering factors specific to the local circumstances.

The analysis used separate event trees for six different infrastructure areas, each
with different characteristics including open track, in tunnels and on bridges. Here,
we consider only derailments on areas of open track, which is track not in tunnels or
carried on bridges. The analysis drew on a version of the ‘Safety Risk Model’ (SRM)
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[6], which analyses the risk arising from different hazards using historic accident data
and expert judgement for the UK rail network as a whole. The event trees for the
derailment study used the structure of the SRM but had to be tailored to the local
circumstances: for example, the maximum speed limit is 30 miles per hour, the trains
are electric multiple units with third-rail electrification. The original author of the
derailment study was available and assisted the authors with the case study.

The event tree for open track derailment is shown in Fig. 6. The events, all of
which have only two outcomes, are described in Table 1. Twelve consequences or
‘derailment accidents’ are distinguished: for example ‘d2’ is ‘minor derailment within
clearance’ and ‘d7’ is a ‘major derailment to cess, striking line-side structure’. Given
the frequency of the initiating ‘derailment’ event, the frequency of each accident can
be calculated. The ‘equivalent fatalities’ for each accident are estimated by a separate
method, which is not relevant here.

Table 1. Derailment Events

Event Description

1 Derailment containments|An extra raised ‘containment’ rail, if fitted, limits
controls the train. movement sideways.

2 |The train maintains The train remains within the lateral limits and does
clearance. not overlap adjacent lines or obtrude beyond the edge

of the track area.

3 Derails to cess or The train can derail to either side of the track:

adjacent line. derailing to the ‘cess’, or outside, may lead to a

collision with a structure beside the line, while
derailing to the ‘adjacent’ side brings a risk of
colliding with another train.

4 |One or more carriages |The carriages may remain upright or fall over.
fall on their side.

5 |Train hits a line-side The train hits a structure beside the line.
structure.

6  |The train structure Collision with a line-side structure causes the train
collapses. structure to collapse.

7 |Secondary collision with |A following or on-coming train collides with the
a passenger train. derailed train.

4.2 Causality in the Event Sequence

Fig. 7 shows the BN generated for the event tree, using the algorithm described
in section 3. Comparing the two notations — the BN of Fig. 7 and the event tree of
Fig. 6 — we see that:

1. The logical combination of events leading to each accident is most clearly
shown in the event tree.

2. The occurrence of conditional probabilities — arising from dependence between
the events — is shown more clearly in the BN.
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cess/ Jalls
adjacen g

derailment
accident

Fig. 7. Equivalent BN for open track derailment

The first point remains true even if the single ‘derailment accident’ node is
replaced by a hierarchy of nodes as described in section 0, producing the BN shown
in Fig. 8. Although this alternative translation may improve the efficiency of
Bayesian propagation, the logical relationship between events and consequence is still
more clearly shown in the original event tree.

S

et el

derailment
accident

Fig. 8. Alternative translation of open track derailment event tree, using a hierarchy of nodes to
encode the logical relationship between events and consequences

It may seem surprising that there is only a single causal arc — from ‘falls’ to ‘hits
structure’ between the nodes representing events. This arc occurs because the
probability p(hits | falls = yes) # p (hits | falls = no). For other events, the probability
of each outcome is the same on all the branches. The absence of other causal arcs
depends on our treatment of don’t care conditions. For example, a collision is only
possible following a derailment to the adjacent side, but we do not need to represent
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this relationship by a causal arc since it is captured by the branching structure of the
event tree. Since the two views of the event tree show different information most
clearly, we propose to use them together: the BN view is used to ensure that
conditional probabilities are handled correctly and the tree view is used for mapping
event sequences to consequences. The BN can be shown without the consequence
node and arcs, so this part of the BN can be chosen to optimise propagation.

4.3 Generalised Event Trees

As described above, the event tree was originally prepared from a network-wide event
tree for derailment accidents. To be applied to an analysis in a specific location, the
network-wide model has to be tailored. In this section, we show how a more general
model can be represented as a BN, which can be tailored automatically.

The author of the event tree was asked to identify the conditions of the
infrastructure and the operation of the railway that influence a derailment accident.
Table 2 shows the conditions identified. The causal relationships between these
conditions were then elicited together with the probability tables. Fig. 9 shows the
resulting BN, with the consequence node and arcs omitted for clarity.

Table 2. Derailment Operating and Infrastructure Conditions

Conditions Description
Fitted ‘Whether the derailment containment is fitted: Yes, No
Curvature The curvature of the track: Severe, Mild, None
Number of tracks The number of adjacent tracks: 2, 4
Track Speed The running speed of the track (mph): 0-10, 10-30, 30-60, 60>
Derailment Speed The speed of the derailment (mph): >15, <15
Lineside Density The density of objects beside the line: High, Low
Lineside Type The type of equipment beside the line: Fixed, Anchored
Density of Traffic The traffic density: High, Low
Peak The time of day when the incident occurs: Peak, Off peak
Passenger Loading How full the coaches are: >50%, <50%
Crashworthiness The crashworthiness of the train: High, Low
Rolling Stock The type of rolling stock: High Speed Train, EMU

The relationships in the model are causal. For example, a train derailing on a tight
curve will be more likely to exceed its clearances while one travelling in a straight
line is more likely to maintain its clearances, as its momentum will tend to carry it
forward in the direction of travel. The probability table for the event ‘clear’ (whether
the train maintains clearance in a derailment) is:

Derailment Speed > 15 mph <15mph
Curvature None Mild Severe None Mild Severe
Yes 0.75 0.6 0.29 0.9 0.7 0.4
No 0.25 0.4 0.71 0.1 0.3 0.6
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The values 0.29 and 0.71 are taken from the original event tree (Fig. 6), since the
circumstance of the original study were ‘Derailment Speed’” > 15 mph and severe
track ‘Curvature’. The author of the original event trees judged the other
probabilities: although the generalised model requires more such judgements they are
similar to those needed to construct an event tree.

nurmber of tracks lineside density

trach speed

Fig. 9. Derailment BN generalised with the factors that determine the event probabilities.
Event nodes are shaded; the consequence node and arcs are not shown.

crashworthiness

The generalised model can be used to calculate the accident probabilities in
different scenarios. We can compare the scenario in the original study (a dense urban
line) with a scenario more typical of an inter-city line:

Urban Scenario Inter-city Scenario
Fitted ‘No’ ‘No’
Curvature ‘Severe’ ‘None’
Number of Tracks | 4 2
Derailment Speed > 15" mph > 15" mph
Lineside Density ‘High’ ‘Low’
Lineside Type ‘Anchored Equipment’ | ‘Fixed Equipment’
Rolling Stock ‘EMU’ ‘High Speed Train’
Density of Traffic ‘High’ ‘Low’

These data can be entered into the BN and new event probabilities calculated. The
probabilities (relative to the probability of the initial derailment event) of the
derailment accidents for the two scenarios are shown in Fig. 10. In the new scenario
the less severe accidents are more likely: this results mainly from the absence of
curvature. However, following the original study, we have considered only two
possible derailment speed ranges and this should be re-examined before drawing any
real conclusions. We also note that speed is a factor in the severities (equivalent
fatalities) of the accidents, which are estimated using another method.
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Fig. 10. Accident probabilities for two scenarios calculated using the BN. The ‘urban’ scenario
is identical to the original derailment study giving the same probabilities as the event tree; the
hypothetical scenario shows an example of the use of the generalised BN to adapt the accident
analysis to different circumstances.

5 Discussion

5.1 Summary

We have shown how a BN can represent an event tree. The translation from BN to
event tree is automatic (though we have not yet automated it) and reversible. We
argue that the two notations are complementary and should be used together. The
event tree shows the logical relationship of events, which is not shown clearly on the
BN diagram where it is encoded in a probability table. On the other hand, the BN
diagram shows clearly where event probabilities are conditioned on earlier events.

A greater advantage of using a BN is that the accident model can be generalised by
including the conditions that influence the evolution of the events in the accident.
This generalisation reverses the process used originally to analyse derailments in our
case study, where an event tree for a specific location was developed from a network-
wide model. The original author of the event tree remarked on the value of analysing
causal influences on the events and was lead to re-examine some of the allocated
probabilities.

It is advantageous to retain the familiar event tree notation when building the more
general accident model. In the case study we were easily able to explain our approach
to the author of the derailment event tree: only a short explanation of BNs was needed
for this analyst to identify influencing factors and the causal relationships between
them. Of course, generalising the accident model in the way we have shown is not
automatic. A rigorous elicitation process is needed to understand the influences:
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some remained unresolved in our case study, for example the influence of the train
weight on the probability of the train falling over in a derailment. The process of
judging probabilities for the BN, though time consuming, is similar to that required
for building an event tree though potentially many more probabilities are needed.

The validity of the network-wide SRM rests on its use of historic accident data and
it is desirable that an accident model for a specific location should have the same
basis. At present, the SRM does not include influencing factors although the potential
advantages of generalising it have been noted [7]. Clearly, further investigation of the
cost-benefit of building such a model is needed.

5.2 Related Work

Others have used BNs to analyse risk. The SCORE project [8] has applied a BN to
model accidents in an air-traffic control case study, based on a barrier model of
accidents. In [9], an influence diagram is used to model the occurrence of rail
breakage, also starting from a barrier model. In both cases the BN replaces the
accident model used as a starting point — a barrier model rather than an event tree —
rather than providing an alternative view as we have described.

Organisational and management causes of accidents are modelled using BNs in
[10] and [8]. Organisational and management causes are examples of ‘influencing
factors’ that could be included in our generalised event trees, so both are generalised
representations of accidents, but without the connection to an underlying accident
model such as an event tree, in the way we have proposed.

The SABINE emergency planning system [11] for accidents in nuclear power
plants uses BNs. Part of this system is an accident diagnosis BN, derived from event
trees constructed for level 2 PSA. Accident diagnosis requires back propagation from
effects to causes and this is prevented by our simple and automatic treatment of don’t
care conditions (section 3.5) which may hide further causal relationships between
event outcomes; rather than minimising the number of causal arcs in the BN, we
could maximise it, including a causal arc wherever this is possible. We have not
followed this approach because diagnosis is not required in our case study.

5.3 Further Work

The derailment study included six separate event trees for different areas of the
infrastructure: we are examining how to merge these models. Existing software tools
do not allow the event tree and BN views of the accident to be combined
conveniently: we would like to investigate how to automate this in practice.

More fundamentally, some of the operating and infrastructure conditions also
influence the causes of the initiating event: this is important because such factors
introduce correlations between the probability of the initial event and the probabilities
of different accident sequences. The present analysis does not capture such
correlation and this could lead to an incorrect estimate of the risk. We plan to
examine this in future.
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Abstract. As programmable logic controllers(PLCs) have been used in
safety-critical applications, testing of PLC applications has become im-
portant. The previous PLC-based software testing technique generates
intermediate code, such as C, from function block diagram(FBD) net-
works and uses the intermediate code for testing purposes. In this paper,
we propose a direct testing technique on FBD without generating in-
termediate code. In order to test FBD, we define testing granularity in
terms of function blocks and propose an algorithm that transforms an
FBD network to a flow graph. We apply existing control and data flow
testing coverage criteria to the flow graph in order to generate test cases.
To demonstrate the effectiveness of the proposed method, we use a trip
logic of BP(Bistable Processor) at RPS(Reactor Protection System) in
DPPS(Digital Plant Protection System) which is currently being devel-
oped at KNICS[I] in Korea.

1 Introduction

Software testing is the act of exercising software with test cases for the purpose of
finding failures [2]. Because failures of safety critical software can cause serious
damage to life or property, testing of safety critical software has become an
indispensable step required to assure software quality.

In the nuclear power plant control system, as existing analog systems have
been replaced by digital systems controlled by software, testing of digital control
systems has become more important. The control software is usually imple-
mented on PLCs which are widely used to implement safety critical real-time
systems. To test PLC applications, the characteristics of PLC programming lan-
guages should be considered. This work focuses on the FBD which is one of the
most widely used standard PLC programming languages.

A PLC application implemented by FBD is automatically compiled to PLC
machine code and executed on PLC. Testing of PLC machine code is difficult
due to its complexity. Although the behavior of FBD is similar to the proce-
dure or function of procedural program languages, there is no systematic way
to apply software testing techniques to FBD. In previous cases[3], FBD testing

R. Winther, B.A. Gran, and G. Dahll (Eds.): SAFECOMP 2005, LNCS 3688, pp. 67-80] 2005.
© Springer-Verlag Berlin Heidelberg 2005



68 E. Jee, J. Yoo, and S. Cha

has been done on intermediate C source code transformed from FBD networks.
Although this method can test FBD networks at some level, it cannot be ap-
plied to FBD networks from which intermediate C code cannot be generated.
Moreover, generating intermediate code leads to additional cost.

In this paper, we propose a direct cost-efficient testing method on FBD with-
out generating intermediate code. We assume that the transformation process
from FBD to PLC machine code has no errors. Because the transformation pro-
cess has been validated for several decades by many PLC vendors, this assump-
tion is reasonable. First, we define granularity of FBD testing. FBD is composed
of network of function blocks. We define unit and module of FBD from the per-
spective of a function block network. In this paper, we focus on unit testing of
FBD. To execute FBD unit testing, we propose an algorithm for the transforma-
tion of an FBD network to a flow graph. After generating a flow graph from an
FBD network, we apply existing control and data flow testing strategies to the
flow graph. To demonstrate the effectiveness of the proposed method, we use a
trip logic of BP at DPPS RPS which is being currently developed at KNICS[I]
in Korea.

The remainder of the paper is organized as follows: section 2 briefly introduces
FBD and software testing, and section 3 defines granularity of FBD testing. In
section 4, we propose an algorithm to transform an FBD network to a flow graph.
We apply control and data flow testing strategies to the flow graph transformed
from a real FBD example in section 5. Finally, conclusion and future works are
described in section 6.

2 Background

2.1 Function Block Diagram

A PLCJ] is an industrial computer widely used in control systems such as
chemical processing systems, nuclear power plants or traffic control systems.
A PLC is an integrated system that consists of a CPU, memory, and input- and
output-points.

IEC 61131-3[5] identifies PLC programming languages, which includes Struc-
tured Text(ST), Function Block Diagram(FBD), Ladder Diagram(LD), Instruc-
tion List(IL), and Sequential Function Chart(SFC). FBD is one of the most
widely used PLC languages. FBD is easy to understand and good for represent-
ing data flow between control blocks.

FBD represents system behaviors by means of signal flow among function
blocks. Functions between input variables and output variables are configured
by a network of function blocks in the form of a circuit. Function blocks figured by
rectangles are connected by input variables on the left side and output variables
on the right side. Function blocks are classified into several groups according to
their functions.

Figure[lshows several function block groups and an example function block of
each group. RPS, which currently being developed at KNICS[I], is programmed
with function blocks which belong to the five function block groups in figure [
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Fig. 2. An FBD program example

Figure 2 is an example of a function block network. The value of final out-
put th-X_Trip is generated from the combined execution of several function
blocks. The LT_INT function block in the leftmost position receives fX and
h_X_Trip_Setpoint as inputs and computes output. If fX is less than
h_X_Trip_Setpoint, it emits 1, else it emits 0. This output is inverted and used as
an input to the TOF function block. The TOF function block is executed on the
inverted output of previous function and k_Trip_Delay which is a constant for
delay time. The output Q of the TOF function block is inputted into the next
SEL function block. The output of the SEL function block enters the next SEL
function block as input. If G is 0, the SEL function block selects and emits INO
input, otherwise it selects and emits IN1 input. Finally, the AND_BOOL func-
tion block computes value of th_X_Trip which is the AND-ed combination of the
output of SEL function block, inverted f-Channel_Error, inverted f-Module_FError
and inverted f-X_Valid.

2.2 Software Testing

Software testing is the act of exercising software with test cases. There are two
distinct goals of a test: to find failures, and to demonstrate correct execution
[2]. Because it is hard to test all possible behaviors of software, the essence of
software testing is to determine a set of test cases for the item being tested.
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Each test case is the composition of inputs and expected output. Results of
executing test cases are compared to expected outputs which are extracted from
requirements specification.

There are two fundamental approaches to identifying test cases: functional
and structural testing. Functional testing is based on the view that any program
can be considered to be a function that maps values from its input domain
to values in its output range. The essential difference of structural testing with
functional testing is that the implementation of the black box is known and used
to identify test cases. Being able to see inside the black box allows the tester to
identify test cases based on how the function is actually implemented [2].

This work applies the structural testing approach. Structural testing can be
classified into two approaches. One is control flow testing that focuses on control
flow in software. The other is data flow testing that focuses on the points at
which variables receive values and the points at which these values are used. Both
these two testing techniques are necessary and can be combined to complement
each other.

Test coverage metrics are devices used to measure the extent to which a set
of test cases covers a program [2]. It is used to decide if testing is executed
adequately. Given a set of test cases, we execute test cases for the object pro-
gram and determine how much of the program is covered. Through this, we can
examine whether the test coverage criteria are satisfied.

In this paper, we propose FBD testing technique in which we transform an
FBD network to a flow graph and apply existing control and data flow testing
strategies to the flow graph. We consider All-Nodes, All-Edges and All-Paths
test coverage criteria in control flow testing, and All-Defs, All-Uses and All-DU-
Paths test coverage criteria in data flow testing.

3 FBD Testing Granularity

FBD is configured by a network of function blocks. Because established defi-
nitions of unit or module in procedural programming languages cannot be ap-
plied directly to FBD, we should define testing granularity from a view of func-
tion blocks.

If we define a unit as a function block in FBD, unit testing becomes unnec-
essary because we assumed that a function block always operates correctly. On
the other hand, if we define a unit as a set of several function blocks, we have
to consider the interaction between function blocks. This means that we should
deal with integration testing issues. Therefore, proper definition for FBD unit
and module is required.

We define a unit of FBD as ’a meaningful set of function blocks used to
compute a primary output’ [6]. The primary output is stored in the memory of
the PLC for external output or internal use in other units. If the output variable
is used just for programming conveniences, we do not consider it as a primary
output. Figure [2 shows a part of KNICS RPS BP trip logic. It is the pre-trip
set-point calculation part for manual reset variable set-point rising trip logic.
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Fig. 3. FODs of KNICS RPS BP represented by NuEditor

This set of function blocks can be considered an individual unit because they
perform the computation of an external output th-X_Trip.

We define a module as ’a set of units used to perform a meaningful function’.
In KNICS RPS BP, each trip logic block can be defined as a module. Each
module consists of several units.

In KNICS, NuSCRJ[7] is used to specify software requirements. NuSCR is a
formal specification language that specializes in the nuclear power plant domain.
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In NuSCR, the software system is specified by the combined use of FOD(Function
Overview Diagram), FSM(Finite State Machine), TTS(Timed Transition Sys-
tem) and SDT(Structured Decision Table). We can get guidelines to divide the
FBD into units and modules once the software requirement specification is writ-
ten by the NuSCR.

Figure shows an FOD for ¢ PZR_PRS_WR, a part of KNICS RPS BP,
drawn by NuEditor[§], which is a tool that supports the NuSCR specification.
An FOD represents relationship between various nodes using notation similar to
data-flow diagram. FODs can represent complex hierarchical structures system-
atically by enabling nodes in higher level FOD to be refined in lower level FOD.

In KNICS, software requirements specified by NuSCR are implemented by
FBD in the design step. In accordance with the definitions of unit and module
in FBD, each node in figure becomes an individual unit in FBD. An FOD
in figure corresponds to a module in FBD. This module is composed of 7
units with 6 inputs and 5 outputs. The higher level FOD for ¢ PZR_PRS_WR
in figure is the FOD for ¢g_BP in the upper part of figure The lower
part of figure m shows an FOD with one node and several external inputs and
outputs. It is the higher level FOD of the upper part FOD in figure . Figure
3(b)| shows the highest level FOD in the system.

In FBD, a software system can be defined as a collection of all the modules
of the system. A software system gets inputs from the outside of the system
and emits outputs to the outside of the system. The highest level node ¢g_BP,
described in the lower part of figure corresponds to the definition of a
software system in FBD. Rectangles on the left side are external inputs, and
rectangles on the right side are external outputs.

In this section, we defined the concept of units, modules and software systems
in terms of function blocks for the testing of FBD. The division of units and
modules of the FBD program can be easily identified using formal specification
languages such as NuSCR.

4 Flow Graph Generation from FBD

To test FBD networks, we propose an algorithm to translate an FBD unit to
a flow graph. If a flow graph can be generated from FBD, we can apply exist-
ing control and data flow testing techniques based on flow graphs to the flow
graph[9[T0/TT]. Therefore, translation from FBD networks to flow graphs can be
considered as the most fundamental and important process for FBD testing.
Figure @l is an FBD unit which computes the value of th_Prev_X_Trip. This
unit FBD is a part of the g PZR_PRS_-WR module presented in figure Bl It
receives the pre-trip set-point value as input and determines the pre-trip value.
To translate the FBD unit to a flow graph, we have to understand the char-
acteristics of the FBD execution. Every function block in FBD has its own
execution order. Function blocks are executed sequentially in each scan cycle
according to the corresponding execution order. In figure 4] the number inside
parentheses on the top of function block is its execution order. For example,
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in figure @ the (14) AND_BOOL function block is executed first and the (24)
MOVE function block is executed last. The translation process should reflect
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execution order characteristics of FBD correctly. Figure Bl is the flow graph
translated from the FBD unit in figure @l A flow graph is pictured by nodes
and arrows. Each node is identified by a number assigned to it by the algorithm.

Figure [l shows an algorithm which describes the process of translating an
FBD to a flow graph. This algorithm does not cover all types of function blocks.
According to this algorithm, we can generate nodes of the flow graph from the
function blocks which belong to the arithmetic, bitwise Boolean, comparison, or
selection group.

We describe the process of applying this algorithm to the FBD in figuredl In
lines 2-5, inputs needed to translate an FBD unit to a flow graph are described.
Lines 15-19 generate a node which reads all input variables used in the FBD
unit. The input variables of FBD in figuredl are Cond_a, Cond_b, Cond_-c, Cond_d,
status, th-Prev_X_Trip and th_Prev_Trip. The node 0 in figure Bl is a node which
reads these input variables. After inserting the first node into the flow graph,
each function block is translated into nodes of the flow graph in the order of
execution. The first executed function block in figure @ is the (11) AND_BOOL.
Because the AND_BOOL function block belongs to the bitwise Boolean function
group, fb.group in line 23 is BITWISE_BOOLEAN and lines 28-33 are executed.
Function blocks of function groups of ARITHMETIC, BITWISE_ BOOLEAN
and COMPARISON follow the same translation mechanism. Node 1 is created
in lines 28-29 and variable v_11 is created in line 30.

In line 30, outVar := SetOutVariable(fb.executionNo, fb.outputVar) means
that the output variable name is decided by SetOutVariable function. The (23)
MUX_INT in figure[lhas the output variable th_Prev_X_Trip and the (24) MOVE
has the output variable th_Prev_Trip. If an output variable of a function block

1 procedure GenFlowsraphFromFED |

2 fhArray : FBArray: { array of function blocks}

2 startFbNum : Integer; { execution order of the function
block executed first }

4 endFbNum @ Integer; { execution order of the function
block executed last }

5 inputvarList : StringlList: ¢ input variables to FBED unit
program} )

g var

7 flowGraph : Flowsraph;

g fh : FunctionBlock;

9 node : Node;

10 childNodelist : Nodelist;:

1 curNodeNum : Integer:

12 outVar, contentString : String;

13 begin { GenFlowGraphFromFEDs )}

14 { First node (0 1s generated. First node has content that read ail
input variables of the unit }

15 curNoedeNum := 0;

16 node = CreateMNode (curlNodeNum) ;

17 content8tring := MakeContent (READ, inputvVarList);

18 node.content = contentBtring;

14 InsertNode (flowsraph, node);
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Fig. 6. An algorithm for generating a flow graph from an FBD unit program

is identified in a fashion similar to these examples, the output variable name

Control and Data Flow Testing on Function Block Diagrams

{ Translate function klocks to nodes of flow graph
fram first executed one to last executed one }
for curFkIndex := startFbkNum to endFbNum

fh := fharray [curFbIndex] ;
switch (fh. group)
case ARTTHMETIC :
case BITWISE BOOLEAN
case COMPARTZON :
{ A node whose content is assigning fh.outputSpec to
outVar i1s generated and inserted to flow graph }

curModeNum := curNodeNum + 1;

node := CreateNode (curMNodeNum) ;

outVar := SetOutvariable( fb.executionMNo,
fk. cutputiar) ;

contentString := MakeContent ( ASSIGN,cutVar,
fh. output Spec) ;

node. content := contentString;

InsertMode (flowsraph, node) ;
case SELECTICON
{ Some of fMmnpotion klocks are translated to
1f—then— else or switch structure }
if fb.name = SEL or
fk. name contain MUX then
{ generate condition node }
curNoedeMNum := curNodeNum + 1;
node = CreateNode (curNodeNum) ;
content8tring := MakeContent( IF, fb.condVar);
node. content := contentString;
InzertNode (flowsraph, node) ;
{ 1dentify output variahle of function block }
outVar := SetOutVariabkle( fb.executionNo,
fh.outputvar) ;
{ generate child nodes according to the condition }
for i=0 to fb.inputNum-1
curModeNum := curNodeNum + 1;
node = CreateNode (curNodelum) ;
contentString := MakeContent ( ASSIGN, cutVar,
fh.in[il};
nede. content := contentString;
AddNode (childNodelList, node);
end for_i 3
InsertMultipleNodes (flowGraph, childNeodeList):
else
curlodeNum := curNodeMNum + 1;
node := CreateNode (curlNodsNum) ;
outar := SetOutvVariable ( fb.executionNo,
fh. outputvar) ;
content8tring := MakeContent ( ASSIGN, outVar,
fb.outputsSpec) ;
node. content := contentftring;
InsertNode (Flowsraph, node);
end { if fk.name }
case default : break;

end | switch }
end { for curFbIndesx }
output flowGraph:
end { GenFlowGraphFromFBD }
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the function block will be assigned to the outVar variable. If output variable of
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the function block is not identified, we generate new variable, such as v_11 or
v_12, and assign it to outVar.

In line 31, MakeContent(ASSIGN, outVar, fb.outputSpec) generates node
content where fb.outputSpec is assigned to outVar, which is then assigned to
contentString. The (11) AND_BOOL function block receives two inputs Cond_a
and Cond_d and executes an AND operation. In this case, MakeContent can
generate a statement such as "v_11 = Cond_a A Cond_d”, which becomes the
content of node 1 in line 32. Because the (11) AND_BOOL function block does
not have divided control flow, it becomes a single node in the flow graph.

The (12) SEL function block outputs th_Prev_X_Trip or 0 according to the
conditional input Cond_d. In this case, the SEL function block has two control
branches according to the input, so that it is translated into an if-then-else
structure, like nodes 2,3 and 4 in figure Bl Lines 37-42 describe the process
of making node 2 and lines 43-53 describe the process for node 3 and 4. The
(23) MUX_INT function block is translated into a structure with multiple control
flows. Applying lines 34-53 to the (23) MUX_INT function block results in nodes
29-34 in figure

5 FBD Unit Testing

5.1 Control Flow Testing

After transforming the FBD unit program to a flow graph, we select proper test
coverage criteria and generate satisfying test cases.

Control flow testing coverage criteria include All-nodes, All-edges and All-
path [9]. To satisfy the All-nodes coverage criterion, all nodes in flow graph
should be executed at least once by test cases. All-edges coverage criterion re-
quires that all edges in flow graph should be executed at least once. All-edges
test coverage criterion subsumes All-nodes coverage criterion because test cases
by which all edges are visited are sure to visit all nodes. All-paths test cover-
age criterion requires that every possible complete path in the program should
be tested. All-paths coverage subsumes All-edges coverage, and therefore also
subsumes All-nodes coverage. It is difficult to satisfy All-paths test coverage
criterion due to its stringency.

Table [Il shows test cases that satisfy the All-edges test coverage criteria for
the flow graph in figure Bl The six columns Cond_a, Cond_b, Cond_c, Cond_d,
status and th_Prev_X_Trip represent six input variables for the th_X_Pretrip unit
program. The rightmost column is the expected output for the th_Prev_X_Trip
variable which is the final output of this unit program. After generating test
cases, we get actual output by executing test cases through the flow graph,
and then compare the actual output to the expected output. If two values are
different, it means that the program has some errors.

5.2 Data Flow Testing

Data flow testing refers to forms of structural testing that focus on the points
where variables receive values and the points where these values are used (or
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Table 1. Test cases satisfying All-edges test coverage criterion

Test Case| Cond_a| Cond_b| Cond_c| Cond_d| status| th_Prev_X_ TTip|EXpected Output

CT1 1 0 1 0 0 1 1
CT2 1 1 0 1 1 0 0
CT3 0 0 0 0 2 1 1
CT4 0 1 1 1 3 0 1

referenced) [2]. Node n is a defining node of the variable v if and only if the value
of the variable v is defined at the statement fragment corresponding to node n.
There are two forms of definition nodes: definition by input and definition by
assignment. Node n is a usage node of the variable v if and only if the value
of the variable v is used at the statement fragment corresponding to node n.
Path from a definition node to a usage node is du-path. A definition-clear path
with respect to a variable v is du-path such that no other node in the path is a
defining node of v [I0]. For example, the content of node 1 in figure [ is 'v_11
= Cond_a A Cond_d’. Node 1 is a definition node with respect to variable v_11,
and a usage node with respect to variable Cond_a and Cond_d.

To apply data flow testing to the program, we first identify definition and
usage nodes for all the program variables. We also identify du-paths with respect
to each variable, and then apply All-Defs, All-Uses or All-DU-paths test coverage
criteria. If T is a set of paths in the flow graph, the set T satisfies the All-Defs
criterion for the program if and only if for every variable v, T contains definition-
clear paths from every defining node of v to a use of v. All-Uses and All-DU-paths
coverage criteria are defined similarly [IT].

There are two types of variables in the flow graph generated from an FBD unit.
One is input and output variables of the FBD, and the other is temporary vari-
ables. Temporary variables typed as 'v_number’ store outputs of function blocks
and are created during the transformation process. In data flow testing for FBD,
we have to consider both types of variables. We need to identify definition and
usage nodes for all variables and extract du-path information for each variable.

In comparison to other data flow testing, FBD data flow testing has several
defining characteristics. When transforming the FBD to a flow graph, we created
the first node of the flow graph with the content of reading all input variables of
the unit FBD program. The first node of flow graph becomes a definition node
for all input variables. For example, the FBD unit program in figure [ has six
input and output variables - Cond_a, Cond_b, Cond_c, Cond_d, th_Prev_X_Trip,
th_Prev_Trip and status. These variables are all read in the first node 0. Thus,
node 0 becomes the definition node for all input and output variables.

Temporary variables and an output variable of a unit FBD have definition
nodes only by assignment; they have no definitions by input. This is one of the
characteristics of FBD data flow testing. The variable th-X_Trip, used as an
output variable at (23) MUX_INT in figure [ is defined by assignment at node
30-33 of the flow graph in figure Bl The variable th-X_Trip has four definition
nodes - node 30, 31, 32 and 33.
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The du-paths for temporary variables are all definition-clear paths because
each temporary variable has only one definition node and one usage node in a
path. Moreover, except for the timer function group, FBDs have no loop con-
struction; therefore we do not have to consider loop structure when generating
test cases.

Table [2 shows test cases satisfying All-DU-paths test coverage criteria. They
are generated with du-path information for all variables in the flow graph.

Table 2. Test cases satisfying All-DU-paths test coverage criteria

Test Case| Cond_a| Cond_b| Cond_c| C’ond_d| status|th_Prev_X_Trip Expected Output

DT1 0 0 0 0 0 1 1
DT2 1 0 0 1 1 1 0
DT3 1 1 0 0 0 1 1
DT4 0 0 0 0 1 0 0
DT5 0 1 0 0 2 0 0
DT6 1 1 1 0 2 0 1
DT7 1 1 1 0 3 0 0
DT8 0 0 0 1 3 1 1

5.3 Case Study

We applied the proposed approach to BP trip logic of DPPS RPS, which is being
developed in KNICS. This section explains how we can find various errors in FBD
program using the proposed FBD testing method. First, we seeded four different
errors to the th-Prev_X_Trip FBD unit in figure @ All these errors frequently
occur in FBD programming. More errors occurring in FBD programming are
explained and classified in [I2]. The seeded faults were all found by test cases
satisfying All-edges test coverage criteria in table [Il Test cases satisfying All-
DU-paths test coverage criteria in table 2l could also find all seeded faults.

— Case 1 (Switched input): One of the frequently occurring mistakes in FBD
programming is switched input. While change of the input order in
AND_BOOL function blocks is not a problem, switched input in SEL, MUX,
or GE_INT function blocks can cause serious errors. For these kinds of func-
tion blocks, the correct order of inputs is important. We reversed inputs of
the (12) SEL function block. We assign INO ’0’ instead of 'th_Prev_X_Trip’
and assign IN1 ’th_Prev_X_Trip’ instead of ’0’. In control flow testing, this
fault was found by the CT1 test case in table[Il In data flow testing, it was
found by the DT1 test case in table[2l We found that the expected output of
th-Prev_X_Trip is 1, but actual output of executing the test case is a different
value, namely 0.

— Case 2 (Misused inverter): The inverter, drawn by small circle, is often added
in unnecessary positions or omitted in necessary positions. Misused inverters
are also one of the frequently occurring errors in FBD programming. We
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inserted an unnecessary inverter to INO input of the (18) SEL function block.
In control flow testing, this fault was found by the CT2 test case in table[Il
In data flow testing, it was found by the DT2 test case in table

— Case 3 (Incorrect variable): Variable names are often written incorrectly.
Incorrect variable names result in wrong value assignments or computations.
We wrote an input of (20) SEL as th_Prev_Trip instead of th_Prev_X_Trip.
This fault was found by the CT3 test case of table [l in control flow testing
and by the DT5 test case of table [ in data flow testing.

— Case 4 (Incorrect constant): Another case of input errors is incorrect con-
stant. We changed the original input of IN1 in the (22) SEL from 1 to 0.
Wrong descriptions between 0 and 1 occur frequently. This fault was found
by the CT4 test case of table[lin control flow testing and by the DTS test
case of table 2 in data flow testing.

6 Conclusion

We proposed a direct testing technique on FBD without generating intermediate
source code. A previous approach for FBD testing generates intermediate C code
and performs testing on the intermediate code. Because the previous approach
requires generating intermediate C code, it cannot be applied to FBD which
do not generate intermediate C code. Moreover, generating intermediate code
leads to additional cost. We proposed a cost-efficient testing method for FBD
by applying testing strategies to FBD directly.

We defined unit and module of FBD in the view of function blocks and pro-
posed an algorithm for translating an FBD unit to a flow graph. After generating
a flow graph from an FBD unit, we applied existing testing techniques to the flow
graph. In control flow testing, we generated test cases satisfying the All-edges
test coverage criteria. We also generated test cases satisfying the All-DU-paths
coverage criteria in data flow testing. To demonstrate the effectiveness of the
proposed method, we used a trip logic of BP in DPPS RPS which is currently
being developed at KNICS [I] in Korea. We seeded frequently occurring errors
into the example FBD. We were able to find all seeded faults by the test cases
generated by the proposed approach.

We have a plan to take timer function blocks into consideration. The trans-
formation algorithm from an FBD unit to a flow graph has to be supplemented
in order to cover FBD units with timer function block where we have to deal
with time and state as well as input variables. Integration testing of FBD
which focuses on interfaces and interactions between tested units should also be
considered.
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Abstract. Systematic validation and verification of safety-critical software is of
crucial importance. A key precaution is intensive testing at several levels, from
the entire system down to individual functional elements, the latter often carried
out as unit testing. This paper presents results from a unit test performed on a
C++ package from a testbed of a safety critical application at the ARC Seibers-
dorf research lab. After outlining the test environment and relevant characteris-
tics of the tested software package, a detailed analysis of the test results is
given. This analysis comprises fault categorization, fault distribution, relations
between software metrics (like McCabe’s cyclomatic complexity or the risk
categories of NASA SATC), software faults, and testing efforts, and yields
clues about the significance of these measures for fault probabilities. A sum-
mary of the findings and related work conclude the paper.

1 Introduction

Computer systems increasingly permeate our environment and become an indispensa-
ble part of our everyday life. Behind their most visible representatives — the PC, the
mobile phone, customer electronics and related gadgets, as well as the Internet and
mobile telecommunication networks — a vastly growing realm of extensively unno-
ticed electronic devices fly our airplanes, guide surgical operations, or control the
brakes in our cars. They all rely on software, making the high safety requirements
imposed by the authorities in areas where failures imply threats for human life, as for
instance in the aerospace or rail domains, almost obvious. But even if ‘only’ an irre-
coverable material loss in case of a system failure may be incurred, like in space tech-
nologies or industrial control, an extremely low failure probability is demanded. Ac-
cordingly, from the system level down to subsystems and components, quality man-
agement and software development process technologies have to be obeyed thor-
oughly, and especially systematic testing deserves a maximum of attention.

A well established means for fault detection is unit testing, where individual soft-
ware units (functions, procedures, methods) are exhaustively tested against their re-
quirements or specifications, under consideration of a complete as possible code or
even higher coverage like path coverage. Although unit testing repeatedly is criticized

R. Winther, B.A. Gran, and G. Dahll (Eds.): SAFECOMP 2005, LNCS 3688, pp. 81 -[93] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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due to the rather big effort it requires, as well as the fact that it does not cover integra-
tion aspects, it is also regarded as the most effective means to test individual software
components for boundary value behavior and ensure that all code has been exercised
adequately [4].

(We used the term ‘fault’ rather than ‘error’ in accordance with the terminology
common for safety-critical systems, where faults are defined as the sources of errors.
However, when discussing related work, we took over their terminology rather than
impress ours.)

This paper describes the results of a unit test carried out in the accredited software
test laboratory of ARC Seibersdorf research as part of overall software product assur-
ance measures within a large European space project. The SUT (software under test)
consisted of a set of C++ classes, and the task was to verify the documentation and the
code based on the European standard ISO/IEC 61508 [8]. The goal of the software
test was 100 % statement coverage with an appropriate set of test cases. The faults
encountered during the test were classified and extensively documented.

These documented details are — of course — confidential. But we also applied a
number of software measures to the SUT in order to investigate to what extent the
quality metrics determined by these measures correlate with the fault distributions we
found. And there are the results of these analyses which are at the focus of this paper.
On class level, fault counts have been put in relation to lines of code and cyclomatic
complexity [12], based on a mean fault rate per method of a class. On method level,
we first give an analysis of methods with and without faults in relation to these meas-
ures, considering the risk areas defined by the NASA SATC (Software Assurance
Test Center) [17], [18], as well as the effort (time spent) to carry out the tests. To
some degree, the latter could be regarded as a measure for the ‘readability’ or ‘under-
standability’ of software, and its relation to detected faults was also of interest.

Therefore, this paper is structured as follows. In chapter 2 the test setup is de-
scribed, including a quantitative description of the SUT as well as the test environ-
ment. Chapter 3 summarizes the test results and gives the chosen fault classification,
while chapter 4 comprises the analysis of the relation between several software meas-
ures and the test results. Chapter 5 shortly addresses related work, while chapter 6
concludes the paper giving a summary of the findings.

2 Test Setup

The SUT consisted of more than 580 different methods in about 50 classes with an
average of 12 methods per class. The total number of source code lines with state-
ments, so excluding blank and commentary lines, was more than 16,000. Therefore
each method consisted of 28 statement lines on the average.

As test tool, Cantata++ Version 2.2 of IPL was used [10], running on an Alpha sta-
tion with a Tru64 UNIX®© operating system. Although the source code was written in
C++, the performed software tests did not focus on object oriented characteristics but
were white box unit tests on a method level with the goal of 100% statement
coverage.
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Fig. 1. Unit Test with IPL Cantata++

Figure 1 depicts the way Cantata++ handles a software unit test. Two different files
have to be created by the tester in order to get an instrumented code: One that creates
an instance of the class under test and another one that defines the different wrapper
functions. Wrappers are used to modify the environment, they replace current func-
tions by the system functions or other methods under test (MUT). The test file con-
tains valid C++ code creating an instance of the class to call the MUT with different
parameters and wrapper configurations to traverse different paths in the software.
After compiling all those files with Cantata++ an executable will be created that con-
tains the instrumented code, whose output is a text file, the report, listing all impor-
tant test results.

The overall time it took to perform all tests on the SUT was about 40.000 minutes
with an average of 67 min per method. In this context “time” considers the following
activities:

e Design and implementation of test cases

e Test execution and refinement of test cases to meet the acceptance criteria (e.g.
coverage)

e  Configuration Management of several hundred items

e Documentation (e.g. justifications in case of non-fulfillment of acceptance cri-
teria)

e Software Problem Reporting using WWQM

e Performing quality measures (e.g. check test cases according to checklists)
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Less than 2.3% of the statements could not be reached due to defensive programming,
a fact that had to be reported since it is a deviation from the demanded 100% state-
ment coverage.

For each encountered fault in the software, we filed a software problem report
(SPR) using the web based tool WWQM (World Wide Quality Management), an in-
house development of ARC Seibersdorf research [13], [14], [19], providing workflow
management for system (in particular, software) maintenance. This was very helpful
for analyzing the results in detail and finding interesting facts about the correlation
between static measures of the particular software and the observed fault rate.

3 Fault Classification

The tests as described before revealed more than one hundred faults (or SPRs, respectively),
which can be categorized as documentation faults (49%), incomplete coverage (17%), cod-
ing (33%) and other faults (1%) [16]. That means, only a third of them had to be classified as
coding faults, while half of all faults were classified as documentation faults.

Since we performed testing at unit level, the specification of the MUT was pro-
vided in the form of a functional description of the MUT. This covered the:

e  Expected output parameters
e  Expected return value
e  Expected exceptions

Therefore, testing revealed either real coding faults or documentation faults as de-
scribed below. Additionally, an acceptance criterion of 100% statement coverage was
given which was not always achieved as mentioned below.

Coding Faults

This category contains ‘real’ coding faults, which might cause fatal failures during
system operation.

Implementation dependencies (38%). These are semantic or implementation specific
faults, like variables that will not be initialized in every case.

Wrong pointer handling (23%). Typical C or C++ faults like NULL pointer derefer-
encing or invalid pointer assignment.

Inversion of ‘true’ and ‘false’ (13%). In an own structure, 0 has been used to encode
‘true’, while values greater 0 encoded various errors. However, for compari-
son, the Boolean constants ‘true’ and ’false’ have been used.

Other (26%). Various faults could not be assigned to one of the first three groups but
occurred too scarcely to be split into distinct groups.

Documentation Faults

In most cases, documentation faults refer to incomplete descriptions of methods, e.g.
in header files. Since, however, this may lead to erroneous usage and testing of the
methods, it has been considered as fault. In addition, the documentation served as
base for the test case generation. In detail, classification faults have been sub-
structured as follows:
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Value never returned (54%). A documented valid return value is never returned by
the method.

Value not documented (31%). A value returned by the method has not been defined as
a valid return value.

Documentation fault (10%). This relates to textual faults like quoting wrong OUT
values or describing used structures incorrectly.

Doc. not sufficient (5%). The provided information is incomplete or does not specify
the method properly.

Incomplete Coverage Faults

This category comprises all faults resulting from the fact that certain code lines could
not be executed. In most cases, this was caused by ‘defensive programming’, e.g. an
otherwise-branch in a switch-statement for a variable of an enumerative type, with all
possible values captured by case-branches.

Defensive programming (65%). Assertions which are always true due to prior checks.
Default or else branch (35%). The use of default or else branches that cannot be
reached due to checking every possible value before.

4 Fault Distribution Analysis

In this chapter the found faults are brought into relation with several measures in
order to estimate their expressivity with respect to fault density prediction. However,
documentation faults will not be considered, because it can hardly be argued that the
description of a method in e.g. its header file is a proof for the defectiveness of its
code. Also, the subcategories as presented in chapter 3 are not distinguished any fur-
ther, because some of them contained too few faults for being statistically relevant.

4.1 At Method Level

A common approach of unit test analysis is to look directly at the method level, be-
cause in general methods are the primary test objects. Therefore, several method
based analyses are presented here.

4.1.1 Risk Analysis
‘Lines of Code (LOC)’ is a simple measure which just counts the number of code
lines in a source code unit. We considered only the ‘net’ number of code lines, i.e. no
blank lines or pure commentary lines, for measuring LOC. Figure 2 shows the rela-
tionship of LOC and number of SPR per tested method. Since a unit test stops as soon
as a fault is detected, SPR values higher than 1 result from retesting of faulty meth-
ods, when another fault has been detected. Not more than two retests have been nec-
essary, which to a certain degree was caused by the fact that code has already been
tested by the developers before being provided to us for unit testing.

Although figure 2 shows that no method with a LOC value higher than 200 was
free of faults, it although illustrates that LOC is not a really good indicator for fault
risk, because the distribution of methods with one and two detected faults is pretty
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similar to that of methods without detected faults. This observation coincides with
results from previous works, see chapter 5.
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Fig. 2. Methods plotted with respect to their LOC and number of SPR

Therefore, we looked at other measures like the ‘Cyclomatic Complexity (CC)’,
which is the number of linear independent paths as a specialization of McCabe’s
measure (edges — nodes + (2 * connected regions)) [12] with only one connected
region. Based on LOC and CC, we derived an interesting metric developed by the
NASA SATC (Software Assurance Test Center) [17], [18], that assigns every single
method to one of seven ‘Risk Areas’ based on the lines of code and the cyclomatic
complexity measures. The SATC claims that the lower the number of the risk area a
method belongs to due its LOC and CC measures, the lower the probability of a po-
tential fault in that method. Figure 3 shows these risk areas, together with the distribu-
tion of the methods tested.
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Fig. 3. Methods plotted with respect to their LOC and CC values.
Numbers and lines within the diagram field denote the SATC risk areas.
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Fig. 4. Percentage of faulty methods of all per SATC risk area

What strikes one’s mind is the narrow band (which would be rather straight on a
linear LOC-scale) where the methods are located. But what also surprises is the ap-
parently even distribution of faulty methods over the whole band, which seems to
indicate that fault density is not correlated with risk areas. However, if the number of
faulty methods (with SPR) relative to non-faulty ones (i.e. without SPR) is consid-
ered, this correlation is clearly present, as indicated in figure 4.

4.1.2 Test Effort Analysis
Another interesting aspect addresses how strong the time effort for testing each me-
thod correlates with its LOC and CC, as shown in figure 5.

In general, the time effort for testing seems to depend fairly linearly on both LOC
and CC, with a — not surprising — higher amount of effort for methods with SPRs. For
methods with low complexity, i.e. below 10 or 15, the testing effort was almost con-
stant, namely approximately 50 minutes if no fault has been detected, and approxi-
mately 100 minutes if some fault has been detected.

It should be noted, that also methods with a minimal CC-value of 1 took time to be
tested, namely up to three hours, as indicated in the diagram on the right side of
figure 5.
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4.2 At Class Level

Besides looking at correlations between fault distributions, LOC, CC, and test time
effort as discussed before, we also wanted to examine whether these correlations

remain significant at class level as well.

To enable comparison of classes based on the fault counts of their methods, a cer-
tain ‘normalization’ of these counts is necessary, in order to compensate the different
numbers of methods per class. This class fault rate is computed by CFr, = SPR,/ M,,
with k as the class index, CFr; the class fault rate of class k, SPR; the sum of all faults

found for its methods, and M, the number of its methods.

We further categorized classes into eight categories according to their CFr as

shown in table 1.

Table 1. CFr categories and characteristic data

Category | CFr-Range # Classes
0 0.0 19
1 (0.0,0.1] 9
2 (0.1,0.2] 11
3 0.2,0.3] 4
4 (0.3,04] 2
5 (0.4,0.5] 0
6 (0.5, 0.6] 0
7 0.6,0.7] 1

4.2.1 CFr versus LOC

When placing all classes, represented by their CFr, relative to their LOC, a distribu-

tion as shown in figure 6, results.
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Fig. 6. Number of classes per LOC, presented by their CFr categories (0..7). Left: LOC in-
cludes all code lines of a class. Right: class LOCs divided by number of methods in class. CFr

categories 5 and 6 are not presented, because no classes are contained in these categories.
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Remarkably, when complete classes are considered (left diagram in figure 6), those
with highest CFr have the smallest LOC-values, while in the group with largest
LOCs, only classes with low CFr are present. When LOC-values are normalized with
respect to number of methods per class (right diagram in figure 6), a slightly stronger
correlation between LOC and CFr results, but still classes with high CFr have meth-
ods of rather small means size.

4.2.2 CFr versus CC

Figure 7 shows the relation between the mean CC per class and its CFr. It is claimed
that the higher the CC, the higher the fault probability, with values above 40 best to
avoid. Values up to 20 are considered ‘safe’ in general.
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Fig. 7. Left: number of classes ordered per mean CC, presented by their CFr categories (0..7).
Right: accumulated fault numbers, divided by number of classes. CFr categories 5 and 6 are not
presented, because no classes are contained in these categories.

Of course, since mean CC values over all methods of a class have been taken, the
abscissa range in figure 7 is smaller, since in general the majority of methods of a
class have rather small CC values. Nevertheless, figure 7 shows a notably closer cor-
relation between CFr and CC than can be found in figure 6 with respect to LOC. To
the left, although classes with CFr = 0 can be found in all mean CC categories, those
with higher CFr values clearly tend to lie in higher CC categories. If per CC category
the number of faults of those classes contained in the respective category is divided
by the number of classes in that category, an almost stunning linear correlation be-
tween CC and fault probability emerges, as shown in the right diagram of figure 7.

If mean CC values are replaced by a simpler measure, namely the maximum CC
over all methods per class, a similar though less significant distribution can be found,
as shown in figure 8. In this case, classes with CFr = 0 are not found with high CC
values (over 40), while below 20 only two with a remarkable CFr category are pre-
sented. Both are, however, those with the second highest CFr value. But if we con-
dense these values as before to mean fault rates per class as displayed on the right side
of figure 8, the correlation between CC and fault probability on class level shows up
clearly, although not as ‘linear’ as with mean CC values.
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These results are interesting because maximum CC is a measure simpler than mean
CC, but of comparable meaningfulness.

5 Related Work

In [4], it is stated that in contrast to a comprehensive body of theoretical work on
software testing methodology there are not many published results of empirical stud-
ies in real-world software projects available, because ‘Industrial staff rarely have the
time to analyze past projects before being moved to other projects, and academics
very rarely have access to statistically valid collections of data’. We largely share this
impression, what has also been a driving force behind this paper.

Not too surprisingly, the available studies vary significantly in their general ap-
proach and methodology, as well as in scope and abstraction of hypotheses to be sup-
ported or rejected by statistical evidence, often based on fairly small samples. Other
differences rendering comparison more difficult come from the tested software sys-
tems themselves, specifically from the unclear contribution of heterogeneous software
engineering techniques applied for development, from the use of different implemen-
tation languages, and from the undefined coding maturity of software implementers
from various academic institutions and industrial enterprises. But there are a couple of
papers with a sufficient thematic overlap with our work, which shall be outlined here.

In [5] eight hypotheses, partially subdivided into sub-hypotheses, were tested
against in two releases of a major commercial system. Concentrating on differences
between pre- and post-release fault densities, the authors found support for theses like
‘a small number of modules contain most of the faults discovered during pre-release
testing, as well as operational faults (the Pareto principle)’ or ‘fault densities at corre-
sponding phases of testing and operation remain roughly constant between major
releases of a software system’, while they found rather no support for theses like
‘higher incidence of faults in all pre-release testing implies higher incidence of faults
in post-release operation’ or ‘size metrics (such as LOC) are good predictors of num-
ber of pre-release faults in a module’, which for LOC on class-level is in alignment
with our observations. In contrast, we found that CC proves to be a simple and
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suitable predictor for fault probability, which again complies with findings previously
published in [15].

Based on observation on three related software projects from the embedded sys-
tems domain, Ellims et al. found out that beside detailed design (and review), unit
testing contributed most to the detection of faults [4].

[2] is, though published more than twenty years ago, still of interest. The authors
analyzed the distribution of errors in modules of a medium-scale software project
with respect to environmental factors like complexity, developer’s experience, and
reuse. Of greatest interest are the differences found between the prevalent errors in
modified and in new modules. At the first glance, modifying existing modules seemed
to reduce development costs but modified modules turned out to be more susceptible
to errors due to misunderstanding of specifications. After thorough analysis the au-
thors could show that there are ‘hidden costs’ due to the increased necessary effort for
correcting the specific faults of modified modules. Another result was that module
size did not account for error-proneness. The larger the modules, the less error-prone
they were, even if they were more complex. This fact can be substantiated with the
results of our study where modules with lower LOC count tended to exhibit a greater
probability for errors.

[1], another standard in the field of empirical software quality data, investigates the
distribution of error rates for design errors in product code. Based on his data on the
(great) mean time to discovery, the author doubted that all design errors could be
removed through testing. He assumed that any software product exhibits similar regu-
larities in the rate behavior, irrespective of the use of the product. Consequently, his
findings are appropriate for the estimation and planning of service effort a software
product will need after deployment.

[11] analyzes the defect data from several wide-distribution commercial software
releases in order to address the problem of quantifying the software products’ field
quality. The authors found out that the estimated number of defects remaining in the
code constitute a metric for the field quality, rather than the estimated reliability of the
product. The apparent number of defects is strongly related to the number of users of
that software, with new users having a greater probability to find new defects. Addi-
tionally, it became apparent that new releases of a software stimulate the discovery of
latent defects already present in the preceding release.

[3] is an analysis of typical issues related to empirical studies in the field of soft-
ware testing techniques. The authors address the topics: Fault seeding, academic v/s
industrial settings, need for replication of studies across different settings, and the
implications of human factors in the production of error seeded test sets. They pro-
pose topics for future research, like the establishment of a standardized benchmark for
testing techniques.

Common topics most authors want to shed light upon are relations between design
and code complexity measures, testing methods and testing intensity (coverage), and a
probability interval for the absolute number of faults in dedicated portions of the
software under test. Consequently, faults should be identifiable at an early develop-
ment stage, at significantly lower cost. [5] states that ““(...) the various empirical stud-
ies have thrown up results which are counter-intuitive to the very basic and popular
software engineering beliefs”, and follows that this should be a warning to the soft-
ware engineering research community.
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Examples for such results are: Simple complexity measures seem to be as useful as
more complicated measures ([15]). Modules where more defects are found by pre-
release test coincide with modules where customers find more defects ([6]). Larger
components are proportionally more reliable than smaller components ([7], cited in
[5]). The concerted establishment of a wide collection of empirical data would pro-
vide the foundation for a proper evaluation of different software engineering and
testing methods. We hope to be able to contribute a small part to this basis with the
data and analysis presented in this paper.

6 Conclusion

Primarily, our observations confirm CC as a good measure for fault probability: Al-
though the absolute density of faulty methods is rather constant over the CC-range of
approximately 5 to 50 (see figure 3), its density relative to methods without detected
faults rises significantly with increasing CC (see figures 7 and 8).

Since in our test set the ratio LOC/CC is almost constantly 6 (see figure 3), at
method level LOC can to some extent be seen as an indicator for fault probability,
although less significant than CC due to its higher variability (see also figure 2). How-
ever, this resemblance breaks down at class level; while CC turns out to be a remark-
able measure for fault probability at class level (figures 7 and 8), this does not apply
for LOC (figure 6). Perhaps, the strong, almost linear correlation between mean CC
per class and mean fault number per CC class as shown at the right side of figure 7
may turn out as one of the most surprising results of this study.

The risk areas concept of SATC proves to be reasonable and valid (see figure 3), in
particular, when fault probability is computed as ratio between non-faulty and faulty
methods (figure 4).

Furthermore, comparison of effort with LOC indicates that from a threshold about
40 or 50, the time spent for dealing with a method increases somewhat over-linearly
with LOC. Small CC values (below approximately 10) appear to have no visible ef-
fect on effort, while higher values do have, of course (figure 5).

Finally, we want to point out that within the Integrated Project DECOS (project nr.
IST-511764) “Dependable Embedded Components and Systems” in the sixth Euro-
pean Framework (www.decos.at), which is coordinated by ARC Seibersdorf research,
we are designing and implementing a Test Bench Framework, which includes unit
testing besides a set of other methods and tools to fulfill validation and verification of
distributed time-triggered, safety critical systems from the application system model
to deployment. We expect further experimental results for a variety of V&V methods
and metrics.
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Abstract. We show how the Mury model checker can be used to au-
tomatically carry out safety analysis of a quite complex hybrid system
tele-controlling vehicles traffic inside a safety critical transport infras-
tructure such as a long bridge or a tunnel. We present the Mury model
we developed towards this end as well as the experimental results we
obtained by running the Mury verifier on our model.

Our experimental results show that the approach presented here can
be used to verify safety of critical dimensioning parameters (e.g. band-
width) of the telecommunication network embedded in a safety
critical system.

1 Introduction

Because of technological as well as economical reasons, the number of systems
relying on wireless telecommunication (telco) networks is always increasing. This
is also happening for safety critical systems. This poses new challenges to the
safety analysis work. In fact, the telco network behaviour needs to be modeled in
a fairly accurate way in order to formalize the relationship between telco network
parameters (e.g. bandwidth) and the system safety property being investigated.

We show how the above is possible by presenting a case study on the analysis
of a safety property for a Tele Control System (TCS), developed in the frame of
the European project SAFETUNNEL [11].

The goal of TCS is to take active measures to improve safety in the Critical
Transport Infrastructure (CTI) it controls, namely a tunnel. More specifically,
TCS aims at reducing the number of accidents inside alpine road tunnels, ex-
ploiting GPRS (General Packet Radio Service)) communication between instru-
mented vehicles and a Tunnel Control Centre (TCC). TCS implements preven-
tive safety functions, namely: vehicle prognostics, vehicle tunnel access control,
vehicle speed and distance control, dissemination of emergency message.
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We present a model of TCS and an automatic analysis of it via model checking
[12]. Our goal is to show that TCS operates in a safe way, that is no dangerous
situation can arise from installation and usage of the TCS in our CTI.

More specifically, our analysis focuses on the interaction of TCS telco net-
work dimensioning with TCS preventive safety functions. We formally check,
via model checking, that the telco dimensioning, in terms of bandwidth, guar-
antees TCC ability to safely handle different tunnel scenarios. Namely: nor-
mal system operational mode (registrations, deregistrations, anomaly situations
and emergency situations), emergency scenarios (i.e. dissemination of emergency
information).

Basically, our present work is about T'CS validation by modeling along the lines
of [1]. In fact, in our case, only a limited number of field tests can be run on the
actual system. This is because measures requiring long observation times inside the
infrastructure (that has to be closed to the ordinary vehicular traffic, with loss of
availability and money) should be kept to a minimum. Moreover measures which
would require irreproducible infrastructure scenarios (i.e occurrence of incidents
and emergency scenarios) cannot simply be done. From the above considerations
stem the importance safety and performance analysis on the system model.

TCS is a quite large hybrid system, that is a system with continuous as well as
discrete state variables. Automatic analysis of Hybrid Systems poses formidable
challenges both from a modeling as well as from a verification point of view. In
fact the simultaneous presence of continuous and discrete variables may lead very
quickly to state explosion, thus preventing completion of the verification process.

Many verification tools (model checkers) are available for automatic verifi-
cation of hybrid systems. Examples are: HyTech [93|2] and UPPAAL [T0JIS].
Also tools originally designed for hardware verification have been used for hybrid
systems verification. E.g. in [17] SMV [12I16] has been used for verification of
chemical processing systems.

In this case study we use the CMuryp [5/4] verifier since both HyTech and
SMYV could not complete the verification task because of state explosion. This is
in agreement with our previous experience in hybrid systems verification [I4].

CMurg is the Murg verifier [6/13] extended with (finite precision) real num-
bers [14], caching and disk based algorithms [15]5].

Automatic timeliness verification with the Murp verifier and performability
analysis of TCS telco network has also been studied, respectively, in [§], [7].

Our main contributions here can be summarized as follows. We sketch TCS
features (Section[3]), present our modeling of the TCS system (Sections [l BTl [4.2]
E3) ), present a formalization of the main TCS safety requirement (Section
B) and finally give experimental results showing effectiveness of our approach
(Section [B). Lack of space prevents us from giving the Murp model of TCS.

2 Basic Notions

A Finite State System (FSS) S is a 4-tuple (S, I, A, R) where: S is a finite set
(of states), I C S is the set of initial states, A is a finite set (of transition labels
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or events or actions) and R is a relation on S x A x S. R is usually called the
transition relation of S. We define the set next(s) of successors of state s as
follows: next(s) = {s'|JaR(s,a,s’)}.

The set of reachable states of S (notation Reach(S)) is the set of states of
S reachable in zero or more steps from I.

A trace w of S is a finite or infinite sequence m = sg, ag, $1, a1, ... s.t.: g € 1
and for i = 0,1,... R(s;,a;, s;+1) holds. We also write (i) for s(i).

In the following we will always refer to a given (once and for all) system S
= (5, I, A, R). Thus, e.g., we will write Reach for Reach(S). Also we may
speak about the set of initial states I as well as about the transition relation R
without explicitly mentioning S.

Let B = {0,1} the set of boolean values. An invariant for S = (S, I, A,
R) is a map ¢ from S to B. We say that S satisfies invariant ¢ iff for all
s € Reach ¢(s) = 1. That is, if for all reachable states of S, ¢ holds.

Safety properties are modeled using invariants. That is, an error state or an
undesired state is a state that does not satisfy the given invariant.

Basically, using a suitable high level language, a model checker takes as input
the definitions of an FSS S and of an invariant ¢ for & an returns PASS if S
satisfies , FAIL otherwise. Moreover, when a model checker returns FAIL, it
also returns a finite trace m = sq, ag, 1, a1,... Sk, of S leading to an error state,
that is we have ¢(7(k)) = ¢(sx) = 0.

From the above follows that, given a system S and an invariant ¢, a model
checker automatically carries out a a reachability analysis, i.e. the computation of
all reachable states, for S, looking for undesired states (i.e. states not satisfying
invariant ¢).

We plan to use CMury [5l4] extended with real numbers [I4] to analyze hy-
brid systems. For this reason we model hybrid systems as Discrete Time Systems
(DTSs). We show the easy relationship between DTSs and FSSs using a toy ex-
ample. Let us consider the DTS x defined by Equation[Il where x(¢) is the state
value at time ¢ and d(t) is the disturbance value at time t.

x(t+1) = {ig; fggg gﬂ’l‘givie?’ vt[d(t) € {0,1,2}],  x(0)=0. (1)
p1(v) = (v <5) pa2(v) = (v < 5) (2)

Fig. [ shows the FSS corresponding to the DTS defined by Equation [
The initial state x(0) = 0 is shown with an arrow in Fig. [l where nodes are
labeled with state values and edges are labeled with action (disturbance, in our
case) values.

Equation [2] defines possible invariants for system x in Equation [[l A model
checker taking as input the pair (x, ¢1) will return PASS since all reachable states
of x are less than or equal to 5. On the other hand a model checker with input (x,
p2) will return FAIL with the following trace (counterexample) 0,1,1,2,3,2,5.
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Fig. 1. FSS for the discrete time system in Equation [II

3 System Overview

In this Section we give a high level description of our TCS architecture. The
remaining Sections will gradually zoom in TCS components showing how our
Murp model is organized.

The goal of TCS is to monitor and control vehicle (mainly trucks) traf-
fic inside the CTI area. This is done by equipping each vehicle with suitable
sensors and actuators (e.g. to measure and control the distance from the pre-
ceding vehicle) and with telecommunication devices (to communicate with the
control center).

TCS consists of three main subsystems: Vehicles, Telecommunication network
(TLC) and, finally, the Tele Control Center (TCC).

The Tele Control Center (TCC) manages the vehicles in the CTI area. The
TCC-vehicle communication protocol is defined with Message Sequence Charts
(MSCs) which also define the telecommunication network load, since they define
the number of bytes traveling in the communication channels. In case of an
accident the TCC sends to all vehicles in the CTI suitable directives to escape
from the accident area.

This is the most stressful situation for the telecommunication network. Since
our main goal here is to verify the telecommunication network dimensioning, we
will just focus on the case in which, for some reason (e.g. an accident), the TCC
needs to send a given (emergency) message to all vehicles.

As far as we are concerned, vehicles are equipped as follows: 1) Fuel level
sensors, distance sensors, oil level sensors, etc; 2) GPRS telecommunication de-
vices; 3) Automatic Cruise Control (ACC), which takes from the TCC the max
speed and min distance and actuates vehicle throttle and brakes accordingly.

A vehicle equipped with the above devices is also called a mobile station.

For safety reasons a vehicle must be an autonomous system, i.e. it should work
safely also when the TCC or the telecommunication network are not working.
This is why vehicles are equipped with an Automatic Cruise Control (ACC) that
keeps the vehicle speed below a given threshold and the distance of the vehicle
from the preceding one above a given threshold.
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Communication between mobile stations (vehicles) and the TCC essentially
exploits the GPRS technology used to support communication between mobile
stations and TCC inside the whole CTT area.

CTI GPRS network consists of a set of Base Stations situated inside the
CTI. Each Base Station supports traffic for a certain number of Carriers. The
number of carriers per base station depends on the type and configuration of the
base station model.

Using Time Sharing policies each carrier, in turn, is split into 8 Time Slots.
This is the channel used for actual data transmission. The time slot channel has
a transmission speed of 10.22 kbps. Theoretically a GPRS terminal can use up
to 8 time slots in uplink (UL) plus 8 in downlink (DL). Typically, commercial
terminals use 6 time slots for uplink and downlink.

As an example, assuming we have a 3 carriers base station, we have available
3 % 8 = 24 time slots for each installation.

The following alternative working hypothesis have been considered in the
GPRS dimensioning: 1) The max bit rate (UL + DL) for each mobile station is
5 kbps, thus 2 vehicles can share one time slot; 2) The max bit rate (UL + DL)
for each mobile station is 2 kbps, thus 5 vehicles can share one time slot. Of
course the first solution gives faster communication, but requires more carriers.
The second solution saves on the number of carriers, yielding however slower
communication.

4 TCS Model

We use the Mury programming language to define our model and the Muryp
verification engine to check that our model meets given safety requirements.
Muryp uses a Pascal-like programming language to define model dynamics. This
makes the definition of complex systems quite easy, since an object oriented
modeling approach can be followed.

Because of lack of space we cannot present the actual Mury code of our
model. We will just describe the main subsystems forming our systems as well
as their interactions.

Murg constants are our TCS model parameters. Some of our constants
are suggested by [I1], others have been obtained from various (e.g. physical)
considerations.

Mury data structures are our TCS model objects (e.g. vehicles, etc). Murp
functions are used to define the dynamics of our TCS model.

As usual we follow the convention of ending function names with (). Function
names used in this section correspond exactly to those in the Mury model.

We model TCS as a discrete time system with sampling time 7' = 100ms [11].

A high level view of TCS consists of three main objects (Figure 2]). Namely,
(an array of) mobile stations (i.e. vehicles), the Telecommunication Network
(TLC), the Tele Control Center (TCC).

Figure shows some of the (Mury) functions (SendRequest(),
AssignChannel(), CheckBarrier() and BlueToothTrigger()) implementing
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Fig. 2. Model top view

the interaction between (top) TCS objects, namely Mobile Stations, TCC
and TLC.

Mobile Stations and TCC communicate via the TLC which consists of a
GPRS network and a system of antennas used to check vehicle parameters (e.g.
position) at the CTT barriers (CheckBarrier () in Figure[2]) and possibly to send
messages to the TCC (BlueToothTrigger () in Figure ).

For GPRS communication a channel must be assigned to the peers. This is
modeled as follows (Figure [2). The sender asks for a communication channel
SendRequest () to the Network Manager. Once such channel is assigned to the
sender (using AssignChannel ()) the communication can take place. That is the
sender can send its message to the receiver (Data).

Note that the CTI itself does not appear in Figure @l This is because the
CTI status does not change over time. Thus it can be simply modeled using its
physical constants.

For example, constant TUNNEL_LENGTH defines the physical length of the CTI
under consideration. Constant APPROACHING LENGTH defines the distance out-
side CTT entrances that we still consider relevant for our modeling (CTI area).
Constant TOOTH DISTANCE gives the distance of the first Bluetooth barrier from
the CTT entrance (of course, on both sides of the CTI). As a result, position
(in meters) of the four CTI barriers can be easily computed. Thus, in our TCS
model, to formalize the fact that a vehicle has passed a certain barrier it suffices
to compare the vehicle position with the barrier position.

4.1 Vehicles

A single vehicle is modeled using a record (named Vehicle). Each record
Vehicle field models a vehicle feature (e.g. position, speed, etc) needed in
order to define the dynamics of our model. In other words, record Vehicle holds
the vehicle state information.
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Our CTT has one lane for each direction. Each lane is modeled with an array
of size NUMBER_OF _VEHICLES_PER_LANE of vehicle records.

A vehicle can be a car or a truck. Each vehicle is equipped with suitable
communication devices [I1]. For this reason, in our context, vehicles are also
called mobile stations or terminals (when dealing with TLC network issues).

When modeling a vehicle dynamics we also take into account its acceleration
and deceleration characteristics.

4.2 The Tele Control Center

The TCC consists of four interacting subsystems: 1) Communication devices;
2) Constant directives (storing system parameters)p 3) Registered vehicle data
(storing information about registered vehicles); 4) Right monitoring devices
(handling the tight monitoring procedure to be describe din Section 7).

For example, among the TCC constants directives (parameters) we have
STANDARD RECOMMENDED SPEED (70 Km/h) STANDARD RECOMMENDED DISTANCE
(150 m). If an anomaly occurs in the monitored area TCC suitably recomputes
these values.

For each vehicle v, TCC stores information about v as well as information
about the messages exchanged between TCC and v.

Our model for the Tele Control Center consists of: 1) CTI Status Variables,
storing all information (directives) to be sent to vehicles (e.g. Recommended
Speed AND Recommended Distance); 2) The I/0 system handling GPRS com-
munication with the mobile stations; 3) Administrative information to make
decisions about messages to be sent to vehicles.

4.3 The Telecommunication Network

The TLC network is one of the main target of our analysis. More specifically,
our goal is to check that TLC dimensioning guarantees TCC ability to safely
handle emergency situations. In fact, when an emergency occurs, TCS sets up
a particular emergency procedure involving the TCC as well as many vehicles.
This is the more demanding situation for the telco network.

Figure [3 shows our model for the telecommunication network. We view the
telecommunication network as a set of (virtual) channels and a manager that
handles virtual channel assignments and releases.

To save on the state space dimension, we only model the GPRS network and
ignore other components.

In the GPRS architecture each base station can have up to 12 carriers, al-
though typically a base station has 3 or 4 carriers. In our setting we can assume
that each base station can have at least 6 carriers because of the high expected
traffic volume. In the following we denote with C' the number of carriers for each
each base station.

Each carrier can have up to 8 time slots to be used for communication.
However usually at most 6 are used. In the following we denote with N5 the
number of time slots for each carrier.
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In the following we denote with Tspecq the number of bits per second that
a time slot can transmit. With the network configuration envisaged in [I1] we
have: Tspeca = 10.22 kbps = 10465 bps.

The same time slot can be used by more than one terminal (vehicle). We
denote with Vp;. the number of vehicles sharing the same Time Slot.

For example if the max bit rate per vehicle (UpLink 4+ DownLink) is 5kbps
we can allocate 2 vehicles on the same time slot.

We define as Virtual Communication Channel or just channel the trans-
mission bandwidth ideally allocated to each terminal (vehicle). In the previous
example we have 2 channels with a transmission speed of 5kbps for each slot.

We denote with B the number of base stations available.

Given the network technology (e.g. GPRS for us) the number of channels
NUMBER_OF _CHANNELS and their speed CHANNEL_CAPACITY are project require-
ments for the network design. The following relations hold:

NUMBER_OF_CHANNELS = BC'Ngjots, CHANNEL_CAPACITY = Tspeca/ Venic-

For example, with our data (Tspeeq = 10.22 kbps, Vepie = 5) we have:
CHANNEL_CAPACITY = Tspeed/Venic = 10465/5 = 2093 bps.

Here we are only interested in transmission capacity. For this reason we
consider channels as basic elements of our modeling.

Communication channels, of course, can be implemented with many tech-
nologies. The only difference resides in the network architecture (e.g. number
of base stations, carriers, etc) needed to meet the given network specifications,
NUMBER_OF _CHANNELS, and CHANNEL_CAPACITY for us.

In other words, NUMBER_OF_CHANNELS and CHANNEL_CAPACITY define the ez-
ternal view of the telecommunication network and are indeed the design parame-
ters of the network itself. Since our goal is to study the interaction of the telecom-
munication network with the other TCS subsystems NUMBER_OF_CHANNELS and
CHANNEL_CAPACITY are indeed a good abstraction of the network. That is, they
are what the other TCS subsystems see of the network.

Of course the above computation of B assumes that each base station covers
most of the area of our interest. This is a reasonable assumption in the case of
CTTI area.

Communication set up is done, once and for all, from each vehicle upon en-
tering CTI area. This establishes a communication link between the terminal
(vehicle) and the TCC. During this setup the vehicle sends to the TCC admin-
istrative information such as vehicle identifier, etc. When a terminal (vehicle)
wants to communicate with the TCC it must look for an available channel, that
is a channel not in use by another vehicle. Only once such available channel is
found communication can take place. Thus each communication round is pre-
ceded by a channel search phase.

A terminal (vehicle) may loose its communication link with the TCC. In such
cases the interaction protocol with the TCC is such that the lost link cannot be
recovered. Thus if a vehicle looses its communication link, it is no more connected

to the TCC.
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Fig. 3. Telecommunication Network

4.4 Communication Protocols

The protocols used in the TCS are defined by using Message Sequence Charts
(MSCs). In particular we have a Vehicle Registration Procedure (VRP), a Vehicle
Deregistration Procedure (VDP), a Tele Control Application Procedure (TAP), a
CTI Exit Procedure (CEP), an Emergency Procedure (EP). To make our model
working we have to model all such procedures. For space reasons, however, here
we only show (Figuredl) the Emergency Procedure which is needed to define our
safety requirement.

Many different kind of emergencies, with different severity levels, each re-
quiring specific recovery procedures, are considered in CTI.

However, emergency ranking often requires a human intervention. This is
hard (if possible at all) to model in our framework. On the other hand our goal
here is to evaluate safety of the Tele Control System consisting of the TCC, the
TLC network and the vehicles. For this reason we just consider the emergency
situation that is more demanding for the TLC network. This happens when the
TCC has to broadcast an emergency message to all vehicles in the CTI area,
Figure @

Our goal here is to simulate an accident blocking traffic on both lanes. In this
case TCC sends to all vehicles a request to stop. Thus in our model we have a
procedure SimulateAccident () that stops (suddenly) a given vehicle at a given
point in the CTI. That vehicle then sends a DetectedAnomalyMessage to the
TCC. Such message send to the TCC the vehicle id, the kind of accident, etc.

Upon receiving the DetectedAnomalyMessage message the TCC, once it has
determined the nature of the emergency, starts the procedure in Figure @ More
specifically, once the TCC has determined the nature of the emergency, it sends
a recovery strategy using the message ActivateRepairingPlanningRequest
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(left side of Figure Hl). At the same time TCC sets to true the TCC alarm
field and registers the vehicle involved in the emergency in order to activate
a Tight Monitoring (TM) procedure. The TM procedure tells TCC to check
the vehicles status with a higher frequency than usual. Moreover one (virtual)
channel is reserved for each vehicle under tight monitoring. The mobile sta-
tion (vehicle) answers the ActivateRepairingPlanningRequest message with
a ActivateRepairingPlanningResponse message.

The right side of Figure @ shows that notice of a serious emergency (incident)
must be broadcasted to all vehicles in the CTI area. This, together with the
ongoing TM puts a nontrivial load on the TLC network. Checking that the
TLC network, under such condition, can deliver the emergency notification, to
ALL vehicles in the CTI area within an assigned time constraint, is the safety
requirement what we want to verify here.

Of course satisfaction of such requirement depends on the number of virtual
channels available, which in turn depends on the TLC network dimensioning.

Moreover we must consider that GPRS technology, used for our TCS, does
not allow one to many communications. Thus the broadcast needed in case of
the above mentioned emergency is simulated by the TCC by sending sequentially
to each vehicle in the CTT area the emergency message.

The message to be broadcast to all vehicles is Dissemination 0f_
Emergency_Info and its length is 200 bytes (the longest message of all here).
This message transmit an updated version of the emergency exits map, a strategy
to leave the accident area as well as TCC notes (if any).

Summing up, we are going to analyze the scenario in which there is
one vehicle that requires tight monitoring and TCC that broadcasts the
Dissemination Of Emergency_Info message. This is the most stressful situa-
tion (assuming single vehicle failure) for the TLC network.
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Note that, the case in which we have n channels and (k 4+ 1) vehicles
requiring tight monitoring and (at the same time) broadcasting of the
Dissemination_0f Emergency_Info can be treated as the case in which we have
(n — k) channels and one vehicle requiring tight monitoring and broadcasting.
This is because each vehicle under tight monitoring reserves a channel which is
not released until the tight monitoring is over.

5 Requirements

Mury defines requirements by using invariants. An invariant is a condition that
all reachable states must satisfy. In other words, if a reachable state does not
satisfy the given invariant we have a reachable undesired (error) state. The ver-
ifications task is to check if it is possible for the given system to reach an error
state, i.e. to reach a state that does not satisfy the given invariant.

In general there are many invariants to check, one for each requirements.
Here we will discuss only the main invariant for our system.

Our invariant asks that the time needed by the TCC to broadcast the
Dissemination Of Emergency Info message (Section [L4]) be below given
threshold TIME_TO_FAULT.

The TCC, Upon receiving the Detected_Anomaly Message from the vehicle:

— handles, if possible, vehicle involved in an accident;

— sends (broadcast) to all N registered vehicle a
Dissemination 0f Emergency_Info message;

— sets to 0 the value of our auxiliary variable ReceivedAcks counting the
number of ack’s (Emergency_Info_Ack) received in response to the
Dissemination 0f Emergency_Info message;

— initialize our timer timer to TIME_TO_FAULT.

Depending on channel availability some messages will get sent immediately,
some will have to wait accordingly to the rules described in Section 3l

Upon receiving message Dissemination 0f Emergency_Info, each mobile
station will send to the TCC a Emergency_Info_Ack message. The TCC, in turn,
increments by 1 counter ReceivedAcks for each Emergency_Info_Ack message
received.

At each sampling time, variable timer is decremented by SAMPLING_TIME.

Our invariant asks that it does not take too much to broadcast the emergency
info to all vehicles in the CTI area. That is, (timer # 0 or receivedAcks = N).

Using Mury syntax this is written as follows.

Invariant "Too much time to deliver"
I (timer = 0.0) | receivedAcks = registeredVehicles;

That is, not too much time is elapsed (!(timer = 0.0)) or all vehicles
have got the Dissemination 0f Emergency_Info message (receivedAcks =
registered Vehicles).

Of course the more virtual channel we have, the more chances we have to
make our invariant true.
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6 Experimental Results

In this Section we describe our verification experiments and show our experi-
mental results.

Our invariant has been defined in Section Bl

What remains to be defined is the constant TIME_TO_FAULT denoting the
maximum time by which all emergency messages have to be sent.

Taking TIME_TO_FAULT too large would make our verification uninteresting.
On the other hand, taking TIME_TO_FAULT too small would give us false positives
i.e. errors that indeed do not occur in the actual system.

We estimate a reasonable value for TIME_TO_FAULT as follows. Let v be the
vehicle suggested speed inside the CTI and let d be the minimum distance among
vehicles in the CTI. Suppose that a vehicle speed suddenly drops to 0 (stop).
The following vehicle will bump into such stopped vehicle after

Tbump = d/v

Assuming (our case) that v = 70Km/h and d = 150m, we have Tpymp =
7.7 seconds. Considering some lead time the above calculation suggests us to set
TIME_TO_FAULT to 5 seconds. That is we ask that within 5 seconds all vehicles in
the CTT are reached by the emergency message broadcasted by the TCC.

Two parameters can (and do) lead to state explosion: the number of vehicles
and nondeterminism in the inter-arrival times between vehicles.

Thus, to avoid state explosion, we scale down our model as follows.

— We limit the number of vehicles in the tunnel area.

— We set the inter-arrival time (ENQUEUING_TIME) to 5 seconds for 70% of all
vehicles. The remaining 30% vehicles have a non deterministic interarrival
time in the interval [ENQUEUING_TIME - 1, ENQUEUING_TIME + 1].

Figure Bl shows the experimental results we obtained with Murey.

Column Vehicles gives the total number n of vehicles in the CTT area (namely
we have n/2 vehicles per lane).

Column Channels gives the minimum number of virtual channels needed to
pass verification. For example with 10 vehicles we need at least 4 channels to
satisfy our invariant. If we use 3 channels our invariant fails.

Column Rules gives the number of rules fired by the Murg verifier during
verification.

Column Time gives the time (in seconds) needed to complete our verification.

Column Reach gives the number of reachable states.

Column State Size gives the number of bit used by Mury to represent each
state.

The results in Figure Bl have been obtained using Mury 4.2 [4] with 200 MB
RAM (option -m200) bit compression and hash compaction enabled (options -b
-c) on a 800 MHz Pentium 3 Linux PC. Note that computation times in Figure
depend on the size of the set of reachable states (column Reach). The latter,
in turn, depends on both number of vehicles and number of channels.
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Of course we may use Figure[Blto dimension our TLC network. It is interesting
to compare the dimensioning obtained from Figure [l with that obtained from
the approximate worst case analysis of the TLC network.

Figure [@ plots our results from Figure [l (bottom curve) as well as the curve
obtained from the TLC network dimensioning (top curve) suggested in [11]. On
the = axes we have the number of vehicles in the CTT area (column Vehicles of
Figure[d)). On the y axes we have the minimum number of virtual channels that
the TLC network should have (column Channels of Figure ().

The exact analysis via model checking shows (Figure[d]) that we may save on
the virtual channel (and thus on the TLC network size) without compromising
safety. In other words, our analysis allows us to estimate the robustness of our
dimensioning, i.e. how many channel we may lose without compromising safety.

Safelunnel doc cutve
@
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Time tate o
Vehicles|Channels| Rules (Sec) Reach |Size
(bits) @
10 4 77942 1798 |26332| 2890
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Fig. 5. Murphi TCS model experimen- Fig. 6. Comparison between Murphi
tal results TCS model results from Figure Bl and

TLC dimensioning in [11]

7 Conclusions

Our experimental results (Section [ show that the approach presented here
can be used to verify safeness of critical TLC network dimensioning parameters
(namely bandwidth) as well as robustness w.r.t. safety of the TLC network
dimensioning.

The main obstruction to be overcome is state explosion. Thus, in order to
verify larger hybrid systems more efficient model checking algorithms are needed.
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Abstract. We present a formal method based on graph rewriting sys-
tems for the specifications and the proofs of fault-tolerant distributed al-
gorithms. Our method deals with crash failures. In a crash failure system
the process can fail by crashing, i.e. by permanently halting. The faulty
processes are the processes contaminated by the crashes. The method-
ology is formalized in two phases. In the first phase, we build the set of
illegitimate configurations to specify the faults and the faulty processes.
The second phase is devoted to the addition of correction rules in the
initial graph rewriting system used to encode the distributed algorithm.
These rules are able to detect and eliminate the faults locally during the
computation. This method can be implemented under an asynchronous
message passing system which notifies the faults. To illustrate this ap-
proach, we present examples of fault-tolerant distributed spanning tree
algorithms.

Keywords: Distributed systems, Fault-tolerance, Graph rewriting sys-
tems, Local computations.

1 Introduction

Distributed computing systems are becoming larger and larger, heterogeneous
and complex. Since the applications running on these systems require the co-
operation of many components, they are prone to faults and errors of many
different types, leading to inconsistent executions. Most research works refer to
two paradigms that are self-stabilization and fault-tolerance. In the first one,
failures are transient [5l9] and can affect all the processes of the system. The
second paradigm deals with the permanent failures. In [9] we already presented
a method to design self-stabilizing distributed algorithms. In this study we focus
on the permanent failures, called crash failures. The process which crashes is
assumed to stop its execution. There are two principal approaches to improve
the reliability of a system. The first is called fault prevention [14] and the second
approach is fault-tolerance [2/I8[3]. The aim of this approach is to provide a
service in spite of the presence of faults in the system.

In a distributed system modeled by a graph, where nodes represent processes
and edges communication links, a configuration is a pair (S, M), where S is a
set of states of all processes and M is a set of messages that are not delivered
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to their receivers. We say that a configuration is correct if it is reachable from
the initial states of all processes and all links are free. Informally, fault-tolerant
algorithms ensure that after any failure, the system will automatically recover
to reach a correct configuration in a finite time. An algorithm is called fault-
tolerant if it eventually starts to behave correctly regardless of the configuration
with fault components. Because the paradigm of designing fault-tolerant dis-
tributed algorithms is challenging and exciting, we are interested to study and
design fault-tolerant algorithms in our framework: local computations [I5]. This
a powerful model to encode distributed algorithms.

The motivations of this work are on the one hand to formulate the prop-
erties of fault-tolerant algorithms by using those of rewriting systems yielding
simple and formal proofs. On the other hand, as locality is an important feature
of distributed computing, it is important to understand how to carry on local
computations in the presence of faults.

Many fault-tolerant algorithms have been already designed [TIST7TIITZ].
However, most of these works propose global solutions which require to involve
the entire system. As networks grow fast, detecting and correcting errors globally
is no longer feasible. The solutions that deal with local detection and correction
are rather essential because they are scalable and can be deployed even for large
and evolving networks. Moreover, it is useful to have the correct (non faulty)
parts of the network operating normally while recovering locally the faulty com-
ponents. An important result states that consensus is impossible in asynchronous
message passing system with one crashed process [7]. The basic approaches to
solve this problem are to introduce some weak forms of synchrony [6] or to limit
the number of crashes [13]. Therefore, such a system is improved by detection
service [4J10] and consensus problem can be solved in a fault-tolerant manner.

In this work, we deal with the problem of designing algorithms encoded by
local computations on a distributed computing with crash faults. We consider
an asynchronous system whose processes communicate by message passing. In
our approach, the properties of the program in the absence of faults are encoded
by a rewriting system, and the fault-tolerance properties of the program are de-
scribed with the behavior of the program when some faults occur. The faults are
specified as a set of illegitimate configurations that disturb the state of the pro-
gram after crashes of some component. We propose an operational and practical
methodology to construct fault-tolerant protocols. A fault-tolerant distributed
system is thus the system which encodes the distributed computation in a re-
liable system (without faults) improved by some correction rules. Those rules
consist to detect and eliminate all the illegitimate configurations. This method-
ology is illustrated by an example of a distributed spanning tree construction.

The paper is organized as follows. The model of distributed system and the
model to encode distributed algorithms are explained in Section 2. In Section 3
we present the local computations with illegitimate configurations, an extending
model to represent the faulty processes. Then, we describe our method to design
fault-tolerant systems. Section 4 presents example of fault-tolerant spanning tree
algorithm, an application of our approach. Finally Section 5 concludes the paper.
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2 Preliminaries

2.1 The Model of Distributed System

A distributed computing is modeled by a graph G = (V, E), where V is a set of
nodes and F is the set of edges. Nodes represent processes and edges represent
bidirectional communication links. The network is anonymous, processes com-
municate and synchronize by sending and receiving messages through the links.
The graph is unspecified and each node communicates only with its neighbors. A
process can fail by crashing, i.e. by permanently halting. Communication links
are assumed to be reliable. After a node fails, an underlying protocol notifies
all neighbors of this node about the failure. We assume the existence of a dis-
tinguished node which is usually not crashed. A graph is k — connected if the
graph remains connected after the deletion of any set of (k—1) nodes. The graph
required is assumed to remain connected during the whole execution, we allow
at most (k — 1) failing processes at the same time in the k — connected graph.
The connection of the graph guarantees that each no-crashed process can send
a message to all other no-crashed process. We are interested to study the fault-
tolerant distributed algorithms where the connection of the graph guarantees the
existence of solution. The parameter (k — 1) is the degree of fault-tolerance [I]
of these algorithms. We encode the fault-tolerant algorithms by graph relabeling
systems [I5]. As we shall see, this will simplify the proofs of the algorithms.

2.2 Graph Rewriting Systems (GRS) to Encode Distributed
Algorithms

Local computations, and particularly graph relabeling systems [I5] are a pow-
erful model which provides general tools to encode distributed algorithms, to
prove their correctness and to understand their power. In such a model we con-
sider a network of processes with arbitrary topology represented as a connected,
undirected graph where nodes denote processes, and edges denote communica-
tion links. Every time, each node and each edge is in some particular state and
this state will be encoded by a node label or an edge label. According to its
own state and to the states of its neighbors, each node may decide to realize
an elementary computation step. After this step, the states of this node, of its
neighbors and of the corresponding edges may have changed according to some
specific computation rules. Let us recall that graph relabeling systems satisfy the
following requirements:

(C1) they do not change the underlying graph but only the labeling of its com-
ponents (edges and/or nodes), the final labeling being the result,

(C2) they are local, that is, each relabeling changes only a connected subgraph
of a fixed size in the underlying graph,

(C3) they are locally generated, that is, the applicability condition of the rela-
beling only depends on the local context of the relabeled subgraph.
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Let L be an alphabet and let G be a graph. We denote by (G, A) a graph
G with a relabeling function A : V(G) U E(G) — L. A graph relabeling system
is a triple ® = (L, I, P) where L is a set of labels, I is a subset of L called the
set of initial labels and P a finite set of relabeling rules. Consider an arbitrary
system R = (L, I, P) and a labeling function A. A relabeling step will be denoted
by (G, ) = (G, X). The notion of computation then corresponds to the notion

of relabeling sequence. A relabeling sequence will be denoted by (G, \) %

(G,XN). A graph relabeling system R is noetherian if there is no infinite R-
relabeling sequence starting from a graph with initial labels in I. We use the
following notations:

(2) A(uw) : the labels of node u
(#3) A(u,v) : the labels of the edge connecting the node u and the node v
(#91) B(u) : the set of the neighbors of node u.

The program is encoded with graph relabeling system ® = (L, I, P). The
labels of each process represent the value of its variables. Each rule in the set P
is an action which has the following form:

R1 : RuleN{ Precondition}{Relabeling}

The label R1 is the number of the rule and the label RuleN is the name of
the action. The component Precondition of a rule in the program of vy is a
boolean expression involving the labels of vy and the labels of its neighbors. The
Relabeling component of a rule of vy updates one or more labels of vy and its
neighbors. A rule can be executed only if its precondition evaluates true. The
rules are atomically executed, meaning that the evaluation of a precondition and
the execution of a corresponding relabeling, if the precondition is true, are done
in one atomic step.

3 Fault-Tolerant Graph Relabeling Systems

In our model, processes can fail by crashing. The crash failures are permanent.
After the crashes of some components in the distributed system, some other
components become transiently faulty. We use the following definitions:

(a) Crashed process: a process permanently stops after a crash. It does not follow
its algorithm.

(b) Faulty process: a process which is contaminated by a crashed process. It
follows its algorithm but may deviate from that prescribed by its algorithm.

(c) Correct process: a process which does not belong to the set of crashed pro-
cesses nor to set of faulty processes. It follows its algorithm.

From previous definitions, fault-tolerance is the mechanism to recover the faults
(errors) introduced after the crash of some components during the computation
in the distributed systems. The contamination processes are the processes which
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do not respect the specification of the system after the crashes occurred. These
processes are the neighbors of crashed processes and we are interested to elimi-
nate locally these bad (illegitimate) configurations.

A configuration is a pair (S, M) where S is the set of states of all processes
and M is a set of messages that are not delivered to their receivers. A local
configuration of a process is composed by its state, the states of its neighbors
and the states of its communication links. In this work, we will be interested in
local illegitimate configurations. To this end, we introduce a particular type of
graph relabeling systems.

3.1 Graph Relabeling Systems with Illegitimate
Configurations(GRSIC)

Local configurations will be defined on balls of radius 1. A star-graph is a rooted
tree where all nodes except perhaps the root have degree 1. The root will be
called the center of the star-graph. Since any ball of radius 1 is isomorphic to a
star-graph, illegitimate configurations will be described through their supports
(the labeled star-graphs). More precisely, an illegitimate configuration f is a
labeled star-graph, say (By,Ar), where By is a star-graph and Ay a labeling
function defined on it. Sometimes, it is useful to express such a configuration by
a predicate on the edges, nodes and labels of the corresponding star-graph. For
instance, a graph consisting of two nodes, u labeled A and v labeled B which
are connected by an edge labeled C' will be written:

Av)=Aand Fu € B(w) : AMu,v) = C and A\(u) = B

For a labeled graph (G, \), we say that a local configuration f = (By, Af) is
illegitimate for (G, A), if there is no subgraph in (G, \) which is isomorphic to
f. In other words, there is no ball (neither sub-ball) of radius 1 in G which has
the same labeling as f. This will be denoted by (G, A\)— F f. Moreover, if F is
a set of illegitimate configurations, we extend the last notations to (G, \)- F F
meaning that each element of F is an illegitimate configuration. It means that a
labeled graph (G, \’) contains an illegitimate configuration if it does not exist a

labeled graph (G, ) where: (G, \) % (G, X'). The parameter k is a finite number

of relabeling rules’ application.

A graph relabeling system with illegitimate configuration is a quadruple
R = (L,I,P,F) where L is a set of labels, I is a subset of L called the set
of initial labels, P is a finite set of relabeling rules and F is a set of illegit-
imate configurations. Let us give two examples of illegitimate configurations.
Consider the following graph relabeling system given to encode a distributed
spanning tree.

Assume that a unique given process is in an “active” state (encoded by label
A), all other processes being in some “neutral” state (label N) . The tree initially
contains the unique active node. At any step of the computation, an active node
may activate one of its neutral neighbors. This computation stops as soon as all
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the processes have been activated. The spanning tree is then obtained by consid-
ering all the activated nodes and the edge between each node and its activated
node. Every process v; maintains two variables:

e span(v;): is a variable which can have two values:

A: v; is in the tree

N: v; is not yet in the tree
e par(v;): is the port number of the parent of v; in the spanning tree, i.e the
node which activated v;.

An elementary step in this computation may be depicted as a relabeling step by
means of the relabeling rule R1, given in the following, which describes the corre-
sponding label modifications (remember that labels describe process status):

R1: Spanning rule
Precondition :
* A(wo) = (span(vo), par(vo))
e span(vg) = N
e Ju; € B(w), span(v;)) = A
Relabeling :
e span(vg) := A
e par(vo) := v;

L T v B

Fig. 1. Example of a distributed spanning tree’s computation

Whenever an N-labeled node finds one of its neighbors labeled A, then the
corresponding subgraph may rewrite itself according to the rule. After the ap-
plication of the relabeling rule, node vy labeled (N, 0) changes its label to (A, v;)
where v; is its neighbor labeled A. A sample computation using this rule is given
in Fig 1. In this figure, the value of the variable span(u) is the label associ-
ated to the node. The value of the variable par(u) is shown by 1. Relabeling
steps may occur concurrently on disjoint parts on the graph. The set FE,, is
the set of edges (vi,par(v;)) V v; € V. When the graph is irreducible, i.e no
rule can be applied, a spanning tree of a graph G = (V, E) is computed. This
tree is the graph G; = (V, E,,) cousisting of the nodes of G and the set of the
marked edges.
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The previous algorithm can be encoded by the relabeling system R; =
(Ll,IhPl) defined by L1 = {{ZV7 A} X {N}}, Il = {{N} X {0}} and P1 = {Rl}

Crashed process

vi is a faulty proces

Fig. 2. The faulty process with the crashed process

Clearly, a node labeled A must have a parent, if span(v;) = A and v; is not
root, then there exists at least one neighbor of v; labeled A, or a parent of v; is
crashed and v; is a faulty process as shown in Fig 2. Formally, we deal with the
following predicate fi : span(v) = A, v # root and -3 u € B(v) : span(u) = A.

3.2 Local Fault-Tolerant Graph Relabeling Systems (LFTGRS)

A local fault-tolerant graph relabeling system is a triple ® = (L, P, F) where L
is a set of labels, P a finite set of relabeling rules and F is a set of illegitimate
local configurations. A local fault-tolerant graph relabeling system must satisfy
the two following properties:

e Closure : Y(G,\) € G, if (G,\)— F F then V(G, \)
/(G,\) ? (G, N): (G N)=+F

e Convergence : Y(G, \) € G, 3 an integer [ :
(G, \) % (G, N): (G N)-+F

As for fault-tolerant algorithms, the closure property stipulates the correct-
ness of the relabeling system. A computation beginning in a correct state remains
correct until the terminal state. The convergence however provides the ability
of the relabeling system to recover automatically within a finite time (finite se-
quence of relabeling steps). The graph required is assumed to remain connected
during the whole execution, we allow at most (k — 1) failing processes at the
same time in the k — connected graph. The connection of the graph guarantees
the existence of a solution after the crashes in the graph. Consider a problem of
distributed spanning tree. In our example, the existence of a spanning tree of a
graph G is assured by the connection of the graph G.

As we shall see, the set of relabeling rules P is composed by the set of re-
labeling rules P used for the computation and some correction rules P. that
are introduced in order to eliminate the illegitimate configurations. The latter
rules have higher priority than the former in order to eliminate faults before
continuing computation.
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Theorem 1. If ® = (L,I,P,F) is a graph relabeling system with illegitimate
configurations (GRSIC) then it can be transformed into an equivalent local fault-
tolerant graph relabeling system (LFTGRS) Rs = (L, Ps, F).

Proof. We will show how to construct s = (L, Ps, F). It is a relabeling sys-
tem with priorities. To each illegitimate local configuration (B, \f) € F, we
add to the set of relabeling rules the rule R. = (By, A\f,A;) where )\; is a
relabeling function associating an initial label to each node and edge of By.
The last relabeling function depends on the application; for example, the ini-
tial value of a node label is IV in general, and the label of an edge is 0. The
rule R, is, in fact, a correction rule. Thus the set of P, consists of the set
P to which is added the set of all correction rules (one rule for each illegiti-
mate configuration). Finally, we give a higher priority to the correction rules
than those of P, in order to correct the configurations before applying the
rules of the main algorithm. It remains to prove that it is a fault-tolerant
system.

o Closure: Let (G,\)- + F. If (G, \) is an irreducible graph obtained from
(G, A) by applying only the rule of P, then (G, \") does not contain an ille-
gitimate configuration. This can be shown by induction on the sequences of
relabeling steps [16/15].

e Convergence: Let G, be the set of graphs G and h : G — IN be an
application associating to each graph G, the number of its illegitimate con-
figurations, then for a graph (G, \), we have the following properties:

. The application of a correction rule decreases h(G).
. The application of a rule in P does not increase h(G).

Since, the correction rules have higher priority than the rules in P, and since
the function h is decreasing, then it will reach 0 after a finite number of relabel-
ing steps. O

Note that the last property of convergence can also be proved by using the
fact that the relabeling system induced by the correction rules is noetherian. Let
us note that the correction rules depend on the application. While the proofs
above are based on the local reset (to the initial state) which can be heavy
because it may induce a global reset by erasing all the computations, it is more
efficient for particular applications to choose suitable corrections as we shall see
in the following examples.

We present in the sequel a spanning tree computed by a local fault-tolerant
graph relabeling system. We start by defining some illegitimate configurations to
construct a set Fi, then we improve the system by adding the correction rules to
detect and eliminate these configurations. For the present system, we deal with
the set F; defined bellow.

Definition 1 (correct node (faulty)). A node v is correct (resp. faulty) if it
satisfies one (resp. it satisfies none) of the following properties:
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1. if v is labeled (A,0) then v = root,
2. if v is labeled (A, u) then there exists one node u labeled (A, w),
3. if v is labeled (N,0) then there does not exist node u labeled (A,v).

From Definition 1, F; = {f1, fo}, where f; and f5 are defined as :

fi + 3wy # root, span(vg) = A and =3 v; € B(vg) : par(vg) = v; and
span(v;) = A.

f2 1 3 wo, span(vg) = A, par(vg) = v; and span(v;) = N.

The correction rules are deduced from the previous configurations:

Rcl : Crash of a parent rule
Precondition :
® vy # root
e A\(v9) = (span(wo), par(vo))
e span(vg) = A
o =3 v; € B(wo) : par(vo) = v; and span(v;) = A
Relabeling :
e span(vg) := N
e par(vo) :=0

Rc2 : Cleaning rule

Precondition :
e A\(v9) = (span(wo), par(vo))
o span(vg) = A
e par(vo) = v;
e span(v;) = N

Relabeling :
e span(vg) := N
e par(vo) :=0

We assume in this system the existence of a distinguished node called the root
which is initially labeled A and which is usually correct.

We define the relabeling system s, = (L1, Ps,, 1), where P;, = {R1, Rel,
Rec2} such that Rel, Re2 = R1. We now state the main result.

Theorem 2. The relabeling system Rs, is locally fault-tolerant. It encodes a
fault-tolerant distributed algorithm to compute a spanning tree.

Proof. The proof of fault-tolerance results from Theorem 1. To show that the
result is a spanning tree, we use the following invariants which can be proved by
induction on the size of the relabeling sequences:

(I1) All N-labeled nodes are O-parent.

(I2) Each parent is an A-labeled node.

(I3) The subgraph induced by the node-parent edges is a tree.
(14)

14) The obtained tree of the irreducible graph is a spanning tree. O
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Fig. 3. Example of fault-tolerant spanning tree algorithm execution

Fig. 3 gives a sample computation of a spanning tree with a crash of a process after
the step Ty4. The steps 11, T> and T3 represent the application of the main rule R1.
The process corresponding to the node shown by a star crashes after the step T, and
remains in a faulty state until the end of the execution. Since the edge incident to
this node belongs to the spanning tree (bold edge), it must be deleted from the tree
and the adjacent node will be labeled N. That is done in step T5 which is an applica-
tion of Rcl by the node in the square. Now, the latter node labeled N is a parent of
anode labeled A. In step T§, the node in the square applies the rule Rc2 by relabel-
ing itself to IV. Note that since Rcl and Rc2 have highest priority, it will be applied
on the context of the faulty node before R1. Then, in step T7, Tg, Ty, the rule R1 is
applied allowing to continue the computation of the spanning tree by avoiding the
faulty node.

4 Example: Spanning Tree with Termination Detection

Let us illustrate fault-tolerant distributed algorithm which computes a spanning
tree of a network with termination detection. We start with an algorithm in a
network without crashes.

Assume that a unique given process called the “root” is in an “active” state
(encoded by label (A,0)), all other processes being in some “neutral” state
(label (N,0)). The tree initially contains the unique active node. At any step
of the computation, an active node may activate one of its neutral neighbors.
Then the neutral neighbor becomes active and marks with the variable par its
activated neighbor. When node vy cannot activate any neighbor because all of
these have already been activated by some other nodes, vy transforms its state
into a “feedback” state. When all the activated nodes(“sons”) of vy are in the
“feedback” state, it transforms its state into a “feedback” state. The root detects
the termination of the algorithm when it is in the “feedback” state. Every process
v; maintains two variables:
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e span(v;): is a variable which takes three values:
N: v; is not yet in the tree
A: v; is in the tree
F: v; is in the feedback state, it finds all its neighbors in the tree and all its
sons in the feedback state
T': the termination detection at the root

e par;: is the number of the port connected v; to its activated neighbors

We consider the following relabeling system which encodes a distributed al-
gorithm computing a spanning tree with termination detection, o = (Lg, Iz, P»)
defined as Ly = {{N, A, F, T} x{N}}, I, = {{N} x{0}}, P» = {R1, R2, R3, R4}.
The label of each node vy is (span(vy), par(vg)). Now we present the set of rules:

R1: Root diffusion rule
Precondition :
® A(vo) = (span(vo), par(vo))
e vy =root
e span(v;) = N
Relabeling :
e span(vg) := A

R2 : Node diffusion rule
Precondition :
e \(wg) = (span(vo), par(vo))
e span(vg) = N
e Jv; € B(w), span(v;) = A
Relabeling :
e span(vg) = A
e par(vo) := v;

R3 : Node feedback rule
Precondition :
e \(wg) = (span(vo), par(vo))
® vy # root
e span(vg) = A
e Vv, € B(vo) : (span(vi) # N) and (par(v;) # vo or span(v;) = F)
Relabeling :
e span(vg) :=F

R4 : Root detection of termination rule

Precondition :

e A(vo) = (span(vo), par(vo))

® Vg = root

e span(vg) = A

o Vv, € B(w) : span(v;) = F
Relabeling :

e span(vg) :=T
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We present in the sequel a spanning tree with termination detection computed
by a local fault-tolerant relabeling system. We start by defining some illegitimate
configurations to construct a set Fa, then we improve the system by adding the
correction rules to detect and eliminate these configurations.

Note that we distinguish between crashed node and faulty node as explained
in the previous section. A faulty node should be viewed as one which has to
reconstruct the computation because of the crash of some other nodes.

Definition 2 (correct node (faulty)). A node v is correct (resp. faulty) if it
satisfies one (resp. it satisfies none) of the following properties:

1. if span(v) € {A, F,T} and par(v) =0 then v = root,

2. if v is labeled (A, u) then there exists one node u labeled (A, w),

3. if v is labeled (F,u) then there exists one node u labeled (I,w), where | €
{AF},

4. if v is labeled (N,0) then there does not exist node u labeled (1,v), where
le {A F}.

For the present system, we deal with the following set Fa = { f1, fo, f3} where
f1, f2 and f3 are:
f1i 3 vy # root, span(vg) = A and -3 v; € B(vo) : par(vg) = v; and
span(v;) = A.
fo : 3 wo # root, span(vg) = F and —3 v; € B(vg) : par(vy) = v; and
span(v;) € {A, F'}.
f3: 3 vo, span(vg) € {A, F}, par(vg) = v; and span(v;) = N.

The correction rules are deduced from the previous configurations:

Rcl : Crash of a parent rule 1
Precondition :
® vy # root
* A(vo) = (span(vo), par(vo))
e span(vg) = A
o =3 v; € B(wo) : par(vo) = v; and span(v;) = A
Relabeling :
e span(vg) := N
e par(vg) :=0

Rc2 : Crash of a parent rule 2
Precondition :
e vy # root
e A(vo) = (span(vo), par(vo))
e span(vg) = F
e =3 v; € B(w) : par(ve) = v; and span(v;) € {A, F, T}
Relabeling :
e span(vg) := N
e par(vo) :=0
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Rc3 : Cleaning rule

Precondition :
® A(vo) = (span(vo), par(vo))
o span(vo) € {A, F'}
e par(vo) = v;
e span(v;) = N

Relabeling :
e span(vg) := N
o par(vg) :=

We assume in this system that the “root” is usually correct. We define the
relabeling system R,, = (Lo, Ps,, F2), where Ly = {{N, A, F,T} x {N}} and
P,, = {R1, R2, R3, Rcl, Re2, Rc3} such that Rcj > Ri. We now state the main
result:

Theorem 3. The relabeling system Rs, is locally fault-tolerant. It encodes a
fault-tolerant distributed algorithm to compute a spanning tree with termination
detection.

Proof. The proof of local fault-tolerant results from Theorem 1. To show that the
result is a spanning tree, it suffices to use invariants like those of the preceding
example. a

5 Conclusion

We have presented a method to design fault-tolerant algorithms encoded by
local computations. The method consists of specifying a set of illegitimate con-
figurations to describe the faults that can occur during the computation, then
adding local correction rules to the corresponding algorithm which is designed
in a safe mode. These specific rules are of high priority and are performed in or-
der to eliminate the faults that are detected locally. We introduce and illustrate
this approach with a distributed spanning tree algorithms in k-connected graph
which allows to tolerate until (k — 1) crashed faulty processes.

Our approach can be applied in practical applications as a generic and au-
tomatic method to deal with faults in distributed systems. For instance, in a
very large network, assume that the diffusion of messages between sites is per-
formed using a spanning tree of the network. Now, if some central node crashes,
then our method allows to find a solution to continue the diffusion service. We
are currently working on applying our solution to particular architectures and
mainly web services.
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Abstract. Safety analysis techniques have traditionally been performed
manually by the safety engineers. Since these analyses are based on an
informal model of the system, it is unlikely that these analyses will be
complete, consistent, and error-free. Using precise formal models of the
system as the basis of the analysis may help reduce errors and provide a
more thorough analysis. Further, these models allow automated analysis,
which may reduce the manual effort required.

The process of creating system models suitable for safety analysis
closely parallels the model-based development process that is increasingly
used for critical system and software development. By leveraging the
existing tools and techniques, we can create formal safety models using
tools that are familiar to engineers and we can use the static analysis
infrastructure available for these tools. This paper reports our initial
experience in using model-based safety analysis on an example system
taken from the ARP Safety Assessment guidelines document.

1 Introduction

Traditionally, safety engineers manually perform analyses, such as fault tree anal-
ysis, based on informal design models and requirements documentation. Unfor-
tunately, these analyses are highly subjective and dependent on the skill of the
practitioner. We hypothesize that by redirecting the effort to build models of the
system under study and its fault model we can both reduce the effort involved
and increase the quality of the analysis. To this end, we propose a model-based
safety analysis process in which engineers create formal models for both the
system design and safety analysis, and use automated analysis tools to analyze
their behavior. We describe our early experience towards this goal in this paper.

Our approach is to adapt model-based development techniques using formal
modeling languages and tools such as SCADE [9] and Simulink [5] for safety
analysis. By integrating these tools into safety analysis, it is possible to cre-
ate system models that can be simulated and analyzed using a variety of static
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analysis techniques. This combination allows an analyst to quickly explore dif-
ferent “what-if” scenarios on combinations of faults using simulation, and also
allows formal verification of different aspects of fault tolerance and, potentially,
autogeneration of safety analysis artifacts such as fault trees.

We describe our preliminary experiences using model-based safety analysis
with a wheel brake system example adopted from ARP 4761 [I], a standards
document for safety analysis in the avionics industry. With the help of this
example, we illustrate how we can derive benefits from a model-based safety
analysis in a practical setting using existing tools. At the same time, this exercise
exposes several issues and shortcomings that need to be addressed to make formal
safety analysis acceptable in practice.

2 Safety Assessment Process

The overall safety assessment process that is followed in practice in the avionics
industry is described in the SAE standard ARP 4761 [I]. Our summary in this
section is largely adopted from ARP 4761.

System Requirements and
Objectives Certification

Aircraft Integration Cross-check
Aircraft FHA

FE&P

Aircraft FTA

System Integration Cross-check

System FHAs

Derived Safety |
Requirements

Fig. 1. Traditional “V” Safety Assessment Process

Figure [l shows an overview of the safety assessment process as recommended
in ARP 4761. The process includes safety requirements identification (the left
side of the “V” diagram) and verification (the right side of the “V” diagram), that
support the aircraft development activities. An aircraft level Functional Hazard
Analysis (FHA) is conducted at the beginning of the aircraft development cy-
cle, which is then followed by system level FHA for individual sub-systems. The
FHA is followed by Preliminary System Safety Assessment (PSSA), which de-
rives safety requirements for the subsystems, primarily using Fault Tree Analysis
(FTA). The PSSA process iterates with the design evolution, with design changes
necessitating changes to the derived system requirements (and also to the fault
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trees) and potential safety problems identified through the PSSA leading to de-
sign changes. Once design and implementation are completed, the System Safety
Assessment (SSA) process verifies whether the safety requirements are met in the
implemented design. The system Failure Modes and Effects Analysis (FMEA)
is performed to compute the actual failure probabilities on the items. The ver-
ification is then completed through quantitative and qualitative analysis of the
fault trees created for the implemented design, first for the subsystems and then
for the integrated aircraft.

We propose to modify this traditional “V” process so that the lower level PSSA
and SSA activities are performed based on a formal model of the system under
consideration. Figure [2 shows the modified “V” diagram for model-based safety
analysis. The shaded blocks are those activities that will be modified or added.

System Requirements

ificati
and Objectives Certification

Aircraft Integration Cross-check /
FE&P
Aircraft FTA
System Integration Cross-check
/" FESP

Automated Fault Tree
Generation

Aircraft FHA

System FHAs
FC&C

System FTAs

Qualitative
System FTAs
Derived Safety
Requirements

System FMEAs

Formal Formal Model
Model with Faults
Fault
Injection
Fault Automated Fault
Model Tolerance Verification

Automated Requirements
Verification

Fig. 2. Modified “V” Safety Assessment Process

As we can observe from Figure[2] the parts of the analysis that are primarily
affected are at the bottom of the “V”. The biggest difference is that the safety
analysis activities at this level are now focused around a formal model of the
system behavior, and that many of the artifacts of the safety analysis can be
derived from this model. The idea is to try to pose the right verification questions
to formal tools (such as model checkers and theorem provers) so that it is possible
to derive the necessary safety analysis information. We then wish to turn the
results of these analyses back into artifacts that can be easily understood and
used by safety engineers.

3 Model-Based Safety Analysis Process

The primary step in a model-based safety analysis is creating a formal specifica-
tion of the system model. The behavior of the system can be specified in formal
specification languages supporting graphical and/or textual representation; e.g.,
synchronous (textual) languages like RSML™¢ [10] and Lustre [6], and graphical
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tools like Simulink [5] and SCADE [9]. The logical and physical architecture of
the system can be specified in an architecture description language.

The derived safety requirements are determined in the same way as in the
traditional “V” process. To support automated analysis, the safety properties
must be expressed in some formal notation. There are several candidate nota-
tions, including temporal logics like CTL/LTL or higher order predicate logics.
One can also specify safety requirements as small behavioral models in some
formal specification language.

To be able to apply formal verification tools to perform safety analysis, in ad-
dition to formalizing the system model, we also need to formalize the fault model.
The fault model, in addition to common failure modes like non-deterministic,
inverted, stuck_at etc, could encode information regarding fault propagation,
simultaneous dependent faults and fault hierarchies, etc.

After specifying the fault model and composing it with the original system
model, the safety analysis involves verifying whether the safety requirements hold
in presence of the faults defined in the fault model. The safety engineer can per-
form exploratory analysis using formal verification tools, e.g., what is the largest
n such that the particular safety requirement holds in face of n faults?. The notion
could also be specialized to a specific combination of faults rather than random
combinations. With adequate tool support, the formal verification results could
be represented in the form of familiar safety artifacts like fault trees.

In the following sections, we illustrate some of our early results in applying
the model based safety analysis process on a wheel brake system (WBS) example
derived from the ARP safety analysis guidelines [I]. In section[d], we describe the
informal requirements of the example. Next, in Sections Bl and [, we describe
how the system model without failures can be encoded in Simulink and how we
can verify safety properties of interest on the model. In section [[] we describe
a simple fault model for the WBS components and extend our system model
to include component faults. Section [§ briefly describes the exploratory safety
analysis performed on the extended model using the SCADE Design Verifier.

4 Wheel Brake System Example

We illustrate some of the basic activities involved in model based safety analysis
with the help of an example of a Wheel Brake System (WBS), as described in
ARP 4761 - Appendix L [I]. We chose this example primarily because the ARP
4761 document is used as the main reference for safety assessment by majority
of the safety engineers in the avionics community.

This section consists of excerpts from the ARP 4761 document giving the
informal requirements for WBS. The informal WBS diagram taken from the
ARP 4761 document is shown in Figure Bl The WBS is installed on the two
main landing gears. Braking on the main gear wheels is used to provide safe
retardation of the aircraft during taxiing and landing phases, and in the event of a
rejected take-off. Braking on the ground is either commanded manually, via brake
pedals, or automatically (autobrake) without the need for pedal application. The



126 A. Joshi and M.P.E. Heimdahl

Pedal Par Pedal Green Blue
Pos 1 Pos. 2 Punp Punyp
Al_l_l; Shut Off
BSCU Sd?:to-_ Isolaton
Valve ] Ea Vilon
A
Brake System o g
Anmmnciation & ]
A Selector &
Valve H
[« >
L* i |
Shut Off
Anti Skid Valve I—']
O
CMD Meter
Ant Sind Valve
e Mo | JMech. Potal Posticn 7=

Valve

Wheel

O
Fig. 3. Wheel Brake System as shown in ARP 47-61

Autobrake function allows the pilot to pre-arm the deceleration rate prior to
takeoff or landing. When the wheels have traction, the autobreak function will
control break pressure to provide a smooth and constant deceleration.

Based on the requirement that loss of all wheel braking is less probable than
5-10~7 per flight, a design decision was made that each wheel has a brake assembly
operated by two independent sets of hydraulic pistons. One set is operated from
the GREEN pump and is used in the NORMAL braking mode. The ALTERNATE brak-
ing system is on standby and is selected automatically when the NORMAL system
fails. The ALTERNATE system is supplied pressure by both the BLUE pump and an
ACCUMULATOR, both of which can be used to drive the brake. The accumulator is
the reserve pressure reservoir with built up pressure that can be reliably released if
both of the two primary pumps (the Blue and Green pumps) fail. The accumulator
drives the ALTERNATE system in the EMERGENCY braking mode.

Switch-over between the hydraulic pistons and the different pumps is auto-
matic under various failure conditions, or can be manually selected. Reduction
of GREEN pressure below a threshold value, either from loss of the GREEN pump
itself or from its removal by the Break System Control Unit (BSCU) due to the
presence of faults, causes an automatic selector to connect the BLUE supply to
the ALTERNATE brake system. If the BLUE pump fails, then the ACCUMULATOR is
used to supply hydraulic pressure.

An anti-skid facility is available in both the NORMAL and ALTERNATE system
modes. The anti-skid function is similar to the anti-lock brakes common on
passenger vehicles and operates largely in the same manner.

In the NORMAL mode, the brake pedal position is electronically provided to
a braking computer. This in turn produces corresponding control signals to the
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brakes. In addition, the braking computer monitors various signals that denote
certain critical aircraft and system states to provide correct brake functions
and improve system fault tolerance, and generates warnings, indications and
maintenance information to other systems.
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5 Nominal Wheel Brake System in Simulink

The informal requirements of the WBS as specified in the ARP document were
not found to be particularly rigorous. To implement a working model, we had
to make several assumptions about the system that still need to be confirmed
with the authors of ARP 4761. Figure [ illustrates how we can model the WBS
in Simulink. The model captures both digital and mechanical components of the
system and reflects the informal structure of the system as given in the ARP
document.

WBS (the highest level component/system) consists of a digital control unit,
the BSCU, and two hydraulic pressure lines, NORMAL (pressured by the Green
Pump) and ALTERNATE (pressured by the Blue Pump and the Accumulator)
line. The system takes the following inputs from the environment - PedalPos],
PedalPos2, AutoBrake, DecRate, ACSpeed, Skid, and MechPedal. All of the
above inputs, except MechPedal, are forwarded to the BCSU for computing the
brake commands. There are also a number of mechanical components along the
two hydraulic lines, for example different types of valves. We have defined a
library of common components such as the MeterValve, IsolationValve, Pump,
etc., which are then instantiated at various locations in the WBS. The outputs
of the WBS are Normal Pressure (hydraulic pressure at the end of the Normal
line), Alternate_Pressure (hydraulic pressure at the end of the Alternate line)
and System_Mode (computed by the BSCU).

Due to lack of space, we cannot describe the Simulink model in full detaill.
To illustrate some aspects of fault modelling, we explain the implementation of
the MeterValve component, which is used in three places in Figure[dl the CMD/AS
MeterValve on the Normal hydraulic line and the AS MeterValve and Manual
MeterValve on the Alternate hydraulic line. The meter valve implementation
takes two inputs, the incoming pipe pressure and the valve position command,
and generates an output pressure which depends on the valve position.

6 System Verification

After creating the system model, we would like to verify that some basic safety
properties hold on the nominal system, an idealized system containing no faults.
As a first step, we need to formalize the derived safety requirements as safety
properties. Simulink does not directly support any model-checking tools, so to
perform this step, we import the Simulink model into SCADE, which contains
the Design Verifier model checker. The properties can be formalized in Lustre,
which is the underlying textual notation for SCADE.

Throughout this paper, we use an example safety requirement that is given
in the ARP 4761 document,

Loss of all wheel braking (unannunciated or annunciated) during landing
or RTO shall be less than 5 -10~7 per flight.

!'We will publish the complete Simulink model on our web site:
http://www.cs.umn.edu/crisys
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Since we are not considering annunciations in this model and we are not
considering any quantitative analysis at this stage, let us simplify this safety
requirement and state the undesirable event we are trying to prevent as simply,

Loss of all wheel braking during landing or RTO shall not occur.

We consider that the hydraulic pressure at the output should be above some
minimum constant threshold to have any effect on the braking. Recall from
Section [] that we have variables PedalPosl, PedalPos2, and MechPedal, that
describe the electric and mechanical pedal positions, respectively. We can state
our safety property as,

When all pedals are pressed, then either the normal pressure or the al-
ternate pressure should be above the threshold.

We first define two intermediate variables in Lustre to represent whether all of
the pedals are being pressed (AllPed) and whether any pressure is being provided
to the brakes (SomePressure).

Al1Ped = (IS_PedalPressed(PedalPosl) and IS_PedalPressed(PedalPos2)
and IS_PedalPressed(MechPedal));

SomePressure = (Normal_Pressure > threshold) or
(Alternate_Pressure > threshold);

IS_PedalPressed is a predicate that returns true when pedal is pressed. AllPed
and SomePressure are then used in the property SomePressure_Property as

SomePressure_Property = Implies(AllPed,SomePressure) ;

We used Design Verifier in an attempt to verify this property, which was initially
found to be falsifiable. If the wheels do not have traction, the anti-skid function-
ality will be activated and the pressure at the wheels may indeed be lowered
below the threshold to allow the wheels to regain traction. Since this is expected
and acceptable behavior, we modify our safety property accordingly, by extend-
ing AllPed to AllPedNoSkid, where we require that the pedals are pressed and
that we are not skidding.

Al1PedNoSkid = (IS_PedalPressed(PedalPosl) and IS_PedalPressed(PedalPos2)
and IS_PedalPressed(MechPedal) and not (Skid));

Now, the SomePressure property is verified by Design Verifier: if all pedals are
pressed and we are not skidding then we will have some pressure at the brakes.

7 Extension with a Fault Model

In Section ] we created a model describing the nominal behavior of the system.
To perform the safety analysis on this model, we would like to extend it to
describe possible fault behavior. This section illustrates specification of the fault
model and extension of the nominal model with this fault behavior in Simulink.

Failure modes are introduced in the analysis to capture the various ways in
which the components of the system can malfunction. We want to be able to
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model both persistent and intermittent failures and also multiple simultaneous
failures. Traditionally, failure modes specify predefined ways in which compo-
nents can fail, e.g., the output from a digital component might be stuck at
a particular value, inverted, take on a nondeterministic value (unconstrained
value), etc. In the WBS example, the mechanical failures considered include
different variants of stuck valves corresponding to the different kinds of valves,
power failure to the BSCU, and pump failures. We also consider one digital fail-
ure mode for the BSCU component, an inverted signal for the Boolean Sel_Alt
(select alternate system) output.
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Fig. 5. Binary Stuck at failure mode and MeterValve fault extension

Let us consider the notion of a valve stuck open or closed in more detail.
The manifestation of this failure must consider the original input pressure to
the component (in case the valve is stuck open) and override the normal output
of the valve. We create a simple fault model in which a component can either
be stuck open or closed in Figure Bl Binary_Stuck_at failure mode switches be-
tween the stuck value and the nominal value depending on the boolean Fail_Flag
(fault trigger). The stuck value could be either Stuck_Val_1 (open) or Stuck-Val_0
(closed) depending on the boolean Stuck_Choice. Thus, we define two ‘special’
outputs for the failure mode depending on whether the component is stuck open
or closed; if it is not stuck, we output the nominal value of the original com-
ponent. We then extend the MeterValve component to MeterValve_Stuck using
this failure mode (Figure [B)). When Stuck_Choice is 1 the meter valve is stuck
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open and the input pressure is forwarded as is to the output, ignoring the valve
position command. When Stuck_Choice is 0 the valve is stuck closed and the
output pressure is set to 0.

To extend the original model, the nominal mechanical components from the
original model (Figure H)) are replaced by the corresponding components ex-
tended with failure modes. To control the fault behavior of the extended model,
a number of fault inputs need to be added to the system. For example, all the
valve components, extended by the stuck_at failure mode, have two additional
inputs: Stuck_Flag and Stuck_Val. The rest of the failure modes require a single
input signaling the occurrence of a fault. After extension, the model looks fairly
similar to Figure[d] but adds some complexity and clutter due to the number of
additional inputs necessary to describe the possible faults.

8 Exploratory Safety Analysis

After extending the model with the faults, we would like to check the fault
tolerance of our system, i.e., we want to check that the system is tolerant to a
certain maximum number of faults. More specifically, we would like to investigate
two types of faults using this approach—transient single step faults and faults
lasting over an arbitrary number of steps, which can simulate permanent faults.
For this example we again formalize our safety properties in Lustre and use the
SCADE Design Verifier for verification. To make it easier to specify properties,
we extend our model to compute the total number of fault inputs that are true
in the current step (this number given by NumFails).

First, let us verify if our safety requirement holds in the presence of one fault.

If there is one fault and all pedals are pressed in absence of skidding,

then either the normal pressure or the alternate pressure should be above
the threshold.

We can formalize this in Lustre as,

Prop_Orig = fby(Implies(((NumFails = 1) and AllPedNoSkid),
SomePressure), 1, true) ;

Lustre expressions always look at the current and past instants. Implies encodes
implication and pre operator examines values of variables from previous steps.
The fby operator looks at the n-th previous value of an expression (in this case,
the I'mplies expression). The second argument (1) of the fby expression is the
value for n. The third argument (true) describes the value of the fby operator
in the initial state.

When attempting to verify PropOrig using Design Verifier, it returns a
counterexample. We realize that, due to some latency, the system cannot respond
to most faults in the same step in which they occur. Unfortunately, even after
extending the number of steps to respond, if our only constraint is on the number
of faults, the model checker finds a counterexample. It gives a scenario in which
the fault migrates: the system toggles between faults on the Normal line and the
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Alternate line and can never recover. Since this situation is highly unlikely, we
rule it out. We do so by stating that any transient fault will be followed by a
few steps in which no other transient fault occurs. In other words,

If there is one single step fault and in the next step all pedals are pressed
in absence of skidding, then in the next step either the normal pressure
or the alternate pressure should be above the threshold.

The encoding in Lustre is as follows:

Antecedent = pre(NumFails = 1) and AllPedNoSkid and (NumFails = 0);
Consequent = SomePressure ;

Prop_SingleStepSingleFail = fby(Implies(Antecedent, Consequent),2,true) ;

However, the Design Verifier still returns with a counterexample. We observe
that there is an additional step delay for the system to detect failures located
on the NORMAL system and switch to the ALTERNATE system. We deem this delay
acceptable and modify our property again. After allowing for an additional delay
in the property, the Deign Verifier verifies it. Thus, we can formally verify that
our system can recover from one transient fault in at most three steps.

Now, we want to investigate how our system responds to persistent faults.
To describe this fault scenario, we define a boolean variable, Changed, which
takes on the value true when one of more of the fault trigger inputs change their
values. Using this variable, we can describe persistent faults in which the same
fault occurs for an arbitrary number of steps. The following property is the same
as the earlier transient property, except that now we have not (Changed) instead
of (NumFails = 0) to encode that the same fault persists in the following two
steps.

Antecedent=pre(pre(NumFails = 1)) and pre(AllPedNoSkid and not(Changed))
and AllPedNoSkid and not(Changed) ;

Consequent=pre(SomePressure) or SomePressure ;

Prop_MultiStepSingleFail = fby(Implies(Antecedent,Consequent),3,true) ;

Design Verifier again finds a counterexample, and from this, we observe that
there is an additional delay required for the system to respond to some persistent
faults, in the situation when the system is switching back to the NORMAL hydraulic
system from the ALTERNATE system. In this instance, it takes an additional step
to check if a persistent fault on the NORMAL line is still present. To handle this
case, we add one additional step for the system to stabilize. Design verifier no
verifies that the system will behave as expected. Thus, we verify that the system
can recover from single transient or persistent faults within an acceptable time
frame.

However, we can easily observe that the system is not tolerant to two (or
more) simultaneous continuous failures. Design Verifier immediately comes back
with a counter-example where two meter valves fail along both the normal and
the alternate hydraulic lines. Note that, the safety engineer can explore different
combinations of faults that the system can tolerate. There will not be even a
glitch in the output pressure if all the components on the Alternate line fail when
no component along the Normal line fails.
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9 Related Work

Most of the work in automating safety analysis has been in automatically gener-
ating fault trees. FSAP/NuSMV-SA [] is a tool, developed as part of the ESACS
project [3], for automating the generation of fault trees. The ESACS methodol-
ogy supports integrated design and safety analysis of systems. The FSAP tool
requires the system model to be specified in NuSMV and has support for failure
mode definition and model extension through automatic failure injection. FSAP
uses the NuSMV model checker to generate a fault tree given a top level event
in temporal logic. Though FSAP is a very powerful tool, it has disadvantages,
which might limit its applicability to practical systems. A fault tree generated
by FSAP has a flat structure; the structure of the generated fault trees is an
“or-and” structure, i.e., it is a disjunction of all the minimum cut sets, with
each minimum cut set being a product of basic events. A fault tree generated
by a traditional manual analysis is usually more intuitive to read as the analyst
creates the fault tree to correspond to the structure of the system. Also, we
observed that there isn’t a lot flexibility in defining the fault model - no good
way of specifying fault propagation, simultaneous/dependent faults, and persis-
tent /intermittent faults. Also, FSAP cannot describe even moderately complex
faults, such as stuck_at, as it can only affect the output of a component.

HiP-HOPS (Hierarchically Performed Hazard Origin and Propagation Stud-
ies) [8] [7] is a method for safety analysis that enables integrated assessment of a
complex system from the functional level through to the low level of component
failure modes. The failure behavior of components in the model is analyzed using
a modification of classical FMEA called Interface Focused-FMEA (IF-FMEA).
One of the strong points of this approach is that the fault tree synthesis algo-
rithm neatly captures the hierarchical structure of the system in the fault tree.

The Altarica language was designed to formally specify the behavior of sys-
tems when faults occur [2]. An Altarica model can be assessed by means of
complementary tools such as fault tree generator and model-checker. In terms of
fault modeling, there seems to be no good support for simultaneous and depen-
dent failures. Altarica does not differentiate between transient and permanent
faults.

10 Summary and Conclusion

We describe Model-Based Safety Analysis, an approach for automating portions
of the safety analysis process using executable formal models of the system.
This approach is based on existing commercial tools and techniques that are
increasingly used for systems and software engineering for safety-critical systems.
We have modelled the Wheel Brake System example from ARP 4761 - Appendix
L [2]. We illustrated how this system can be modelled and investigated for safety
and fault tolerance. We believe that the model-based safety analysis approach
has several benefits to offer to a next-generation safety analysis process. For
instance,
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— A tighter integration between systems and safety analysis based on common
models of system architecture and failure modes.

— The ability to simulate the behavior of system architectures early in the
development process to explore potential hazards.

— The ability to exhaustively explore all possible behaviors of a system ar-
chitecture with respect to some safety property of interest using automated
analysis tools.

— The ability to automatically generate many of the artifacts that are man-
ually created during a traditional safety analysis such as fault trees and
FMEA/FMECA charts.

Although we have received positive feedback from our industry partners,
there are several research challenges that must be addressed before the full ben-
efits of model-based safety analysis can be fully realized. First, there are ques-
tions as to which languages and tools are most suitable and how much modeling
detail is necessary to perform useful analysis. Second, we observed that directly
composing the fault model with the system model clutters the ‘nominal” model
with failure information, which obscures the nominal system functionality. This
complexity may make model evolution difficult, error prone, and costly. In our
opinion, the system model and the fault model should be defined separately and
some automatic composition mechanism should be created allowing the system
model and fault model to be easily merged for analysis. Third, although we were
able to successfully analyze a realistic example, there are serious questions about
the scalability of the analysis tools.
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Abstract. ‘Safety Critical Artificial Neural Networks’ (SCANNs) have been
previously defined to perform nonlinear function approximation and learning.
SCANN exploits safety constraints to ensure identified failure modes are miti-
gated for highly-dependable roles. It represents both qualitative and quantitative
knowledge using fuzzy rules and is described as a ‘hybrid’ neural network. The
‘Safety Lifecycle for Artificial Neural Networks’ (SLANN) has also previously
defined the appropriate development and safety analysis tasks for these ‘hybrid’
neural networks. This paper examines the practicalities of using the SCANN
and SLANN for Gas Turbine Aero-Engine control. The solution facilitates ad-
aptation to a changing environment such as engine degradation and offers extra
cost efficiency over conventional approaches. A walkthrough of the SLANN is
presented demonstrating the interrelationship of development and safety proc-
esses enabling product-based safety arguments. Results illustrating the benefits
and safety of the SCANN in a Gas Turbine Engine Model are provided using
the SCANN simulation tool.

1 Introduction

The application of Artificial Neural Networks (ANNs) within safety critical systems
is highly desirable. One notable benefit includes the ability to learn and adapt to a
changing environment. Another advantage is the ability to generalise outputs given
novel data. The operational performance of ANNs can also exceed conventional
methods in areas of pattern recognition and function approximation. These qualities
enable applications to provide improved efficiency (in terms of reduced cost) and
maximisation of performance in a changing operating context. Previous work has
defined the “Safety Critical Artificial Neural Network” (SCANN) [1, 2]. One major
benefit of the SCANN is that it provides a white-box view for its behaviour. It is a
‘hybrid’ system that exploits both fuzzy and neural network paradigms for mutual
benefit and overcomes many of the problems identified for ANNs [3]. Behaviour is
described qualitatively using fuzzy rules whilst neural network learning algorithms
are exploited to manipulate the quantitative representation. Through the use of safety
constraints (and constrained learning) the behaviour of the SCANN can be guaranteed

R. Winther, B.A. Gran, and G. Dahll (Eds.): SAFECOMP 2005, LNCS 3688, pp. 136 —[150] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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to not lead to identified failure modes [1, 2] typically associated with control
problems.

A “Safety Lifecycle for Artificial Neural Networks” (SLANN) has also been pre-
viously defined [4]. The SLANN encapsulates the main development tasks involved
in developing ‘hybrid’ ANNs. Also included are suitable processes that aim to deter-
mine safety requirements and systematically deal with partial prior knowledge.
Throughout the lifecycle, safety requirements are determined, faults identified and
mitigated. The SLANN directly interfaces with the problem environment to capture
an intentionally complete specification during design.

Both SLANN and SCANN offer the possibility of using neural networks and fuzzy
logical systems in highly dependable roles within safety critical systems. The Rolls
Royce Spey Gas Turbine Aero-Engine (GTE) has been chosen as a real world prob-
lem to evaluate the practicality of both SLANN and SCANN. In particular, tradeoffs
between safety and performance are examined to assess the degree of SCANN per-
formance impact (or advantage) in the presence of safety constraints.

The motivation for using the GTE is the potential for improved performance for
situations such as engine degradation. There is also the prospect to improve hazard
detection through health monitoring - ultimately leading to enhanced efficiency.

Section 2 describes the mechanism and schematic for the GTE. Section 3 dem-
onstrates effectiveness by presenting a stepwise walkthrough of the SLANN to
generate a SCANN. The potential of SCANN learning in the GTE is examined in
section 4.

2 Gas Turbine Engine Mechanism

Gas Turbine Engines (GTE) are internal combustion heat engines which convert
heat energy into mechanical energy. There are three main elements within the
GTE namely; compressor, combustion chamber and a turbine placed on a com-
mon shaft.

The GTE illustrated in Fig. 1 describes the typical mechanism for producing thrust.
The initial stage involves atmospheric air entering the engine body. Air then enters
the compressor which is divided into the LP (Low Pressure) and HP (High Pressure)
compressor units (twin-spool). Air pressure is first raised by the LP Compressor unit
and then further increased by the HP Compressor unit. The Inlet Guide Vane (IGV) is
used to match the air from the fan to the HP compressor characteristics. Pressurised
air then reaches the combustion chamber where engine fuel is mixed with the com-
pressed air and ignited at constant pressure. This results in a rise in temperature and
expansion of the gases. A percentage of the airflow is then mixed with the combusted
gas from the turbine exit. This is then ejected through the jet pipe and variable nozzle
area to produce a propulsive thrust.

The GTE has been used for military and civilian applications and is known as an
“air-breathing” engine since the engine airflow is 250 times its fuel flow rate. A
‘Spey’ GTE nonlinear thermodynamic model (Matlab & Simulink) was acquired from
our sponsors QinetiQ. Table 1 describes the main inputs and outputs of the system
(for open-loop and closed-loop control).
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Variable
Nozzle area
(NOZz)

Fan speed HP compressor speed Bypass Duct Mach No.

Air Intake

.| \
Lp Guicligli}ane Fuel Flow -I'—I'L:ar:':n:rg‘ls?: HP & LP
Compressor (IGV) (WFE) (‘IQBT) turbine
fan

Engine Pressure Ratio (EPR)

Fig. 1. Typical Twin-Spool Gas Turbine Aero-Engine Mechanical Layout

Previous work [5] has examined the potential to use fuzzy systems to replace sev-
eral controllers in the GTE. This resulted in fuzzy schedulers for fuel flow, IGV and
nozzle controllers using Mamdani and Takagi-Sugeno [6] fuzzy rules. The work dem-
onstrated an unconventional approach for aerospace systems design to yield improved
performance (such as thrust maximisation) over linear or non-linear polynomial
schedulers. Although the study did make note of potential engine hazards the work
focussed on performance issues instead of addressing hazards associated with each
control function.

Table 1. Main inputs and outputs for the Simulink ‘Spey’ GTE model

Inputs of the GTE model Outputs of the GTE model

Vari-

Variable Description able

Description

Thrust setting and fuel

flow demand (%). Rate High pressure spool speed (%). Air

NHDem - NH data is used to correct this value for
limited to prevent over e ..
. changes in flight conditions.
acceleration.
WFE Fuel Flow (kg/s) NL Low pressure spool speed (%)
HP IGV | Inlet Guide Vane (°) DPUP Bypass duct mach number

NOZZ Exhaust nozzle area (m?) XGN Gross thrust (kN)

Low/High Pressure Surge Margin
LPSM measures how close engine is to stall.
HPSM Indirectly controlled against DPUP
and NL (%)

TBT, JPT | Turbine and jet pipe temperatures (°C)
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3 SCANN Development for the GTE IGV Scheduler Function

The SLANN defined in [1, 2] has been refined and presented in Fig. 2 with steps
denoted by circled numbers. The development phases focuses on inserting prior
knowledge (which may be partial and inaccurate) to generate a SCANN. It then goes
through a process of learning until suitable performance is reached (and safety condi-
tions satisfied). The refined knowledge is then inserted to generate a final SCANN.
With further training (post-certification) this knowledge can be easily, completely and
soundly extracted and analysed to learn about the problem domain [1]. Each step in
the lifecycle is described and tackled in the following sub-sections.

Initial Requirements
Initial Hazard List (PHI)

Symbolic Level

Refined Knowledge &
Constraints

Maintenance

Translation
— PR A — —_———— -

Static/Dynamic Learning

|
Neural lLearning s .
Dynamic Learning @ (Quantitaxlﬁive) Level (WIthlnonstralnts)
| ‘

SSA L Delivered Platform
v Safe Platform
Safety Case

Fig. 2. Development and Safety Lifecycle for Artificial Neural Networks (SLANN) [4]

3.1 Problem Analysis

There are several components within the GTE control model that can be replaced with
the SCANN including WFE, IGV, NOZZ and BOV (Blow-Off Valve). For the pur-
pose of this paper, replacement of the conventional IGV scheduler is considered.

The role of the IGVs is to control airflow and maintain efficient fan operation. As
the air passes from the trailing edge of the IGVs, the air drawn into the engine is de-
flected in the direction of the rotating compressor. The airflow angle of entry onto the
rotating compressor blades must be within a stall-free range. This is achieved with a
variable geometry IGV which changes the angle of attack of the blades to prevent
compressor stall. Air pressure or velocity is not changed as a result of this action and
is maintained within acceptable limits (for low airflow conditions). It also permits
high airflow with minimum restrictions.
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There are a substantial number of guide vanes within a compressor assembly. To
allow variable guide vane positions, vane bearing seats are formed by radial holes and
counterbores through circumferential supporting ribs. Typically, the positioning of the
IGV angle cannot be achieved with a high degree of precision [5]. For control, the
IGV is positioned against an open-loop mapping which is determined either by NH or
NL as a SISO system (Single-Input Single-Output). The conventional IGV function is
set to 32 degrees below 78% NH, 10 degrees above 91%, and with proportional op-
eration between these ranges. This function ensures control between NH and NL and
reduces risk of engine surge by maintaining a “working line”. However, the linear
schedule may not be optimal according to engine performance requirements [5]. The
problem is to use the SCANN for more appropriate scheduling. This will replace the
existing IGV scheduler whilst ensuring that identified hazards are mitigated and
prevented.

3.2 Early Lifecycle Steps

To begin systematic development of the SCANN, Step 1 of the SLANN involves the
selection of input and output variables for the desired function. For the problem at
hand, this task is simplified since a certified controller for the IGV already exists.
Therefore the input for the IGV scheduler is NH with output IGV.

Step 2 is a design task which determines the appropriate reasoning mechanism. In
this case, the mechanism will be the SCANN as defined in [1]. The SCANN is based
upon the FSOM [7] and consists of six layers.

Layer 1 is the input layer and propagates inputs (from sensors) to layer 2. Layer 2
is the fuzzy set membership (distance) function layer. This layer comprises of neurons
for every input fuzzy set which perform the triangular function. Layer 3 performs
fuzzy inference (min or product operator) and has no adaptable parameters. Layer 4
normalises activations (memberships) of activated rules. Layer 5 computes crisp rule
outputs using Takagi-Sugeno reasoning [6] described by (1).

Yi = Ji (T, ) = @10 + 0171 + QioZo+, e, +0, 5, T (1)

Where y; is the i rule output, a;, are tunable parameters and 1z, denotes the n

input(s) into the SCANN.

Layer 6 consists of a solitary neuron whose purpose is to determine a single output
value from several firing rules using weighted averaging (where weights are rule
activations).

Step 3 determines the universe of discourse for each input and output variable. By
examining the existing IGV function, the NH range is defined as [20, 115] and is rate
limited.

Following this design task, Preliminary Hazard Identification (PHA) is performed
(Step 3a) as an initial investigation of the potentially hazardous effects of control
variable anomalies (expressed as failure modes). There is a HAZOP table for each
input and output variable (Table 1) in order to determine the existence of potential
system level hazards (using a black-box view). This provides a thorough approach for
examining variables associated with the problem domain (such as addressing omis-
sion or commission of variables). In this case, variables NH and IGV have been
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clearly defined for existing schemes. Moreover, an argument can also be derived from
this process about range and rate of change for each variable.

This analysis is similar to the FHA (Functional Hazard Analysis) performed for
controllers in modern engines [8] and contributes to the identification of required
safety constraints. Table 2 presents an extract from a PHA HAZOP table for IGV
(output).

Table 2. Extract from a HAZOP table for the IGV output. The causes of each item include ice,
wear or control. Remedies of each item are determined later.

No. IGV G. Word Meaning Consequence
1 | Value | MORE | IGV value is too high gfigsgiif/ Sﬁ:ggss TBT/
2 Value LESS IGV value is too low Stall/Surge/Excess TBT
3 Value NO Omission of IGV Stall/Surge/Excess TBT
4 Value | AS WELLAS | Commission of IGV Stall/Surge/Excess TBT
5 Value | REVERSE | Negative or positive Stall/Surge/Excess TBT
6 Rate MORE Change is too high Stall/Surge/Excess TBT
7 Rate LESS Change is too low Stall/Surge/Excess TBT
8 Rate NO No rate change Stall/Surge/Excess TBT
9 Rate REVERSE .Change? is decreasing or Stall/Surge/Excess TBT
increasing
10 Rate | ASWELL AS | Oscillations Stall/Surge/Excess TBT

Although a similar table has also been generated for the input NH, constraining in-
puts lies outside the scope of the SCANN i.e. the SCANN output is ‘safe’ if the input
is without hazards.

Potential hazards associated with the control of the IGV (described in Table 2) in-
clude engine surge — resulting in loss of thrust or engine destruction. This is caused by
excessive aerodynamic pulsations transmitted throughout the whole engine (oscilla-
tions). For typical GTEs there is a surge line which is used as a measure of aerody-
namic stability. This defines various surge points for different engine speeds. Another
potential hazard is excessive Turbine blade temperature (TBT) leading to erosion of
the turbine blades.

Another hazard is engine over speed. This is when the NH or NL shaft speeds ex-
ceed 101% which can lead to engine surge and other destructive problems. In modern
engines there are various speed limiting features including Over Speed Governor units
(OSG) and electronic control logic systems.

3.3 Steps 4 and 5: Fuzzy Variable Partitioning and Fuzzy Rule Formation

Step 4 is a design task which determines fuzzy sets qualitatively and quantitatively
for the input space. Having a large number of fuzzy sets may improve the generalisa-
tion performance but reduce interpretability. Previous work on psychology and fuzzy
systems design [9] find that the optimal number of fuzzy sets for each dimension is
7 £ 2. There are three main features of the IGV schedule and the fuzzy sets defined
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in Table 3 encapsulate the entire input range. To cater for partial knowledge, all de-
sired fuzzy sets do not have to be defined at this stage (this will be resolved later).
Any fault or uncovered regions in this partitioning will be discovered in the later steps
of the SLANN.

Step 5 involves forming rules using the derived fuzzy sets. For SISO systems this
is straight forward. If there are i fuzzy sets then i fuzzy rules are generated. In the case
of MISO systems each fuzzy set in each input dimension are combined resulting in a
rule for each possible combination. This provides input space coverage [1] or ¢ -
completeness [10]. The initial set of rules for the IGV scheduler is shown in Table 3.

Table 3. Incomplete fuzzy rules for the IGV scheduler. Values in brackets define ranges for
input and output sets.

IF NH is (Antecedent Fuzzy Set) IGV is (Consequent)
Rule No. SET SPREAD SET IGV
1 LOW (810w STLow | =[19.9, 95] VHIGH is [20,40] 320
2 VHIGH | [shygign, Stvmign | =80, 115.1] LOW is [0,10] 100

Since it is difficult to assign a linguistic term to the bilinear consequent, a crisp
value is used to describe a constant output function in Table 3 [11]. To enhance inter-
pretability of the SCANN rules, the output space has also been partitioned. Therefore
the consequent crisp value for each rule lies within a linguistically labelled set.

The quantification of the spreads and output do not have to be ‘safe’ at this design
step and will be tackled later.

3.4 Step S5a: Functional Hazard Analysis (FHA)

Step S5a exploits a divide-and-conquer approach for identifying potential failure
modes associated with each rule. HAZOP style guide words are applied to each rule
generated (which may be partial and incorrect). The HAZOP in Table 2 is used to
identify hazards associated with each rule and provide suitable remedies in the form
of safety constraints. Each rule has its own HAZOP table — detailing functional level
hazards rather than system level hazards. The result of this approach is shown in
Table 4 which identifies failures modes of concern for a rule and the relevant safety
requirements. A summary of failure modes which may occur is as follows:

Failure Modes 1 & 2: IGV value is too high\low

Failure Modes 3 & 4: IGV value omission\commission

Failure Modes 5 & 6: IGV value change is increasing\decreasing
Failure Modes 7 & 8: IGV value change is too high\low

Failure modes 1 and 2 relate to items 1, 2 and 5 in Table 2. The engine model tack-
les these failure modes by saturating the IGV output between 0 and 40 degrees. This
is unacceptable for learning based systems since there are different bounds throughout
the entire schedule (which can be dynamic). These can be prevented during normal
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SCANN operation, learning and generalisation post-certification. Semantic con-
straints have been described in [2] which tackle this problem by providing pre-
conditions and post-conditions (bounds) for each rule (contributing to a stability ar-
gument). A summary of semantic constraints are as follows:

Each fuzzy set spread edge is bounded between [min s/; ;, max sr; ;]

1.
2. Rules outputs are bounded and saturated according to [min y;, max y; |
3.

All rules have at least one overlapping rule
4. Rules with input set overlap must also have overlapping output bounds

Failure modes 3 and 4 (relating to items 3 & 4 in Table 2) can be mitigated by pro-
viding input space coverage:

1. Semantic constraints 1 to 4 above
2. All values in the defined input space must be a member of an input fuzzy set
3. Inputs beyond defined valid regions must not be members of fuzzy sets

Finally, failure modes 5 to 8 relate to items 6-10 in Table 2 and are tackled as follows:

1. Semantic constraints 1 to 4 above
The gradient of each rule output function must be constrained according to
desired maximum and minimum output changes over input changes

3. Each rule must have at most one overlapping (input) rule and overlapping
rules must have non-overlapping input regions

4. No subsumed rules must exist — those whose input preconditions are a sub-
set of the preconditions of any other rule in the knowledge base

5. If a minimum rate of change is defined then the output for each rule must be
within output bounds at each spread edge (no saturation)

6. For two rules / and r which overlap, the function y* starting from g, (at left
side of overlap window) to y; (at right side of overlap window) must abide
by defined constraints

7. Instead of weighted averaging, the final output is y" as described above

Safety constraints are exploited by the SCANN and the approach is more powerful
and practical than safety ‘monitors’. For example, conventional safety monitors make
little provision for adaptive functions. Instead, the constraints are tightly integrated
with the approximated function allowing learning post-certification.

Many of the engine parameters are cross-coupled. This means that any change in
one will lead to disturbances with other control variables. The inherent non-linear
dynamics and multi-variable nature presents an additional challenge to define suitable
safety requirements for the IGV controller.

Obtaining safety requirements in Table 4 is realistic since they are typically avail-
able in modern engines and incorporated into validation schemes for control laws
within FADECs (Full Authority Digital Electronic Control).

Indeed the initial rule base may be incomplete (prior knowledge). Nevertheless this
safety process is performed at this stage as it helps provides an initial state for the
next step and facilitates “design guidance”.
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Table 4. Extract from the FHA performed for each rule where remedies are obtained from
example safety requirements

IGV Guide . Rem-
No Attrib. Word Meaning Cause Consequence edy
32
. . Ice/Control/ | Stall/Surge/E
1 Value MORE | Value is too high Wear <cess TBT upper
bound
Ice/Control/ | Stall/Surge/E 253
2 Value LESS Value is too low g lower
Wear xcess TBT
SN U ISR K S B i bound |
' ' ' ' Output change is ' Ice/Control/ ' Stall/Surge/E @ Con- !
;6 . Rae © MORE too high v Wear : xcessTBT : stant

3.5 Step 5b: Preliminary System Safety Assessment

Preliminary System Safety Assessment (PSSA) is concerned with determining
whether the SCANN parameter state is faulty. The approach compares the actual
SCANN state with the safety constraints described in step 5a. There are two possible
results arising from PSSA. The first requires further training if any safety constraints
are violated (safety-based stopping condition). The second result is that there are no
violations (hence no systematic faults) for the defined safety requirements.

The dynamic learning phase in step 6 is flexible enough to not only mitigate faults
through parameter tuning but also adapt the structure for new rules. If no further train-
ing is needed, it does not guarantee that the SCANN is ‘safe’. This is because new
rules may have been discovered which also need to be constrained. This is tackled by
the iterative approach to discover new knowledge (step 6), apply constraints (step 7)
and mitigate systematic faults (step 6 and 7a) with clear stopping conditions.

The SCANN simulation tool examined the state of the SCANN and determined if
any conditions had been violated. Following the initial PSSA a number of faults were
detected. Although a feature of the simulation includes the ability to automatically
mitigate these faults, the identification of these faults was used to ‘guide’ the dynamic
learning process (mitigation through training and assertion). The learning process can
be focussed or directed to certain regions of the function. These areas may include
unmapped regions of the input space, areas of identified faults, and rules where little
is known about the outputs. Since the NH fuzzy set ‘Medium’ has been left unde-
fined, the dynamic learning parameters will be set to add a set with large width. The
maximum number of rules was set to 4 (to maintain interpretability).

3.6 Step 6: Dynamic Learning Phase

The aim of this step is two fold; to maximise generalisation performance and remove
all systematic faults for the identified safety requirements. The SCANN\FSOM
(Fuzzy Self-Organising Map) offers several learning algorithms [7] typically used in
neural networks. Static learning algorithm uses a two phase approach for providing
small changes to the SCANN:
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e Phase 1: Parameters defining fuzzy set spreads (antecedents) are frozen and
rule output parameters are tuned using the gradient descent algorithm [12]

e Phase 2: Consequent parameters are frozen and antecedent parameters tuned
using a modified Least Vector Quantisation (LVQ) algorithm [7]

A particularly attractive feature of the SCANN is its ability to self-generate. This
means it can choose to add new rules (decision based on heuristics) by generating
appropriate neurons and links. This self-generating property is termed the “Dynamic
Learning algorithm” and enables ‘large’ changes to the rule base. For this lifecycle
step, unconstrained versions of learning algorithms are used. This is because learning
may be necessary and usefully applied to adapt an initially unsafe parameter state to a
state without constraint violations.

The training data consisted of 91 uniform samples which represent the standard
non-optimal IGV scheduler described in section 3.1. The output functions were ini-
tially hand-tuned and learning was performed for 50 epochs using learning parameters
which allow convergence. A performance-based stopping condition was defined and
satisfied using Root Mean Square Error (RMSE).

After performing dynamic learning, remaining faults were identified using SSA (step
6a). No systematic faults remained for the defined safety requirements i.e. the dynamic
learning phase safety-based stopping condition is satisfied. The state of the rule base
after dynamic learning was extracted from the SCANN and is summarised in Table 5:

Table 5. New fuzzy rules (3 & 4) after dynamic learning for the IGV function

IF (Antecedent) Consequent
Rule No. NH SET IGV (d)
1 LOW [19.9,77] 320
2 VHIGH | [90,115.1] 100
3 MEDIUM | [60,80] 31°
4 HIGH [75,92] 290

3.7 Step 7: Functional Hazard Analysis

Following the dynamic learning process, FHA was applied to each of the extracted
rules and result of this is shown in Table 6. Since new rules and safety constraints
have been added, there is possibility of potential faults (safety constraint violations)
which are tackled by the following step.

3.8 Step 7a: System Safety Assessment Revisited

An additional phase of SSA was performed to identify any safety constraint violations
by the rule base as a result of additional safety requirements (items 3 and 4 in Table
6). In this case, additional systematic faults were identified and the process returned to
step 6. After step 7a, assurance can be provided that the SCANN IGV function is in
an initial safe state (and any future parameter states will also be safe).
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Table 6. Summary of example safety requirements' for the complete knowledge

Semantic Semantic . Rate of

RNule Constraints for Constraints for Dg. oftCh.artnge Change
o NH IGV onstraints Constraints
1 [19.9, 77] [25.3, 32] None Constant

3 [70, 83] [17,30] Decreasing (-) [1,2]

4 [80, 91] [9.87,20] Decreasing (-) [1,2]
2 [88, 115.1] [9.87,15] None Constant

4 Results of Learning and Generalisation Post Certification

Having developed a SCANN for IGV scheduling, the function (data set 1 in Table 7)
learnt during the SLANN is without faults and all identified failure modes have been
mitigated. Both the static and dynamic learning algorithms have been constrained to
ensure that systematic faults are not incorporated (leading to failure modes) when
adapting parameters. The constrained static learning algorithm (for on-line learning)
is outlined below:

Constrained Static Learning Algorithm Outline

1. Let p(#) be the SCANN parameter state

2. Feed in training sample pair (desired input and output)

3. Perform centre, spread or output tuning using learning laws [7] on tp(¢) — tem-
porary copy of the SCANN parameter state which when tuned does not affect
actual SCANN behaviour

4. Identify presence of any safety constraint violations (faults)

5. If no violation then use tp(?) for the new tuned SCANN state

a. Otherwise, reject tp(f) and preserve training sample (reuse when
learning rate is more decayed)

The dynamic learning algorithm needs to provide assurance that any new rule be-
ing added does not violate the current state of the SCANN. There are two approaches
for adding new rules. The first is that any new rule which violates any of the safety
constraints is not added. The second is that the algorithm analyses safety constraints
of existing rules and inherits them for the new rule. Due to space constraints, the first
approach is used for this example.

Table 7. Summary of training data used for the SCANN

Data Set | Samples | Distribution | Inferred function Perf. Convergence
1 91 Uniform Safe Sub-optimal Yes
2 91 Uniform Safe Optimal Yes
3 91 Arbitrary Hazardous Sub-optimal Yes
4 91 Arbitrary Hazardous Sub-optimal | No (unstable)

1 . . . .
The actual values of these safety requirements are not representative of a real engine since
they are based upon an engine model which features intentional inaccuracies.
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SCANN learning can be exploited to maximise performance of the plant. In this
case, a cost function is needed to generate suitable training samples and is difficult to
determine due to cross-coupling of variables. For example, it has been identified that
maximising thrust leads to degradation in other objectives (such as blade tempera-
tures) [5]. Table 8 describes a set of safety criteria for the ‘Spey’ GTE which if vio-
lated would lead to the hazards outlined in Table 2.

The Multi-Objective Genetic Algorithm (MOGA) [5] has proved itself to be a ver-
satile tool for finding optimal fuzzy schedulers for the GTE. The MOGA is composed
of three levels and uses genetic algorithms to search for an optimal parameter state.
The first two levels generate and analyse performance (using criteria in [5]) of poten-
tial solutions at different operation points (such as 54, 65, 75, 85, 95% NH). The last
level selects the best fuzzy solution (by making trade-offs between objectives) to
maximise thrust (XGN).

Although the MOGA algorithm could be used for the SCANN, hand-tuning of the
IGV was performed to identify suitable cost function for SCANN learning (desired
outputs for training samples). Training data acquired from the MOGA algorithm or
other source can be of arbitrary integrity since the SCANN safety constraints provide
assurance that hazards associated with the IGV schedule are prevented.

For the SCANN to learn the new IGV solution, static learning used data set 2 for
50 epochs. To analyse the effects of the SCANN on the GTE, safety criteria [5] in
Table 8 was compared with the GTE state. The main requirements include preventing
excessive TBT, avoiding surges and engine over-speed. This IGV solution (data set 2
in Table 7) satisfied the safety criteria whilst providing improved thrust (Table 8).

Table 8. Safety criteria typically used to determine hazards associated with the ‘Spey’ Engine
obtained from [5] and the engine model. Results of the SCANN using four training sets are
compared with the safety criteria for a non-degraded engine during worst-case NH change.

Description Require- Data 1 Data 2 Data 3 Data 4
ment

HPSM > 5% > 6.96% > 5.19% > 7.39% > 5.17%

LPSM > 5% >106% | >95% | =1051% | 5 9459

TBT <1713°C < 1558°C < 1559°C | <1544°C | <1559°C

NH Shaft <101% | <100.5% | <1005% | <100.6% | <100.5%
Speed

Népi’zzﬁ <101% | <91.8% | <91.8% | =8929% | — 9199

The results show that the overall thrust has increased rising from an average of
20.1 kN (data set 1) to 21.3 kN (data set 2) leading to improved performance. On the
other hand, the TBT has exhibited an overall increase temperature and the working
line has been reduced as expected. Excessive NH and NL shaft speeds which are used
to determine engine over speed are prevented during the course of the engine run
(including worst-case of large acceleration followed by large deceleration). Table 8
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also includes results of the GTE given arbitrary, hazardous training data which vio-
lated all safety requirements (data set 3). Data set 4 demonstrates ability of the
SCANN to meet the criteria under unstable conditions by setting overly large learning
rates. This was achieved by SCANN safety constraints which implicitly described
conditions leading to the engine hazards. Results for data sets 3 and 4 (in Table 8)
show that the safety criteria are met and Fig. 3 and Fig. 4 provide comparison of re-
sults for data sets 1 and 4.
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Fig. 3. Approximation of IGV schedule after learning training data 4 under unstable conditions
(left figure). Right figure is the results of Turbine Blade Temperature (TBT) for after learning
data 1 (solid line) and 4 (dotted line).
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Fig. 4. HPSM and LPSM (over time) after SCANN learning data set 1 (solid) and 4 (dotted)

The SCANN can also contribute to health monitoring by making provision for haz-
ardous operating contexts. Health monitoring is a technique for analysing degradation
of a plant to determine whether servicing or maintenance is required. As a real-world
example, the role of learning can include detecting actuator failure instead of thrust
maximising (for advisory purposes). In the conventional control scheme, the IGV
output is a demand which is fed into the actuators. Actuators then produce the actual
IGV position value into the engine model. The inputs and actual IGV values can be
paired and used as training data. The safety constraints can be exploited to provide
additional information about plant performance. For example, continued semantic
constraint violations may infer that either the training data is poor or the demands
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placed upon the scheduler have become hazardous (when actual moves too far from
the desired IGV position). Logs of these attempted violations can be recorded and
analysed to determine the state of the system as described in [1]. This provides addi-
tional exploitation of the SCANN learning algorithms for dynamic systems such as
the GTE. This is an alternative approach for modern engine validation schemes which
distinguishes itself by catering for the behaviour of intelligent adaptive systems.

5 Conclusions

This paper evaluates the practicality of using the SLANN and SCANN in a real-world
problem. SCANN demonstrates the beneficial marriage of fuzzy logic systems and
neural network paradigms. By exploiting a decompositional, analytical approach, the
complete behaviour of the SCANN can be easily and soundly extracted and controlled
through the use of safety constraints.

Feasibility and effectiveness of the safety and development processes in the
SLANN has been demonstrated. Design phases use theoretical and empirical knowl-
edge by directly interfacing and interacting with the environment.

The only major challenge within the SLANN is the activity of determining appro-
priate safety requirements. However, this task is no different than for conventional
software safety or controller development.

The SCANN has established its ability to safely learn (post-certification) and thus
improve GTE performance whilst maintaining safety requirements. Training data of
arbitrary integrity is permitted (for post-certification learning) — allowing for more
practical use of the SCANN in a real-world noisy environments. The advantages of
generalisation and learning also include contributing to identifying plant degradation.
Maintenance and servicing can also benefit (in terms of cost efficiency) through the
use of logs generated during learning. This can contribute to maximising operating
time for the plant before service is required leading cost efficiency. Both SLANN and
SCANN enable product-based safety arguments to justify the use of neural networks
and fuzzy logic systems in safety critical applications.
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Abstract. Run-time checks are often assumed to be a cost-effective way
of improving the dependability of software components, by checking re-
quired properties of their outputs and flagging an output as incorrect if
it fails the check. However, evaluating how effective they are going to
be in a future application is difficult, since the effectiveness of a check
depends on the unknown faults of the program to which it is applied. A
programming contest, providing thousands of programs written to the
same specifications, gives us the opportunity to systematically test run-
time checks to observe statistics of their effects on actual programs. In
these examples, run-time checks turn out to be most effective for unreli-
able programs. For more reliable programs, the benefit is relatively low
as compared to the gain that can be achieved by other (more expensive)
measures, most notably multiple-version diversity.

1 Introduction

Run-time checks are often proposed as a means to improve the dependability
of software components. They are seen as cheap compared to other means of
increasing reliability by run-time redundancy, e.g. N-version programming.

Run-time checks (also called executable assertions and other names) can be
based on various principles (see e.g. Lee and Anderson [3] for a summary), and
have wide application. For instance, the concept of design by contract [5] enables
a check on properties of program behaviour.

Some run-time checks can detect all failures, for example checks that perform
an inverse operation on the result of a software component [12]. If the program
computes y = f(z), an error is detected if x # f~!(y). This is especially attrac-
tive when computing f(z) is complex, and the computation of the inverse f~!
relatively simple. The argument is then that because computing f~! is simple,
the likelihood of failure of this run-time check is low. Also, it seems unlikely
that both the primary computation and the run-time check would fail on the
same invocation and in a consistent fashion. Together, these factors lead to a
high degree of confidence that program outputs that pass the check will be cor-
rect. However—as these authors readily admit—such theoretically perfect checks
do not exist in many cases, maybe even not in the majority of cases. Run-time
checks can then still be applied, but they will in general not be capable of finding
all failures. Examples of these partial run-time checks are given by e.g. [12].

R. Winther, B.A. Gran, and G. Dahll (Eds.): SAFECOMP 2005, LNCS 3688, pp. 151-{I64] 2005.
© Springer-Verlag Berlin Heidelberg 2005
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Previous empirical evaluation of run-time checks have generally used small sam-
ples of programs, or single programs [4[7TT]. Importantly, we run these measures
on a large population of programs. Indeed, if we wish to learn something general
about a run-time check, we need this statistical approach. Measuring the effective-
ness of a run-time check on a single program could, given a certain demand profile
and enough testing, determine the fraction of failures that the check is able to de-
tect (coverage) for that program, given that demand profile. But in practice, this
kind of precise knowledge would be of little value: if one could afford the required
amount of testing, at the end one would also know which bugs the program has, and
thus could correct them instead of using the run-time check. However, a software
designer wants to know whether a certain run-time check is worth the expense of
writing and running it, without the benefit of such complete knowledge. The run-
time check can detect certain failures caused by certain bugs: the coverage of the
check depends on which faults the program contains; and the designer does not usu-
ally know this. What matters are the statistics of the check’s coverage, given the
statistics of the bugs that may be present in the program. If a perfect check can-
not be had, a check that detects most of the failures caused by those bugs that are
likely to be in a program has great value. A check that detects many failures that
are possible but are not usually produced, because programmers do not make the
mistakes that would cause them, is much less useful. In conclusion, the coverage of
a check depends on the distribution of possible programs in which it is to be used.

Here, we choose three program specifications for which we have large numbers
of programs, and for each of the three we choose a few run-time checks, then study
their coverage. We thus intend to provide some example “data points” of how the
coverage can vary between populations of programs. In addition to such anecdotal
evidence—evidence that certain values or patterns of values may occur—such ex-
periments may contribute to software engineering knowledge if they reveal either
some behaviour that runs contrary to the common-sense expectations held about
run-time checks, and/or some apparent common trend among these few cases, al-
lowing us to conjecture general laws, to be tested by further research.

For lack of space, we only discuss coverage, or equivalently the probability of un-
detected failure. We will also not discuss other dependability issues like availability
(possibly reduced by false alarms from run-time checks), although these should be
taken into account when selecting fault tolerance mechanisms.

2 The Experiment

2.1 The UVa Online Judge

The “UVa Online Judge”-Website [8] is an initiative of one of the authors (Re-
villa). It contains program specifications for which anyone may submit programs
in C, C++, Java or Pascal intended to implement them. The correctness of a
program is automatically judged by the “Online Judge”. Most authors submit
programs repeatedly until one is judged correct. Many thousands of authors con-
tribute and together they have produced more than 3,000,000 programs for the
approximately 1,500 specifications on the website.
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Table 1. Some statistics on the three problems

3n+1 Factovisors Prime Time
C C++ Pascal| C C++ Pascal| C C++ Pascal
Number of authors 5,897 6,097 1,581|212 582 71/467 884 183
First submission correct|2,479 2,434 593|112 294 411345 636 125

We study the C, C++ and Pascal programs written to three different specifi-
cations (see Table [Tl for some statistics, and http://acm.uva.es/problemset/
for more details on the specifications). We submit every program to a test set,
and compare the effectiveness of run-time checks in detecting their failures.

There are some obvious drawbacks from using these data as a source for
scientific analysis. First, these are not “real” programs: they solve small, mostly
mathematical, problems. Second, these programs are not written by professional
programmers, but typically by students, which may affect the amount and kind
of programming errors. We have to be careful not to overinterpret the results.

All three specifications specify programs that are memory-less (i.e. earlier
demands should not influence program behaviour on later ones), and for which
a demand consists of only two integer input values. Both restrictions are useful
to keep these initial experiments simple and the computing time within reason-
able bounds. The necessary preparatory calculations for the analysis of these
programs took between a day and two weeks, depending on the specification.

2.2 Running the Programs

For a given specification, all programs were run on the same set of demands.
Every program is restarted for every demand, to ensure the experiment is not
influenced by history, e.g. when a program crashes for certain demands or leaves
its internal state corrupted after execution of a demand (we accept the drawback
of not detecting bugs with history-dependent behaviour). We set a time limit
on the execution of each demand, and thus terminate programs that are very
slow, stall, or crash. We only use the first program submitted by each author
and discard all subsequent submissions by the same author. These subsequent
submissions have shown to have comparable fault behaviour and this dependence
between submissions would complicate any statistical analysis.

For each demand, the outputs generated by all the programs are compared.
Programs that produce exactly the same outputs on every demands form an
“equivalence class”. We evaluate the performance of each run-time check for
each equivalence class.

For all three specifications, we chose the equivalence class with the highest
frequency as the oracle, i.e. the version whose answers we consider correct. We
challenged each oracle in various ways, but never found any of them to have
failed. For each specification, the test data were chosen to exhaustively cover a
region in the demand space. In other words, we assume (arbitrarily) a demand
profile in which all demands that occur are equiprobable.
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2.3 Outcomes of Run-Time Checks

Run-time checks test properties of the output of a software component (the
primary), based on knowledge of its functionality. In the rest of this paper we
distinguish two types of run-time checks: plausibility checks and self-consistency
checks (SCCs). The latter, inspired by Blum’s “complex checkers” [12], use ad-
ditional calls to the primary to validate its results, by checking whether some
known mathematical relationship that must link its outputs on two or more
demands does hold.

Checks on the values output by the primary are only meaningful if the output
satisfies some minimal set of syntactic properties, one of which is that an output
exists. Other required properties will be described with each specification. We
call an output that satisfies this minimal set of properties “valid” (in principle
this validaty check also constitutes a run-time check). We separate the check for
“validity” from the “real” run-time checks, because it otherwise remains implicit
and a fair comparison of run-time checks is not possible.

Table 2] shows how we classify the effects of plausibility checks. There are
two steps: first, a check on the validity of the output of the primary; second, if
this output is valid, a plausibility check on the output. There is an undetected
failure (of the primary) if both the primary computes an incorrect valid output
and the checker fails to detect the failure. Our plausibility checks did not cause
any false alarms. Also note that a correct output cannot be invalid.

Table 2. Classification of execution results with plausibility checks

Output of Output Plausibility| Effect from
primary valid check system viewpoint
Correct Yes Accept Success

Correct Yes Reject False alarm
Incorrect  Yes Accept Undetected failure
Incorrect  Yes Reject Detected failure
Incorrect  No - Detected failure

Table 3. Classification of execution results with self-consistency checks

Output of Output Output of second call to primary| Effect from
primary valid by self-consistency check system viewpoint
Correct Yes Consistent Success

Correct Yes Inconsistent False alarm
Correct Yes Invalid output Success

Incorrect  Yes Consistent Undetected failure
Incorrect  Yes Inconsistent Detected failure
Incorrect  Yes Invalid output Undetected failure
Incorrect  No - Detected failure
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With self-consistency checks, the classification is slightly more complex
(Table B)): we have to consider that one way the self-consistency check may fail is
because its additional calls to the primary do not elicit valid outputs (e.g., they
cause the primary to crash). We then assume that the self-consistency check
will fail to reject the primary’s output, i.e., that an undetected failure ensues.
We could have made the decision to reject the output of the primary if the self-
consistency check fails in this way; this would lead to slightly different results.
False alarms did occur, which we do not analyse here for lack of space.

3 Results for the “3n+1” Specification

Short Specification. A number sequence is built as follows: start with a given
number n; if it is odd, multiply by 3 and add 1; if it is even, divide by 2.
The sequence length is the number of required steps to arrive at a result of 1.
Determine the maximum sequence length (max) for all values of n between two
given integers ¢, 7, with 0 < 4,5 < 100,000. The output of the program is the
triple: ¢, 7, max.

We tested “3n+1” with 2500 demands (i,5 € 1..50). The outputs of the
programs were deemed correct if the first three numbers in the output exactly
matched those of the oracle. We consider an output “valid” if it contains at
least three numbers. In the experiment we discard non-numeric characters and
the fourth and following numbers in the output. The programs submitted to
“3n41” have been analysed in detail in [9]; this paper provides a description of
the faults present in the equivalence classes.

3.1 Plausibility Checks
We use the following plausibility checks for the “3n+1”-problem:

. The maximum sequence length should be larger than 0.

The maximum possible sequence length (given the range of inputs) is 476.
The maximum sequence length should be larger than logs(maz(, j)).

. The first output should be equal to the first input.

. The second output should be equal to the second input.

We measure the effectiveness of a run-time check as the improvement it
produces on the average probability of undetected failure on demand (pufd).
Without run-time checks, a program’s probability of undetected failure equals
its probability of failure per demand (pfd).

Figure [[l shows the improvement in average pufd given by these plausibility
checks, depending on the average pufd of a pool of programs. We manipulate
this average by removing, one by one, from the original pool of 13575 programs,
the programs with the highest pufd. The more programs have been removed, the
lower the average pufd of the remaining pool.

The graph clearly shows that many of these run-time check are very effective
for unreliable programs (the right-hand side of the graph). More surprising is
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—— Valid output

--- Resultlarger than 0
S Result smaller than 477

; \ ---- 1stinput = 1st output

, Y| =—- 2ndinput = 2nd output

T | -—- Result larger than 2log of max

pufd improvement

0.001 0.01 0.1

Average pufd

Fig. 1. The improvement of the pufd of the primary for the various plausibility checks
for “3n+1”. The curves for “lst input = 1st output” and “2nd input = 2nd output”
are invisible because they coincide with the curve for “Valid output”.

that the impact is quite pronounced at a pufd of the pool around 10~4, while it
is much lower for the rest of the graph. Apparently, these checks are effective for
some equivalence classes that are dominant in the pool for that particular pufd
range. Upon inspection, it appears that these programs fail for i = j.

The gain in pufd is for most of the graph only about 20%, but the peak
reaches a factor of 3.2 for the plausibility check “Result > logs(max(i,j))”, a
significant improvement over a program without checks. The check “Result>0"
is mainly effective for programs that initialise the outcome of the calculation of
the maximum sequence length to 0 or —1, if they abort the calculation before
setting the result to a new value. This appears to be caused by an incorrect
“for”-loop which fails when 7 > j. The check “Result<477” is not very effective.
The failures it detects have mostly to do with integer overflow and uninitialised
variables.

The check “Result > loga(maz(i,j))” is the most effective of all. It catches
a few more programming faults than “Result > 07, especially of those programs
that do not cover the entire range between the two inputs ¢ and j for the calcu-
lation of the maximum sequence length.

Figure 2(a) gives some more detail of the performance of this plausibility
check. It shows the percentage of failures detected for each equivalence class. We
can make various observations. First, for many equivalence classes there is no
effect (many crosses with a coverage of 0%). Second, since there are more crosses
in the right-hand side of the graph, this check seems to be more effective when
the primary programs tend to be less reliable (i.e., for development processes
that tend to deliver poor reliability). We must say “seem” here, because this

graph lacks information about the frequencies of the various programs (sizes of
the equivalence classes). Third, this plausibility check still detects faults in the
left-hand side of the graph, i.e. for the more reliable programs.
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Fig. 2. Values of the error detection coverage of (a) the plausibility check “Result ¢
logz(mazx(i,7))” for the equivalence classes of “3n+1” programs, and (b) the plausi-
bility check “i < 57 for the equivalence classes of “Factovisors” programs. Each cross
represents an equivalence class. The horizontal axis gives the average pfd of the equiv-
alence class, the vertical axis the percentage of its incorrect outputs that the check
detects.

The plausibility check “First output equals first input” mainly catches prob-
lems caused by incorrect reading of the specification: some programs do not
return the inputs, or not always in the correct order. These faults lead to very
unreliable programs, and the effects of this plausibility check are not visible in
Figure [[] because they manifest themselves (i.e. differ from the curve for “Valid
output”) for average pufds larger than 0.1.

The result of the plausibility check “Second output equals second input” is
almost equal to the previous one. There are a few exceptions, for example when
the program returns the first input twice.

3.2 Self-consistency Checks

If we denote the calculation of the maximum sequence length as f(i, ), then:

and:

f@i,4) = max(f(i, k), f(k,7)) for ke€i.j (2)
and, if we combine these two properties:

f(,j) = max(f(4,k), f(k,i)) for kei.j (3)

Figure [ presents the effectiveness of these self-consistency checks (for the
experiment, we choose k = | (i + j)/2]). Like our plausibility checks, these self-
consistency checks appear to be very effective for unreliable programs.
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Fig. 3. Improvement in the average pufd of the primary for the various self-consistency
checks for “3n+1”"

The first self-consistency check mainly detects failures of programs in which

the calculation of the maximum sequence length results in 0 or -1 for ¢ > j. The
second mainly finds failures caused by incorrect calculations of the maximum
sequence length.

The third self-consistency check attains an improvement comparable to that

of the plausibility check “Result > loga(max(i,7))”, but with a shifted peak. It
appears that they catch different faults in the programs. As already stated, the
peak of “Result > loga(max(i, j))” is caused by programs failing for i = j (which
none of our self-consistency checks can detect) while this self-consistency check
detects failures caused by faults in the calculation of the maximum sequence
length as well as programs that systematically fail for ¢ > j.
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Fig. 4. Improvement in the average pufd of the primary for combinations of run-time

checks for “3n-+1”
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The fact that the plausibility checks and the self-consistency checks tend to
detect different faults is highlighted by Figure ] which shows the performances

of the combined plausibility checks, the combined self-consistency checks and
the combination of all run-time checks.

4 Results for the “Factovisors” Specification

Short Specification. For two given integers 0 < 7, j < 23!, determine whether
Jj divides i! (factorial 7) and output “j divides i!” or “j does not divide i!”.

We tested “Factovisors” with the 2500 demands (i, € 1..50). We consider
an output “valid” if it contains at least two strings and the second is “does” or